FOCT P 51275-2006

pynna TOO

HALMOHAINbHbIA CTAHOAPT POCCUACKOW ®EQEPALIUN

3awmTa nHdopmaumm
OBBLEKT MHOOPMATU3ALIUU. PAKTOPbI, BO3AEUCTBYIOLWUE HA UHOOPMALIUIO
OOLune nonoxeHus

Protection of information. Object of informatisation.
Factors influencing the information. General

OKC 01.040.01
[ata BeBeaeHusn 2008-02-01

MpeaucnoBue

Llenu n npuHumnel ctaHgapTm3aummn B Poccuiickon ®enepaummn yctaHoBneHsl PeaepanbHbiM 3aKOHOM OT 27 aekabps
2002 r. N 184-®3 "O TexHM4yeckom perynupoBaHuu', a npasuna NpUMEHEHWs HaumoHanbHbIX cTaHgapToB Poccuiickon
depepauun - TOCT P 1.0-2004 "CtaHgapTtmsauusa B Poccunckon Pepepaumm. OCHOBHbIE NONOXEHUS"

CBeaeHusi 0 cTaHpapTe

1 PASPABOTAH ®epnepanbHbiM rocyfapCTBEHHbIM ydpexaeHueM "ocyaapCTBEHHbIV Hay4yHO-UCCneaoBaTenbCKum
uCnbITaTeNbHbIN UHCTUTYT NPOGnemM TexXHUYeckon 3awuTbl MHopMauun denepanbHoM cnyxbbl N0 TEXHUYECKOMY U
aKkcnopTHOMY koHTpont" (PIY "THUNU MT3U dCTOK Poccun")

2 BHECEH YVYnpaBneHnem TexXHW4YECKOro PperynupoBaHua W craHgapTusaumm PegepanbHOro areHTtctea no
TEXHUYECKOMY PeryriMpoBaHuio U MeTponorum

3 YTBEPXXOEH W BBEAEH B JEMCTBME Mpukasom defepansHOro areHTcTBa No TEXHUYECKOMY PEryriMpoBaHuio |t
meTponorumn ot 27 gekabps 2006 r. N 374-ct

4 BSAMEH I'OCT P 51275-99

Unopmayusi 06 u3mMeHeHusiX K Hacmoswemy cmaHOapmy nybnukyemcsi 8 exe200HO u30asaemMoMm
UHbopMayUuoHHOM yka3zamene "HauyuoHarnbHble cmaHOapmbi”, @ meKkcm U3MEeHEeHUU U TOoMpagoK - 8 eXeMeCSYHO
u3dagaeMbix UHEOPMaYUOHHbIX ykalamensx "HayuoHanbHbie cmaHOapmel”. B cnyyae nepecmompa (3ameHbl) umu
omMeHbl Hacmosiwez2o cmaHOapma coomeemcmeyrujee ysedomneHue 6ydem o0nybruKoBaHO 8 EXeMeCsYHO
usdasaeMoM UHopMayUuoHHOM ykazamene "HauuoHarnbHbie cmaHOapmsbi”. Coomeemcmeyrowass UHgopmauus,
ysedomrieHuUe U meKcmbl pa3Mewalomess makxe 8 UHGopMauyuoHHOU cucmeme obuwez2o ob308aHUs - Ha
oguyuanbHom calime ®edepasnibHO20 aseHmMcmea N0 MEXHUYECKOMY peay/iupo8aHur0 U Memposoauu 8 cemu
UHmepHem

1 O6nacTb NnpUMeHeHus

HacTosimii cTaHOapT ycTaHaBnuBaeT Kraccudukaumio U nepedeHb hakTopoB, BO3OENCTBYIOLIMX Ha 6e30MacHOCTb
3almwaemMon MHgopMauum, B Lensax oBocHoBaHUA yrpo3 6e3onacHoCTM MHdopMauuMu U TpeGoBaHuii No 3awuTe
MHpopMaLMM Ha 0GbeKTe MHGOPMaTU3ALNN.



HacTtodawmin ctaHgapT pacnpocTpaHsieTcs Ha 00BbEKTDI WHopmaTU3aumn, cosgaBaemble U aKcnnyatnpyemMmble B
pPa3fin4yHbIX obnacTtax neaTenbHOCTH (OGOpOHbI, OKOHOMWUKUN, HAYKN N OPYrnx oGnacmx).

2 HopmaTuBHbIe CChISIKK
B HacTosilLeM cTaHaapTe UCNonb3oBaHa HOpMaTUMBHAs CChiflka Ha CreayoLLMiA CTaHaapT:
FOCT P 50922-2006 3awwuTta nHdopmaumnm. OCHOBHbIE TEPMUHBLI U ONpeaeneHns

Mpumeyanne - MNpu MNoNb3oBaHUM HACTOALMM CTaHAAPTOM Lenecoobpa3Ho NpoBepuUTb AENCTBUE CChINTOYHOro
cTaHAapTa B MHOPMaLMOHHOW cnucTteme obLuero nonb3oBaHus - Ha oduumansHom cavite defepanbHOro areHTcTBa Mno
TEXHUYECKOMY PEeryrnmpoBaHWIO U METPOSOrMn B CeTU VIHTepHeT unu no exerogHo usgasaemMoMy MHOpMaLMOHHOMY
ykasaTento "HauuoHanbHble cTaHgapTbl”, KOTOpbIA OnybrnukoBaH MO COCTOSIHUIO Ha 1 siHBapsi Tekyllero roga, v no
COOTBETCTBYIOLLMM €XEMECHYHO M3AaBaeMbiM MHOPMALMOHHBLIM yKa3aTensam, onyGnmnkoBaHHbIM B Tekylem rogy. Ecnn
CCbINOYHBIN CTaHAapT 3aMeHeH (M3MEHEH), TO NPW NOMb30BaHWM HacTOALWMM CTaHAAPTOM CnefyeT PyKOBOACTBOBATLCS
3aMeHALWUM (M3MEHEHHbIM) cTaHaapToM. Ecnn cebinoyHbIv cTaHAapT OTMEHEH 6e3 3aMeHbl, TO NOMNoXeHne, B KOTOPOM
AaHa CCbInka Ha Hero, NPMMEHSIETCA B YacTu, He 3aTparMBatoLLWN 3Ty CCbIMKY.

3 TepMuHbI 1 onpeaeneHus

B Hactosiwem craHgoapte npumeHeHsl TepMuHel no FTOCT P 50922, a Takke cnegylowue TEPMUHbI C
COOTBETCTBYIOLUVMU ONpeaeneHnsiMu:

3.1 06bekT uHdopmaTusaummn: COBOKYNHOCTb WMHMOPMALMOHHBLIX PECypcoB, CpeacTB M cuctem o0bpaboTku
MHdOpMaLUn, MUCMonb3yeMblX B COOTBETCTBMM C 3adaHHOM MHMOPMAaLMOHHOW TEXHOMOrMemn, a Takke CpeacTB WX
obecneyeHns, NOMeLLEeHUN UM oBbHLEKTOB (34aHUIA, COOPYXEHWIN, TEXHUYECKMX CPEACTB), B KOTOPbLIX 9TV cpeacTsa 1
CUCTEMbl YCTAHOBIEHbl, WM MOMELLEHNA W O0ObEeKTOB, NpedHa3Ha4YeHHbIX AnA BeAeHWs KoHduaeHumanbHbIX
neperoBopoB.

3.2 cuctema ob6paboTkum uHcopmaummn: COBOKYNHOCTb TEXHUYECKUX CPEACTB U MporpaMMHOro obecneveHus, a
Takke MeTogoB o06paboTkM  uHopmauum U OEWCTBUA  nepcoHana, HeobxoaumbiX  ANS  BbINOMHEHUsI
aBTOMaTM3NPOBAHHON 06pPaboTkN MHOpMaLMK.

3.3 noGoyHOe 3NeKTPOMarHUTHOe Wu3flyvyeHue: OneKTpomMarHUTHOe Wu3nyyeHne, Habnwpgaemoe npu pabote
TEXHUYECKUNX CPeACTB 06paboTkm nHopmMaLmu.

3.4 napasuTHoe 3NeKTPOMarHUTHoe unany4veHwue: SJ'IEKTpOMaFHVITHOE n3anyyvyeHue, gdsndalouleecda pesynbTaTtomMm
napasuTHOM reHepaLmm B aNIEKTPUYECKNX LensaX TEXHUYECKNX CPEACTB 06p860TKVI MHOopMaLMK.

3.5 HaBeAeHHbIN B TOoKonpoBoAALWNX NINHENHbIX 3fIeMeHTaX TeXHU4YeCKUx cpeaAcTB CUrHanm; Haeoldka: Tok u
HanpaxeHne B TOKONpPOBOAALWIMX 3NneMeHTax, Bbl3BaHHble JJIEKTPOMarHUTHbIM U3Ny4eHnem, €eMKOCTHbIMU U
WHOYKTUBHBIMU CBA3AMMW.

3.6 3aKknagoyHoe cpeacTBO [yCTPOMCTBO]: TexHudeckoe cpeacTBO [YCTPOMCTBO] nNpuema, nepegayn n obpaboTkm
MHdOpMaLun, NpeaHaMepPEHHO YCTaHaBNMBaeMoe Ha 00bekTe MHAOpMaTM3aLUMn UNN B KOHTPONMPYEMOW 30HE B LIENsaX
nepexsata WHgoOpMaLMM WM HECAHKUMOHMPOBAHHOIO BO3QEWCTBMS Ha MHMopMauuiwo U (Mnu)  pecypcbl
aBTOMaTM3NPOBaAHHOW MHPOPMALIMOHHOW CUCTEMBI.

MpumeyaHne - Mectamu yCTaHOBKWM 3aknafdoYHbIX CPEACTB [YCTPOWCTB] Ha OXpaHSeMOW TeppuUTOpUM MOryT ObITb
nobble  anemMeHTbl  KOHTPONMPYEMOW 30Hbl, HanpuMmep: oOrpaxaeHue, KOHCTpyKuuu, obopyaoBaHue, npeameThbl
MHTepbepa, TpaHCNopTHbIE cpeacTaa [1].

3.7 nporpamMHas 3aknagka: lpegHaMepeHHO BHECEHHBI B NporpaMMHoe obecneyveHne yHKLMOHaNbHbIN 0BBHEKT,
KOTOpPbLIVA NpU ONpeAeneHHbIX YCNOBUSX MHULMUPYET peanv3auuio HedeknapupoBaHHbIX BO3MOXHOCTEN MPOrpamMmHOro
obecneveHus.

MpumeyaHne - [llporpammHas 3aknagka MoOXeT ObiTb peanusoBaHa B BuAe BPELOHOCHOW Mporpammbl  WMu
nporpammHoro koga [1].



3.8 HepeknapupoBaHHble BO3MOXHOCTU (NMporpammMHoro obecnevyeHust): OyHKUMOHAmNbHbIE BO3MOXHOCTU
nporpaMMHOro obecneyveHuns, He onMcaHHble B AoKymeHTaumu [1], [2].

3.9 BpeaoHocHas nporpamma: [Mporpamma, ncnonb3yemasi Ans OCyLLeCTBNEHUs HECaHKLMOHMPOBAHHOIO JOCTyNa K
MHdopMauun 1 (Mnun) Bo3OencTBMa Ha MHAOPMALIMIO UNN PECYPCbl aBTOMaTU3MPOBAHHOW MH(POPMALIMOHHOW CUCTEMBI

(11, [2].

3.10 (komnblOTEpHBbIN) BUpyc: BpepoHocHas nporpamma, cnocobHas cosgaBaTb CBOW KOnNwuv W (Mnu) apyrue
BpeaOHOCHbIE nNporpammsbl [1].

3.11 komnbloTepHas artaka: LleneHanpaBneHHoe HeCaHKLMOHMPOBAHHOE BO3AENCTBME Ha MHAOPMaLUIo, Ha pecypc
aBTOMaTM3MPOBaHHOW WH(OPMALMOHHOW CUCTEMbl WM  MOMyYeHne HeCaHKUMOHUMPOBAHHOIO [OCTyna K HUM C
NpUMEHeHneM NporpaMMHbIX UM NporpaMMHo-annapaTHbIX cpeacTs [1], [2].

3.12 ceTeBas ataka: KomnbloTepHas aTaka C MCNOMNb30BaHUMEM NPOTOKONOB MeXceTeBoro B3avmogevicteums [1], [2].

3.13 nporpamMmmHoe Bo3felcTBMe: HecaHKUMOHMPOBaHHOE BO3AEWCTBME HA Pecypcbl aBTOMAaTU3VPOBaHHOM
MHPOPMAaLMOHHOM CUCTEMBI, OCYLLECTBNSAEMOE C UCTMONb30BaHNEM BPeAOHOCHbIX nporpamm [1].

4 OCHOBHBbI€E NONIOXeHUA

4.1 BoisiBneHue 1 yyeT ©akTopoB, BO3AENCTBYIOLLMX UMM MOryLLMX BO34ENCTBOBaTb Ha 3allmLiaemMyo nHgopmaumio B
KOHKPETHbIX YCMNOBUSIX, COCTaBMSAT OCHOBY AN NNaHUMPOBaHUS W NpoBeAeHus 9PEKTUBHBLIX MEPONPUATUNA,
HanpasneHHbIX Ha 3awuTy MHpopmaLn Ha obbekTe nHdopmaTmaumu (ganee - ON).

4.2 TlonHOTa W [OCTOBEPHOCTb BbISIBNIEHHBIX (DAKTOPOB, BO3AEWCTBYIOLUMX WM MOTYLUMX BO3AENCTBOBaTb Ha
3awmaemyo MHopmaumnio, 4OCTUraloTCa NyTeM pPacCMOTPEHNS MOMHOr0 MHOXeCTBa (DakTopoB, BO3AEWCTBYIOLLMX Ha
BCe anemeHTbl OU (TexHnyeckue M nporpamMmMHble cpeactsa obpaboTku uHdopmaumu, cpeactea obecnevernns OU u
T.4.) M Ha Bcex aTanax 06paboTku nHdopmauuu.

4.3 BbisiBneHne ¢akTtopoB, BO3AEWCTBYIOLMX Ha 3aliMLiaemMyto MHOpMaLuo, OOMKHO OCYLLECTBASATLCA C YYeTOM
cneayoLmx TpeboBaHui:

- JOCTaTOYHOCTM YpOBHeW knaccudumkauum ¢akTopoB, BO3AEUCTBYIOLUMX Ha 3aluuliaemMyro  MHGOpMaLMIo,
no3BoNALLUX POPMUPOBATL UX MNONTHOE MHOXECTBO;

- rMBKOCTW KnaccuguKaumu, No3BoMnsoLLEN PacUMPsATb MHOXECTBA Knaccuuumpyembix akTopoB, rpynnuMpoBOK U
NPU3HaKOB, a TaKke BHOCUTb HEOBXOAMMbIE U3MEHEHVSI 6e3 HAapYLLEHWSI CTPYKTYPbI KNaccudguKaLlmu.

5 Knaccudumkauma odakTtopoB, BO3AEACTBYHOLMX Ha O6e30MacHOCTbL 3alyvLiaemMon
nHcdpopmaumnn

5.1 ®dakTopbl, BO34ENCTBYIOLME UMW MOryLiMe BO3O4eNCTBOBaTb Ha 0e3omacHOCTb 3almuiaemMon nHdopmaumm um
nognexawime ydeTty npu opraHusauum 3awutbl MHOpMauuM, MO MNPU3HAKY OTHOLLUEHWS K MpuMpoAe BO3HWKHOBEHWSI
noapasaensaioT Ha Krnaccbl:

- OObEKTUBHbIE;

- CYyOBLEKTUBHBIE.

5.2 Mo oTHoweHuto k OU chakTopbl, BO3gencTByoWmne Ha 6e3onacHOCTb 3alyuiaemMon uHpopmauun, noapasgensoT
Ha BHYTPEeHHUe N BHeLlHne.

5.3 dakTopbl, BO3OEWCTBYHOLWIME Ha 0e30macHOCTb 3alviaemMon WHopmauun, B COOTBETCTBUM C MpU3HaAKaMum
Knaccudvkaummn noapasnensioT Ha:

- nogKnaccel;

- rpynnbi;



- MOArpynmbl;
- BMObl;

- nogsuabl.

5.4 TepeyeHb OCHOBHBLIX MOAKMACCOB (rpynn, nmoarpynn v T.4.) ()akTOpoB, BO3OEWCTBYHOLIMX Ha 6e30macHoOCTb

3awmuaemMon MHpopmaumn (06bEKTUBHBIX N CyOBEKTUBHBIX), B COOTBETCTBUM C UX Knaccudukauuen, NpuBeaeHHON B
5.3, npeactaeneH B pasgene 6.

6 [lepevyeHb OOBLEKTUBHbLIX MW CYOBLEKTUBHbIX (paKTOPOB, BO3OEACTBYHOLIMX Ha
6e3onacHOCTb 3awuwaemMon nHdopmaumm

6.1 [epeyeHb OOBLEKTUBHbLIX (haKTOPOB, BO3AEUCTBYWOWMUX Ha 6Ge3onacHOCTb
3awmwaemMon uHopmaumm

6.1.1 BHyTpeHHue dakTopbl

6.1.1.1 MNepenayva curHanos:

a) No NPOBOAHbLIM NTUHUSAM CBSI3K;

©) N0 ONTMKO-BOMOKOHHBLIM FIMHWUSIM CBSA3W;

B) B Avana3oHe paanoBOSIH M B ONTUYECKOM Auana3oHe AMVH BOJH.

6.1.1.2 NanyyeHus curHanos, pyHKLMOHANbHO NpUCyLLne TEXHUYECKUM cpeacTBam [ycTporicteaM] (aanee - TC) OU:
a) U3Ny4YeHus1 aKkyCTUYECKUX CUrHarOoB:

1) conytcTBylowmMe paboTe TeXHUYECKUX cpeacTts [ycTpowncTs] ob6paboTkn u nepepadn nHpopmaumm (ganee - TC
ornny;

2) conyTcTBYyOLME NPOU3HOCUMON 1nn Bocnpoussoammon TC peyw;

6) aneKkTpoMarHMTHbIE U3NyYeHNs 1 Nons:

1) n3nyyeHusa B pagmognanasoHe;

2) n3nyyeHns B ONTUYECKOM AManasoHe.

6.1.1.3 No60o4YHbIE ANEKTPOMArHUTHbIE U3MNYYEHWS:

a) anemeHToB (yctpomncts) TC OlY;

©0) Ha yacTtoTax paboThbl BLICOKOYACTOTHBIX FEHEPATOPOB YCTPONCTB, BXoAsLmMX B coctaB TC OlMA:

1) MogynAumMsa NOBOYHBIX SMEKTPOMAarHUTHBIX U3Ny4YeHUn MHAOPMATMBHBIM CUMIHaNoM, conpoBoXaatowmm paboty TC
onuy;

2) mMopynauMsi NMoBOYHbIX 3MEKTPOMArHUTHBIX U3MYYEHUA aKyCTUYECKUM CUrHamoM, cornpoBoxgawwmm pacoty TO
ony;

B) Ha YacToTax camoBO30yxAeHus ycunutenew, Bxoaswmx B coctas TC OlNMA.
6.1.1.4 MNapasnTHOE SNEKTPOMarHUTHOE U3ny4yeHune:
a) MoAyNAUMS NapasvTHOrO ANEKTPOMAarHUTHOIO M3ny4eHns MHAOPMaLMOHHBIMU CUrHanamu;

6) Moaynauna napasmTHOro ANeKTpPoOMarHUTHOro n3ny4vyeHna akyCtm4eCkKnumMmn curHanamm.



6.1.1.5 HaBopgka:

a) B anekTpuyeckux uensax TC, nmetrowmx Beixod 3a npeaens OU;

©) B NMHUAX CBA3U:

1) BbI3BaHHasi NOBGOYHBIMU 1 (UMW) NAPA3UTHLIMK ANEKTPOMArHUTHBIMU U3MYYEHUSIMU, HECYLLMMU MHADOPMALIMIO;

2) BbI3BaHHAs BHYTPEHHVMMW EMKOCTHLIMU 1 (UNN) MHOYKTUBHBIMUW CBA3SIMMU;

B) B LiENsIX 3M1eKTPOnuTaHus:

1) BbI3BaHHasA NOBOYHBIMU U (MNW) NAPA3UTHBIMN ANEKTPOMArHUTHLIMU U3NYYEHUAMU, HECYLLIMMU MHOPMaLNIO;

2) BbI3BaHHAsA BHYTPEHHVMMW €MKOCTHBIMU 1 (UNN) MHOYKTUBHBIMW CBA3SIMMU;

3) yepes 6nokun nutaHusa TC OY;

r) B Lensix 3a3eMneHus:

1) BbI3BaHHasA NOBOYHBIMU U (MNW) NAPA3UTHBIMN ANEKTPOMArHUTHLIMU U3MNYYEHUAMU, HECYLLIMMU MHOPMaLnIO;

2) BbI3BaHHAsA BHYTPEHHVMMW €MKOCTHBIMU 1 (UNN) MHOYKTUBHBIMW CBA3SIMMU;

3) obycnoBneHHas ranbBaHUYECKON CBA3bID CXeMHON (paboyen) "semnn" yanos n 6nokos TC OUY;

) B TEXHWYECKUX cpeacTBax, NMpoBofax, kabensax M WHbIX TOKOMPOBOOSLUMX KOMMYHMKaLMSIX U KOHCTPYKUUSIX,
ranbBaHM4yeckn He cBs3aHHbix ¢ TC OW, BbizBaHHasi NOGOYHBIMM WM (UNKU) MAPA3UTHBLIMU  3MEKTPOMArHUTHBIMU
N3My4eHUSIMU, HECYLLIMMU MHADOPMALIMIO.

6.1.1.6 Hanunuune akyctoanekTpuyeckmx npeobpasoatenei B anemeHTax TC OW.

6.1.1.7 JedekTbl, cboun 1 oTkasbl, asapumn TC n cuctem OU.

6.1.1.8 [edekTbl, c6oM 1 0TKa3bl NporpammMHoro obecneveHns OU.

6.1.2 BHewHune chakTopsbl

6.1.2.1 SlBneHnsa TeXHOreHHOro xapakrepa:

a) HenpeHaMepeHHbIE 3NeKTpoMarHUTHele 06nyyenns OU;

0) pagunaumoHHble obnyveHns OU;

B) cbou, oTkasbl u aBapum cuctem obecneyenunst OU.

6.1.2.2 MNpupoaHble ABNEHUS, CTUXUIAHbIE BeaCTBUS:

a) TepMuyeckne pakTopsbl (noxapbl U T.4.);

0) knumaTunyeckue dakTopbl (HAaBOOHEHUS U T.4.);

B) MexaHu4yeckne akTopsbl (3eMneTpsceHns u T1.4.);

r) aneKTpoMarHUTHble dhakTopbl (rpo30Bble pa3psaabl U T.4.);

4) bronorunyeckne gaktopbl (MUKPOOBI, FpbI3yHbI U T.4.);

€) Xxummnyeckne akTopbl (XMMUYECKN arpeccuBHble cpeabl U T.4.).

6.2 [llepeyeHb CyOBLEKTMBHbIX (haKTOpPOB, BO3AEUCTBYHOLWMUX Ha 6Oe3onacHOCTb
3awuwaemMon nHopmaumm



6.2.1 BHyTpeHHue chakTopbI

6.2.1.1 PasrnawweHve 3alwimiiaemMorn HopMaLlmm nuuamm, UMeoLLMMIN K HeW npaBo AOCTyna, Yyepes:
a) nuu, He UMerLLMX Npaea AOoCTyna K 3awuiiaeMon nHdopmauuu;

©0) nepenavy MHOPMaLMKN MO OTKPbITEIM JIMHUSAM CBSA3W;

B) 06paboTKy MHpopmMaLum Ha He3awwmLeHHbIx TC 06paboTku nHdopmaumu;

r) onybnvkoBaHne uHopMaLmm B OTKPLITOM NeYaTn 1 apyrmx cpeacTBax MaccoBon nHdopmaumu;
4) KonMpoBaHWe NHOPMaLIMN Ha He3aperncTPUPOBaHHbLIV HOCUTENb MHOPMaLUK;

€) nepegavy Hocutenst MHcpopMauun nuuam, He UMELLMM Npaea 4oCTyna K Hel;

X) yTpaTy Hocutens nHopmaLuun.

6.2.1.2 HenpaBomMepHble 4eNCTBUS CO CTOPOHbI ML, UMEILLMX NpaBo AOCTyNa K 3alumiiaeMon nHopmMaLmu, nyTem:
a) HECaHKUMOHUPOBAHHOIO U3MEHEHUS MHpopMaLmuy;

©) HeCaHKLUMOHMPOBAHHOIO KOMUPOBAHMS 3allmLLaeMon MHopMaLmu.

6.2.1.3 HecaHKUMOHMpPOBaHHbIM AOCTYN K MHpopMaLmn nyTem:

a) NOAKIIOYEHUS K TEXHUYECKUM cpeacTBam u cuctemam OU;

©0) ncnonb3oBaHWs 3aknagoyHbIX CpeacTs [YCTPONCTB];

B) UCMNOMb30BaHUSA NPOrpaMMHOro obecneveHus TexHudeckux cpeacts O vepes:

1) MacknpoBKy nof, 3apermcTpMpoBaHHOro Nonb3oBaTens;

2) nedpekTbl M y3BUMOCTY NporpammHoro obecneyeHmst OU;

3) BHeCeHre NnporpamMMHbIX 3aKnagok;

4) npuMeHeHWe BUPYCOB UMW OpPYroro BPedOHOCHOro MPOrpamMMHOro kofa (TPOSIHCKME MporpaMMbl, KrnaBuaTypHble
LUMMOHbI, aKTUBHOE COOEPXKMMOE JOKYMEHTOB);

r) XMLLEHNS HOCUTENS 3aLLmLLaeMon MHOPMaLnK;
[) HapyLueHus dyHKunoHupoBaHust TC o6paboTku nHdopmaumm.
6.2.1.4 HepocTaTtkun opraHnsaumnoHHoro obecneveHns 3almTbl MHopMauum npu:

a) 3agaHum TpeboBaHMI Mo 3awmTe nHpopmaunm (TpeboBaHuss NPoTUBOPEYMBLI, He obecneunBatoT 3IPPEKTUBHYHO
3awmnTy nHcpopmaumm u T.4.);

0) HecobntogeHun TpeboBaHuiA No 3awmuTe nHopMaLmm;
B) KOHTpOne a(EKTUBHOCTU 3aLUMTBI MHGOPMaLUK.
6.2.1.5 Ownbkn obcnyxmeatowero nepcoHana OW npw:

a) akcnnyaTauuu TC;

©0) akcnnyaTtauum NporpaMMHbIX CPEACTB;

B) KCMnyaTaumu CpeacTs U CUCTEM 3aLLMTbl MHGOPMaLUK.
6.2.2 BHewHue chakTopbl

6.2.2.1 flocTyn K 3awmiaemMon MHopmMaLmm ¢ NPUMEHEHNEM TEXHUYECKUX CPeaCTB:



a) pa3BeaKu:

1) pagnoaneKTPOHHOW;

2) ONTUKO-3MNEKTPOHHOW;

3) coTorpachmyeckon;

4) BU3yanbHO-ONTUYECKON;

5) akycTuyeckon;

6) ruopoakycTMyeckon;

7) TEXHNYECKOW KOMMNBIOTEPHON;

6) cbema nHdopmauun.

6.2.2.2 HecaHKUMOHMPOBaHHbIM AOCTYN K 3alimaemMon MHdopmaLmmn nyTem:
a) NOOKMNoYEHNs K TEXHUYECKUM cpeacteam u cuctemam OU;

©0) ncnonb3oBaHMs 3aknagoyHbIX CpeacTB [YCTPONCTB];

B) MCMONb30BaHUA NporpaMMHoro obecneyeHmns TexHmdecknx cpeacts OU vepes:
1) MacknpoBKy Mo 3apermcTpMpoBaHHOro Nonb3oBaTens;

2) pedpekTbl M ya3BMMOCTY nporpammHoro obecnevexHmsa OU;

3) BHECEHME NPOrpamMMHbIX 3aKNagok;

4) NpYMeHeHVe BMPYCOB WIM OPYroro BPedOHOCHOro MpOorpaMMHOrO kofa (TPOsiHCKME Mporpammbl, KrnaBuaTypHble
LUMWOHbI, aKTUBHOE COOEPKMMOE JOKYMEHTOB);

r) HECaHKLMOHNPOBAHHOIO onanyeckoro goctyna k OU;
4) XULWEeHMs HocuTens MHopMauun.

6.2.2.3 bnokupoBaHue [oCTyna K 3alimuiaemMon uHdopMaumm nyTem neperpysks TEXHUYECKUX CpeacTB o6paboTku
MHGOPMaLUK NOXHbLIMK 3asiBKamu Ha ee 00paboTKy.

6.2.2.4 [leNcTBUSI KPUMMUHATBHBIX TPYMN Y OTAENbHbIX NPECTYMNHbLIX CyOLEKTOB:

a) ansepcus B oTHoweHun OU;

©0) anBepcus B oTHOLWIEHMMN arieMeHToB OW.

6.2.2.5 NckaxeHne, yHUYTOXEHME nnn 6noknpoBaHne nHpopmMaumm ¢ npUMEHEHneM TEXHUYECKNX CPEACTB NyTeM:
a) NpeAHaMepeHHOro CUNOBOrO 3MEKTPOMAarHUTHOro BO3AENCTBUS;

1) No ceTn aNeKTPoNUTaHUA Ha NOPTbI SNEKTPOMUTaHUS NOCTOSAHHOIO Y NEPEMEHHOrO TOKa;

2) No NPOBOAHBIM NTMHMAM CBSA3M Ha NOPTbl BBOAA-BbIBOAA CUrHArNOB U NOPThI CBA3W;

3) N0 MeTanNOKOHCTPYKLUMSIM Ha MOPThI 3a3eMINEHNs 1 NMOPThI KOPMyca;

4) nocpeacTBoM 3neKTpoMarHMTHoro 6bICTp0I/I3MEHFHOLLI,eFOCF| nona Ha nopTbl KOopnyca, NopTbl BBOAA-BbIBOAA
CUrHanoB U NOpPTbl CBA3U;

0) npegHamMepeHHOro CUNOBOro BO3AENCTBUSA pasnMYHOM hn3nYecKon npupoael;

B) ncnonb3oBaHUA NPOrpaMMHbIX UMK NporpaMMHO-annapaTHbIX cpencTs NpU OCyLLEeCTBIEHUN:



1) KOMMBIOTEPHOW aTaKw;

2) ceTeBoOW aTaku;

r) BO3OEeNCTBMS MPOrpaMMHbIMU CPeACTBaMM B KOMMMEKCE C npegHaMepeHHbIM CUIMOBbIM 3MEKTPOMarHUTHbIM
BO3JENCTBMNEM.
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