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06 YTBEPXKAESHUH [Tepeuns
nHGOPMaIHH, IIpeACTaBIsIEeMOH ) _
B rOCYZapCTBEHHYIO cuCTeMy MUHHCTEPCTBO IOCTHIMH POCCHACKOH GEAEPALMH
OOHapyXeHHs, TNpeAyNpexIeHus U SAPETHMCTPHPOBAHO
JIMKBHAALIHH MOCJIEACTBHH o
Aal A Perucrpaunonnsin M
KOMITBIOTEPHBIX aTak Ha AL s
uHGOPMaLHOHHEBIE pecypchl 01
rocyJapCTBEHHYIO CHUCTEMY
OoOHapyXeHUs, TMpeayNnpexneHus u
JIUKBUAALIUHA nocleaCTBUNA
KOMIIBIOTePHBIX arak Ha
uHbOPMaHOHHEIE pecypcesl

Poccuiickoit @enepauunu

B cootBercTBUU € ITyHKTOM 5 4actH 4 cTateum 6 PenepanbHOro 3akOHA
ot 26 utons 2017 r. Ne 187-03 «O 6e30macHOCTH KpUTHUECKONH HH(POPMAaLIMOHHON

uHdpacTpykTyphl Poccuiickoi ®eneparym»’

INIPUKA3BIBAIO

YTBEPIAHTE;

L CoGpanue 3akonoxarensctsa Poccutickoii ®eneparmu, 2017, Ne 31 (u. 1), ct. 4736.




2
Ilepeuenr uHQOpMaLUK, MPENCTABIIEMOM B TOCYHAPCTBEHHYIO CHCTEMY

oOHapyXeHusI, MpeAyNpeXACHHUS 1 INKBUIALUHU TOCNIEACTBHN KOMITBIOTEPHBIX aTaK

Ha nHQopMaloHHEIe pecypchl Poccuiickoit Penepanuu (mpunoxenue Ne 1);
ITopspok mnpencraBieHuss WHPOPMALIMM B TOCYHAPCTBEHHYHD CHCTEMY

o0OHapy KeHus, IpeAYIPEeXXKACHUS U JIMKBUAAIIUH IIOCIEICTBHI KOMITBIOTEPHBIX aTaK

Ha uH(popMaIoHHbIe pecypcehl Poccuiickoit ®enepanun (npunoxenue Ne 2).

Hupexrop A.BopTHUKOB



ITpunoxenne Ne 1

k npukazy ©Cb Poccuu
oT 24 wmoaa 2018 r.
Ne 367

IlepeuyeHb
uH(oOpMaIK, NPEICTABIAEMON B FOCYJapCTBEHHYIO CHCTEMY O0OHapYKEeHHS,
[IpEeayIpEeXACHUS U JIUKBUIALNH [TOCIEICTBHII KOMIIBIOTEPHBIX aTaK Ha
rH(popMaIMoOHHBIe pecypchl Poccuiickoii @enepauun

1. WHdopmauus, comepxamascs B peecTpe 3HAUYUMBIX OOBEKTOB
KpuTH4yeckoil uH(popMaluoHHOW wuHpacTpykTypsl Poccuiickoii ®eneparmu
(manee — xputHueckass HHQOpPMaIOHHAA HHOPACTPYKTYpa).

2. Wuadopmanus 06 OTCYTCTBHH HEOGXOAMMOCTH HPHCBOECHHS OGBEKTY
KpUTHYeCKOH HMH(DOPMALMOHHON UHQPacCTPyKTYphl OAHOH H©3 KaTeropuii
3HaYUMOCTH.

3. Hudopmauus o6 UCKIIIOYEHUHU o0BeKTa KpUTHYECKOH
HHPOPMATMOHHON HHPPACTPYKTYpPBI U3 peecTpa 3HAYMMBIX 0OBEKTOB KPUTHYECKOM
MH(QOPMAILlHOHHON HHQPACTPYKTYphl, a Takke 00 H3MEHEHHH KaTeropu ero
3HaYMMOCTH.

4. HHbopmauuss mo uTOraM IPOBENEHUS TOCYAapPCTBEHHOT'O KOHTPOJIS
B obnactu oOecrieueHuss 0€30MaCHOCTH 3HAUYHUMBIX OOBEKTOB KPUTHYECKOM
H(pOopMalMOHHO UHGPACTPYKTYpHl O HapylIeHHH TpeOOBaHUH MO 00eCTIeHeH IO
Oe3onmacHOCTH  3HAYUMBIX  OOBEKTOB  KpUTHYEeCKOH  HMH(OpPMAaLHOHHOM
MHQPAaCTPyKTYpbl, B  pe3yJbTaTeé KOTOPOrO  CO3HAOTCA  MPEIIOCBUIKH
BO3HUKHOBEHUS KOMITBIOTEPHBIX UHIMIECHTOB.

5. MHubopmamus o0  KOMOBIOTEPHBIX  HMHUHACHTAX,  CBI3aHHBIX

C (GYHKLIMOHUPOBaHHEM 00BEKTOB KPUTHYECKOHN MHGPOPMALIMOHHOM

HHOPACTPYKTYPHI:
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IaTa, BpeMs, MECTO HaXOXXIEHHUS WU reorpapuyeckoe MeCTOMOJOXECHHE
0o0beKTa KpPUTHYECKOW WHPOPMALMOHHON WHGpPacTpyKTypbl, Ha KOTOpPOM
IIPOU301IEI KOMIBIOTEPHBIA WHLIUICHT;

HaIM4he  TPUYMHHO-CIEACTBEHHON  CBA3M  MEXIAY  KOMIIBIOTEPHBIM
MHLIUAEHTOM U KOMIIBIOTEPHOM aTaKow;

CBS3b C JPYTUMHU KOMIIBIOTEPHBIMU HHIMASHTAaMH (TIpY HAJIUYUH );

COCTaB TEXHMYECKHX IAPAMETPOB KOMITBIOTEPHOI0 UHIIUIEHTA;

MOCJIEACTBUS KOMIIBIOTEPHOTO UHIUIEHTA.

6. HMHas uHdopmanus B oOjacT OOHapyXeHHs, NpeNynpeXIeHU
U JIMKBUJAUMH TIOCIHEACTBUM  KOMIIBIOTEPHBIX aTaKk U  pearupoBaHuUsd
Ha KOMIIBIOTEPHbIE HHIMAEHTHI, IpefocTaBiseMas CyObeKTaMH KpUTHYECKOH
MHGOPMAIIMOHHON HHQPACTPYKTYpPhl U HMHBIMU HE SIBJSIIOLIMMUCA CyOBEKTaMHU
KPUTHYECKOH HHGPOPMAIMOHHONH MH(PACTPYKTYphl OpraHaMH U OpraHH3aLUsIMH,

B TOM YHCJIC HHOCTPAHHBIMH U MEXIYHApOJIHBIMH.




[Ipmnoxenne Ne 2

Kk nipukazy ©Cb Poccun
ot 24 wwoaa 2018 r.
Ne 367

[Topsimoxk
[IpeCTaBIeHUS NH(POPMAIIUU B TOCYJapPCTBEHHYIO CUCTEMY 00HapYKEHHH,
NpeaynIpexAeHHs U JINKBUJALUHU MTOCIEICTBUI KOMITBIOTEPHBIX aTak Ha
UHpopMalMoHHbIe pecypchl Poccuiickoit @enepanyu

1.  Wadopmaumus, ykazaHHas B myHKTax | — 4 Ilepeuns undopmanumy,
NPEACTAaBIsIeMOA B rOCYAapCTBEHHYIO CHCTeMY OOHapyXeHUs, MpedynpexIeHus
Y TUKBUJAUUU NIOCIEICTBUM KOMIBIOTEPHBIX aTaK Ha MH(POPMALMOHHBIE PECYPCHI
Poccuiickoit @enepaunu, yreepxaeHnoro npukasom @Cb Poccun oT 24 wmosist
2018 nNe 367 (nanee — Ilepeuens), npencrapisieTcss B rocy1apCTBEHHYIO
CUCTEMY OOHapyXeHHs, MNpedyNpeXIeHUS ¢ JUKBHUAAIMH TOCIEeNCTBUI
KOMIIBIOTEPHBIX aTaKk Ha MHGopMaLuOHHbIE pecypchl Poccuiickoit ®eneparnu
(manee  —  TocCOIIKA)  ¢epepanbHbIM  OpraHOM  HMCIIOJIHUTEJILHOM
BIACTH,  YIOJIHOMOYEHHBIM B  obOnmacTH  obOecrneueHuss  0e30MacHOCTH
KpuTHyeckoll HH(popMalMoHHOW wuHpacTpykTypsl Poccuiickoii ®eneparyu
(manee — ymOJNHOMOYEHHBIH OpraH), MyTeM ee HampabiieHHS B HallMOHaNbHBIH
KOOPAMHALIMOHHBIM LEHTp 10 KOMIbIOTepHbIM MHUMAeHTaM (manee — HKIKH)
HeE pexe pa3a B Mecdll U He M03/IHee MECIIHOTO CpoKa C MOMEHTa:

BKITIOYEHHUs] OOBEKTa KpUTHYECKOH WHGOPMAaUMOHHOH HWH(PPACTPYKTYpHI
Poccuiickoit  Qenmepanmu  (mamee —  kputhdeckas — HHGOpPMAIMOHHAS
UHQpacTPyKTypa) B peecTp 3HaYUMBIX 00bEKTOB KPUTUYECKOH HHMOPMALUOHHOM
UHOPACTPYKTYPHI;

U3MEHEHHs] KaTerOpHM 3HaYHUMOCTH, IPUCBOEHHOW 3HAYUMOMY OOBEKTY

KpUTHUYECKOH HH(GOpMallMOHHONH HHAPACTPYKTYPHI,
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noigydeHus uHpopManuu o0 OTCYTCTBHM HEOOXOOWMOCTH IPUCBOSHHUS
00BEKTY KPUTHUECKOH MH(POPMALMOHHON MHQPACTPYKTyphl OJHOM M3 KaTEeropui
3HaYUMOCTH;

UCKITIOYEHUS O0BeKTa KPUTHUECKOH HH(OPMAIMOHHOW HHQPPACTPYKTYpHI
U3  peecTpa  3HAYUMBIX  OOBEKTOB  KPUTHUYECKOH  HMH(POpPMAlMOHHOH
UHGPaCTPYKTYPHI,

COCTaBJIEHUS aKTa MPOBEPKU 110 UTOraM OCYUIECTBJIEHUS IOCYJapCTBEHHOTO
KOHTpolsI B obOysact olecriedeHuss 0e30IacHOCTH  3HAYMMBIX  OOBEKTOB
KpUTUYeCKOH MH(MOpMaLMOHHOM HMHQPacCTPyKTyphl, B KOTOPOM COJEPKHUTCA
uHQopMalmss O HapyumleHHMH TpeboBaHuii Mo obecrneyeHuo 6e30MacHOCTH
3HAUUMBIX OOBEKTOB KPUTHYECKOH HHGOPMALMOHHOW HWHOPACTPYKTYphl, B
pe3yJibTaTe KOTOPOTO CO3JAIOTCA MPEANOCHUIKM BO3HMKHOBEHUS KOMIBIOTEPHBIX
WUHIUICHTOB.

2.  Hndopmannus, ykazanHas B myHkTax 1 — 4 Ilepeuns, Hampasnsercs
ynonHomoueHHbIM opranoM B HKIKW B ¢dopmarax, omnpeaeneHHbIX
YTIOJTHOMOY€HHBIM OPTaHOM.

3. UWudopmauus, ykazaHHas B mnyHkTe 5 Ilepeuns, mnpexacraBnsercs
cyObekTaMu Kputhyeckoit uHpopmaunoHHo uHOpacTpykTypsl B ['ocCOIIKA
nytem ee HampabiieHHss B HKIIKUM B cootBerctBUM c onpeneneHHbiMu HKIKU
dbopMaraMi C HCHOJB30BaHHEM TexHHUYeckoi wuHOpacTpykrypsl HKIIKH,
IOpeJHa3HAaYeHHOW [ OTIpPaBKH, [MONy4YeHus, oOpabOTKM U XpaHEHHUA
YBENOMJIEHMA M 3alpocOB B paMKax HWHGOPMAIMOHHOTO B3aMMOIEHCTBHSA
c cyObeKTaMH KpUTHUECKOH HWHGOPMAMOHHOH HWHQPACTPYKTYphl, a Takxe
C MHBIMH HE SBIMIOIIMMUCA CYOBEKTAMH KPUTHYECKOW WH(OPMAIMOHHON
UHQPACTPYKTYphl OpraHaMH M OpraHW3alUsMH, B TOM YHCJIE€ HHOCTPaHHBIMH

¥ MEXXIYHapOIHBIMH (fanee — TexHuueckas nHppactpyktypa HKIIKI).
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4. B cnyqae OTCYTCTBHUS IOAKIIIOYEHHUS K TEXHHUYECKON HHPPaCTPYKType
HKILIKHY uHdpopMalKsa HalpaBseTCs MOCPEICTBOM ITOUTOBOM, haKCUMUITBHON HITH
2JIEKTPOHHOW CBsA3U Ha azpeca (tenedonHole Homepa) HKIIKH, ykazaHnHbIe
Ha o¢HUHUATBLHOM caiite B HHGOPMALMOHHO-TEJICKOMMYHHKALMOHHON CETH
«UuTepHeT» no aapecy: «http://cert.gov.run.

5. HWudopmauus, ykasaHHas B mnOyHkTe 5 IlepedHs, HampaBmnsercs
CyOBEKTOM KpHTHYeCKOH HHGpopmMaimoHHoi uHOpacTpykTypsl B HKIIKHU
He no3aHee 24 4acoB ¢ MOMEHTa 0OHapYKEeHHS KOMIIBIOTEPHOIO MHIUICHTA.

6. HKIKW yBemomisger CcyObeKT KpUTHUECKOH WHGOpMaMOHHOK
MHOPACTPYKTYpPsl O TMONYyYeHHH HH(POpPMALMM, HANpaBIEHHOH B COOTBETCTBUHU
¢ myHkToM 5 HacTosmero [lopsaka He no3gHee 24 4acOB ¢ MOMEHTA €€ MOJIYUYESHHUS.

7. Hudopmaums, ykazaHHas B mnyHKTe 6 Ilepeuns, mnpeacrasisercs
B ['ocCOIIKA mnyrtem ee Hanpasnenus B HKIIKM mnocpencTtsomM mnoyToBoi,
(bakCUMIJIBHOM WM DJIEKTPOHHOW CBA3M Ha alpeca (TenedOHHbIE HOMeEpa)
HKIIKWM, yxa3saHHble Ha o¢HUHANbHOM caiite B  HHGOPMAaLMOHHO-
TeJIeKOMMYHHUKaIHOHHOMU ceTH «HTEepHET» 110 aapecy: «http://cert.gov.ruy.

8.  Ilpu Hamuumy noJKIOYeHUs K TexHu4deckoi nadpactpykrype HKIIKU
uHpopMalus, ykazaHHas B IyHKTe 6 IlepeuHs, HampaBnseTcss NOCPEICTBOM
UCITIOJIb30BaHUs JaHHOW HHGPACTPYKTYpBHI.

9. MHndopmanus, ykazanHas B IyHKTe 6 Ilepeuns, mnpexacraBnsgercs
B ['ocCOIIKA B cpokH, [OCTaTOYHbBIE [Jisi CBOEBPEMEHHOIO IPOBEIEHUS
MEpOTIPUATHIA 110 0OHApPYXEHUIO, PEeAYNPERISHHIO U JIMKBUIALUH [1OCIIeACTBUN

KOMITBIOTCPHBIX aTaK U p€aripOBaHHUIO HaA KOMIIBIOTCPHBIC HHIIMACHTHI.




