®ENEPANBHAA CITYXXBA BE3OMACHOCTU POCCUNCKOW ®EOEPALINA
NMPNKA3

ot 24 vionsa 2018 roga N 366

O HauunoHanbHOM KOOpAMHALMOHHOM LEHTPE MO KOMMbIOTEPHBLIM UHLMAEHTAM

B coortBetctBUM cYacTbi 4 ctatbM 5 wunyHKToM 2 4yactu 4 cTtatbu 6
denepanbHOro 3akoHa oTr 26 wwonga 2017 r. N 187-#3 "O 0OesonacHocTu

KpUTUYEeCcKkom MHdopmMaLnoHHOW MHdpacTpykTypbl Poccunckon ®enepaummn'!

I CobpaHne 3akoHopaTenbctBa Poccunckon ®Pepepauunn, 2017, N 31 (4.l),
cT.4736.

NpuKa3sblBato:

1. Cos3pgatb HaumoHanbHbIM KOOPAWHALMOHHBLIM LIEHTP MO KOMMbIOTEPHbBIM
NHUMOEHTaM.

2. Y1BepauTb npunaraemoe [lonoxeHne o HauymoHanbHOM KoopaWHaLWMOHHOM
LLEHTPE MO KOMMbIOTEPHBLIM UHLMOEHTAM.

HAunpekTop

A.BOpTHUKOB

3aperncTpupoBaHo
B MMHucTepcTBe tocTnLMn
Poccuinckon ®egepaumnm

6 ceHTs6psa 2018 roaa,
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pernctpauymoHHbin N 52109

NMpunoxeHue. NonoxeHne o HaunoHanbLHOM
KOOpAUHALUOHHOM LIeHTpe no
KOMMNbTEPHbLIM UHUMOEHTAM

[NpunoxeHune
K npukasy ®Cb Poccun

ot 24 vionsa 2018 roga N 366

1. HaumoHarnbHbIN KOOPAMHAUMOHHBIA LLEHTP MO KOMMbHOTEPHBLIM MHUMOEHTaM
(nanee - HKLUKW) gaBnsetcs cocTaBHOM 4YacTbi CwWn, MNpedHasHavyeHHbIX NS
oBHapyXeHus, nNpeaynpexaeHns u nMKkeMgau M nocneacTBUN KOMMNbIOTEPHbIX aTak

N pearmpoBaHnst Ha KOMMNbIOTEPHbIE MHLNOEHTbI ! .

I yHkT 2 yactn 2 ctatbu 5 PenepanbHoro 3akoHa ot 26 mona 2017 r. N 187-
®3 "O 6e30nacHOCTM  KPUTUYECKOW MHAOPMALIMOHHOW  MHAPACTPYKTYPbI
Poccuinckon Pegepaumm”.

2. HKUKW B cBoen [edaTenbHOCTU pPYKOBOLCTBYETCH 3aKOHOAATENbCTBOM
Poccumnckon denepauymn, BE€JOMCTBEHHbIMU (MexxBeJOMCTBEHHbIMM)
HOPMaTUBHbLIMW MNPaBOBbIMA akTamMu, B TOM 4ucre Hactoswmm [lonoxeHuem, a
TaKkXXe MexgyHapoaHbIMu gorosopamu Poccunckon degepauum.,

3. 3apaden HKUKW saBnsetca obecnedeHne koopauvHauumM OEeATENbHOCTU
CYObEKTOB  KPUTUYECKOM  MHAOPMAUMOHHOM  MHAPaACTpPyKTypbl  Poccumrckon
denepaumnn (oanee - Kputudeckad WHGOpMaUMOHHaa WHEpPacTpyKTypa) no
BOMpocaM OOHapyXeHusi, npeaynpexgeHus u - nNuKBMgauum  nocnenctBun
KOMIMbIOTEPHbIX aTak U pearMpoBaHNA Ha KOMMbIOTEPHbIE MHUNOEHTHI.

4. B uenax BbINOSIHEHUA NPesyCMOTPEeHHOW HacTosawmmM [lorioxeHnem 3agayu
HKLKW ocywecTtendaeTt criegyroume oyHKLNK:
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4.1. KoopauHupyeT MeponpuaTus Mo pearMpoBaHUKD Ha KOMIMbIOTEPHbIE
MHUMOEHTbI M HENOCPEeaCTBEHHO yHaCTBYET B TaKMX MEPONPUATUSIX.

4.2. OpraHusyeT M ocyuwecTtenser obMeH WHGopMauMeNn O KOMMNbHOTEPHbIX
NHUMOEHTAX Mexay Cy6bekTaMm KpUTUYECKON MHPOPMAaLMOHHOM MHAPACTPYKTYpbI,
a TaKkke Mexgy cydbekTamu KpUTUYecKon WHEopMauMOHHOWM MHAPACTPYKTYpPbl U
YMNOSITHOMOYEHHbIMW  OpraHaMyM WHOCTPaHHbLIX rOCy4apCTB, MeXOyHapoOHbIMMU,
MEeXOyHapOoL4HbIMU  HEMPaBUTESNTbCTBEHHLIMU  OpraHn3aunaMm M UHOCTPaHHbIMU
opraHM3auusMm, OCyLIECTBIAIOWMMK OeATeNIlbHOCTb B 0briacTn pearMpoBaHust Ha
KOMMbIOTEPHbIE MHUWOEHTbI, B TOM 4uUCIie NOCPenCcTBOM  MCMOSb30BaHUA
TexHundyeckon uHgpacTpyktypbl HKLKW, npegHasHavyeHHOM [ONsA OTNpaBKM,
nony4yeHnsi, obpaboTKM M XpaHeHUs YyBEOLOMSIEHWA W 3arnpoCcoB B paMKax
MHJ)OPMAaLIMOHHOIO B3aMMOOEeNCTBUA C cyObekTamu KPUTUYECKOM
MH(POPMALIMOHHOMW  UH(PPACTPYKTYpbl, @ Takke C WHbIMKU He HABMAIWMMAUCA
cyObekTaMn KpPUTMYECKON WHAOPMAaLMOHHOM MHAPACTPYKTYpbl opraHamm W
opraHM3aunsmMuM, B TOM YUCe WHOCTPAHHbIMW U MeXayHapoaHbIMu (fanee -
TexHnyeckas uHdgpacTpykTypa HKLIKIN).

4.3. OcywecTBnaer metoandeckoe obecnedeHne OeATenbHOCTU CYyObEeKTOB
KPUTUYECKON MHAOPMALIMOHHON MHAPACTPYKTYpbl MO BoONpocam obHapyxeHus,
npeaynpexgeHns  Un - NMKBMgauum  MNOCNeACTBUA  KOMMNBbIOTEPHbIX aTak U
pearmpoBaHnst Ha KOMMbOTEPHbIE NHUNOEHTDI.

4.4. YyacTByeT B 0OHapyXeHUn, NpeaynpexgeHun n nukemgaumm nocnencteum
KOMMbIOTEPHbIX aTak.

4.5. ObecnevnBaeT CBOEBPEMEHHOE AoBeAeHME [0 CYOBLEKTOB KPUTUYECKOM
NHCPOPMAaLMOHHON MHAPACTPYKTYpbl MHGOpMaLmm O cpeactBax M cnocobax
NpOBEAEHNS KOMMbIOTEPHbLIX aTtak W O MeTogax WX npegynpexaeHus u
oBHapyxeHus1.

4.6. OcywwecTBnsieT cbop, XpaHeHNe 1 aHanmM3 UHgopMaLm O KOMMNbIOTEPHbIX
MHUMOEHTAX W KOMMbIOTEPHbIX artakax, a Takke aHanmuid 3ddeKTMBHOCTH
MEPONPUSATUA MO ODHApPYXEHUIO, NpeaynpexaeHnio N nNMKBMgaumm nocnencTBumn
KOMMbIOTEPHbIX aTak U pearnpoBaHnO Ha KOMMNbOTEPHbIE NHLMAOEHTDI.

4.7. OcywecTBnseT aKcnnyaTauumo, obecnevyeHne QyHKLNOHNPOBAHUA U
pa3BuUTHe TexHn4Yeckon nHdpacTpykTypbl HKLIKW.



4.8. OpraHu3yeT nosny4yeHre UHgopmalum, npeacTaBngemMon B COOTBETCTBUM C
3akoHogartensctBoM Poccuinckon depgepaunm B rOCYOAPCTBEHHYHO CUCTEMY
oBHapyXeHus, nNpenynpexaeHns u nMKeMgaumm nocneacTBUN KOMMNbIOTEPHbBIX aTak
Ha MHOPMaLMOHHbIE pecypcbl Poccurckon denepaumnm cydbbekTamm KpUTudeckom
MHJPOPMALIMOHHOW MHPPaCTPYKTYypbl N dedepasribHbIM OpraHOM MCTMOSHUTENbHON
BNacTW, YNOfIHOMOYEHHbLIM B obnactn obecneveHnss 6€30nacHOCTU KPUTUYECKOWN
MHPOPMALIMOHHOW  UH(PPACTPYKTYpbl, a Takxe uHdopMauun, KOTopad MOXeT
NPeacTaBnATbCA  UHbIMM  HE  SABMSAIOWMMUCH  CYObeKTaMu  KpUTUYECKOM
MHPOPMALIMOHHON WHAPPACTPYKTYPbl OpraHaMmm U opraHmsauusmMu, B TOM 4ucrie
MHOCTPaHHbLIMWN N MEXOYHapPOL4HbIMN.

4.9. OnpenensieT HeobxoauMbIe A5 OpraHu3aumm B3anMoLeNCcTBusS popmaTbl
npencraBfieHna MHopMaLnM O KOMMbIOTEPHbLIX MHUMAOEHTax B rocyaapCTBEHHYIO
cuctemy obHapyxeHusi, npeaynpexgeHus 1 NMKBMgauuMM  NoCreacTBui
KOMMbIOTEPHbIX aTak Ha MHJopMauuoHHble pecypcbl Poccunckon Pepepaumm u
A0BOOMUT UX A0 CYOBEKTOB KPUTUYECKON MHAOPMALMOHHOM MHAPACTPYKTYPbI.

410. OnpenensieT cocTaB TEXHWYECKMX MNapamMeTpoB  KOMMbHOTEPHOro
MHUMOEHTA, yKa3blBaeMbIX Mpu NpencraBneHnn HdopMaumm B rocyaapCTBEHHYHO
cuctemy obHapyxeHusi, npeaynpexgeHus 1M NMKBMgauMM  NoCneacTBui
KOMMbIOTEPHbIX aTtak Ha MHGOPMaLUWOHHbIE pecypcbl Poccuinckon depepauunn, u
A0BOOMT €ro 40 CY6BHEKTOB KPUTUYECKON MHGOPMaLMOHHON MHAPpACTPYKTYpLI.

5. B uensix BbINONMHEHNA NpeayCMOTPEHHbIX HacTosawmM [NonoxeHvem 3agayum v
dyHkumn HKLIKW B npenernax ceBoen KOMneTeHLnn nmeeT npaso:

5.1. HanpaBnsaTb yBedoMfeHMA W  3anpocbl CYObEKTaM  KPUTMUYECKOW
NHCPOPMAaLMOHHON MHAPPACTPYKTYPbI, a TakKe UHbIM He SBRASIOWMMCS CybbekTamu
KPUTUYECKON MHAIOPMALMOHHON MHAIPACTPYKTYpPbl OpraHam 1 opraHusaumsim, B TOM
yucre WHOCTPaHHbIM U  MEeXOyHapo4HbIM, MO BOMpOCaM, CBHA3AHHbLIM C
obHapyXeHnemMm, npeaynpexgeHnemM n nukBuMaaumen NocneacTBuin KOMMNbOTEPHbIX
aTak 1 pearmpoBaHMeM Ha KOMMbIOTEPHbIE MHUWOEHTHI.

5.2. OTkasbiBaTb B MpegocTaBneHMM WHgopmaumm O  KOMMbIOTEPHbIX
WHUMOEHTAX, CBA3aHHbIX C  (OYHKUMOHMPOBAHMEM OBOBLEKTOB  KPUTUYECKOM
MHPOPMALIMOHHOM  MHAPPACTPYKTYpPbl, MO 3anpocaMm oOpraHa WHOCTPAaHHOro
rocygapcTtBa UM MexayHapogHoW opraHusaumu, He obnagarowpmx nosIHOMOYUSIMA
HanpaBnATb TaKOM 3anpoc, a TakXe B Cly4vasix, Korga npeaocTaBfieHMe Takow
nHcpopmaumm cosgaet yrposy 6esonacHocTn Poccunckon ®egepaumn.



5.3. CosgaBatb pabouune rpynnbl U3 npeacraBuTenen CybbLEKTOB KPUTUYECKON
MHPOPMALIMOHHON MHPACTPYKTYPbl MO COrNacoBaHUIO C UX PYKOBOACTBOM LS4
peLleHns BONpoCcoB, OTHECEHHbIX K koMmneTeHumn HKLKI.

5.4. MNMpuBnekaTb K pearnpoBaHWIO Ha KOMMbIOTEPHbIE MHLWOEHTbI OpraHn3aunm
N 3KCNEePTOB, OCYLLECTBNSOLWMX AeATENbHOCTb B AaHHOM 06acTu.

5.5. PacnpocTpaHsatb u nybnmkoBaTtb WHGOPMALMOHHBIE U CNPaBOYHbIE
matepuanbl, YyyacTBoBaTb B paboTe Hay4HO-TEXHUYECKUX KOHGpepeHL N,
CUMMNO3NMYMOB, COBELUAHWA, BbICTABOK, B TOM YMCIle MeEXOYHaApPOAHbIX, MO
BOMPOCaM, CBSi3aHHbIM C OOHapyXeHMeM, npeaynpexgeHveM u nvkeBugauuen
NOCNEACTBMI KOMMbIOTEPHbIX aTak W pearMpoBaHMEM Ha KOMIMbIOTEPHbIE
NHUMOEHTbI.

5.6. 3akno4aTb OT CBOEr0 MMEHW COrMalleHnsl O COTpyaHM4YecTBe B obrnacTu
obHapy}eHus, NpenynpexaeHns n NMKBnaaunmM nocneacTBMn KOMMNbIOTEPHBIX aTak
N pearMpoBaHns Ha KOMMbIOTEPHbLIE NHLMOEHTbI.

6. WHdopmauMOHHO-aHaNUMTUYEeCKoe, OpraHMs3aunMoHHOEe W MartepuaribHO-
TexHnyeckoe obecneyeHne HKLUKW  ocywecTtBnsetrca LleHTpoMm  3aumTbl
MHpopMaLmmn 1 cneunanbHon ceasm Cb Poccun.

7. HKUKW Bosrnaenaetr gupektop HKLKW, koTopbim aBndetca 3amecTutesb
pykoBoguTens Hay4yHO-TeXHMYECKOW CnyxObl - HadanbHuK LleHTpa 3awmThbl
MHpopMaLmmn 1 cneunanbHon ceasm Cb Poccun.

8. Onpektop HKLIKW:

8.1. Opranusyet gearenoHocTb HKLIKW.

8.2. Ocywectenger or wumeHn HKLUKW B3anmogencteme ¢ cybbekTamu
KPUTUYECKON UHAIOPMALMOHHON UHAPACTPYKTYpbl, @ Takke C WHbIMU He
ABMAIOWMMUCA CYOBbEKTaMU  KPUTUYECKOW WHEPOpMaLMOHHOM MHAPACTPYKTYpPbI
opraHamu 1 opraH13auusMm, B TOM YMCIie MHOCTPaHHBbIMU 1 MeXOYyHapOOHbIMMU.

8.3. YTBepxgaeTr nonoxeHunss o paboumx rpynnax HKLKW, cospaBaembix B
COOTBETCTBUN C MYHKTOM 5.3 HacToswero onoxeHna, n nepcoHarbHbIN COCTaB
Takmx pabo4dunx rpynn.



9. HKLKW umeeT 6naHk co CBOMM HaMMeHOBaHWEM 1 aMBemy.

OIEKTPOHHbBIN TEKCT LOKYMEHTa
nogrotosneH AO "Kogekc" n ceepeH no:
OuumanbHbIM HTEPHET-NopTarn
NnpaBoBOW MHJpopMaLMn
www.pravo.gov.ru, 10.09.2018,

N 0001201809100001



	Приложение. Положение о Национальном координационном центре по компьютерным инцидентам

