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uH(pacTpykTypsl Poccuiickoii ®enepanpm»’ ‘

ITPUKA3BIBAIO

YTBEpIAUTH:

Ilopsmox oOMeHa uHpOpManueil 0 KOMIBIOTEPHBIX HWHIMAEHTAX MEXIY
(;y6’beKTaMI/I KPUTHAYECKOM MHGOpPMaLHOHHOU MHOPACTPYKTYPHI
Poccuiickoit ®eneparuy, Mexay cyObeKTaMH KpUTHYECKOH WH(POPMalUOHHOM
uHpacTpykTypsl Poccuiickoit ®epepauru ¥ yINOJHOMOYEHHBIMU OpraHaMu
MHOCTPaHHBIX rocynapcTs, MEXyHapOJHBIMH, MEXIyHapOIHBIMH
HEIPaBUTEIbCTBEHHBIMY OPraHM3alMsIMM M HHOCTPaHHBIMM OpraHM3alisIMH,
OCYILECTBIIAIOMUMHM JEATENBHOCTh B 00NacTH pearupoBaHUs Ha KOMIIBIOTEPHBIE
UHUUAEHTHI (ripunoxenue Ne 1);

Iopsimox  mosyueHuss cyObeKTaMH  KpuUTHYeCKOH  HH(OpMalMOHHON
uHppactpyktypsl Poccuiickoit @eneparyiy UHGOPMALIMK O CpeCTBax U criocobax
IIPOBEACHUS KOMIIBIOTEPHBIX aTaKk X O MeTOoAaX UX [peAyNnpexIeHus

1 oOHapyxeHus (npunoxerune Ne 2).

Jupextop A .bopTHHKOB

! Cobpanue 3akononarenscta Poccuiickoit ®enepaumu, 2017, Ne 31 (u. I), 1. 4736.




[Ipunoxenne Ne 1
Kk npukazy @Cb Poccun

oT 24 woaa 2018 r.
Ne 368

Iopsgoxk
oOMeHa uHpopMaLyel 0 KOMITBIOTEPHBIX HHIMACHTaX MEXIy CyObeKTaMu
KpUTHYECKOH nHopMamoHHo# nHbpacTpykTyphl Poccuiickoii ®enmepanm,
MEXy CyObeKTaMH KPUTHYECKOH MH(POPMAIHOHHON HHOPACTPYKTYPHI
Poccuiickoit ®enepanvv U yroJHOMOYEHHBIMU OpraHaMy HHOCTPaHHbBIX
rOCyZapCTB, MEXAYHapOAHBIMU, MEXIYHAPOAHBIMHU HEIIPABUTEILCTBEHHBIMU
OpraHU3alUsIMHA U UHOCTPAaHHBIMU OPraHU3allUsIMU, OCYILECTBISIOMINMU
NesTeIbBHOCTh B 00JIaCTH pearnpoBaHHs Ha KOMITBIOTEPHbIE HHLIIUAEHTHI

1.  Hacrosmuit [Topsnok onpenensier mpaBuna oOMeHa HHpOpMaLUeER O
KOMITBIOTEPHBIX MHLIUACHTAX MEXAY CyObeKTaMU KpUTUYECKOM UHPOpMallmOHHOM
uHppacTpykTypsl  Poccuiickoii ~ ®epepanuu  (gajee  —  KpHTHYecKas
uHQOpMallMOHHass  UHQPAcTPyKTypa), MeXIy CyObeKTaMH  KpUTHYECKOH
UHPOpPMallMOHHONH  MHQPACTPYKTyphl U YIOJIHOMOYEHHBIMH  OpraHaMu
MHOCTPAaHHBIX = TIOCYyJapcCTB, MEXyHapOJHBIMH, MeXAyHapOAHBIMH
HENpPaBUTEIbCTBEHHBIMH OpPraHU3alUsAMU M MHOCTPAHHBIMU  OPTraHU3ALMSAMH,
OCYIIECTBIISIONIUMH AEATENbHOCTh B 00JIacTH pearpoBaHUs Ha KOMIIBIOTEPHEIE
MHLMIEHTBI.

2. [Ilpm IIPOBENCHUH MEPOIIPHUATHM I10 pearupoBaHUIO
Ha KOMIIBIOTEpHBbIE HWHLUACHTHI, CBS3aHHblE C (DYHKIMOHHPOBaHHEM OOBEKTOB
KPUTHYECKOH HMHGOPMALMOHHOH HHQPACTPYKTYphl, CYOBEKTHl KpPHUTHYECKOI
MHPOpPMaLlMOHHON HHPACTPYKTYPbI OCYILECTBIAIOT 0OMeH HHpOopMaLuel 0 TaKuX
KOMIIBIOTEPHBIX ~ HMHUMAEHTaX C  OPYTMMH  CyOBEeKTaMH  KPUTHYECKOH
MHQOpPMaLlMOHHONH HHQpPacTpyKTyphl B uenﬁx MUHHMMH3ALUHAN  ITOCJIEACTBHH
KOMITBIOTEPHBIX WHIIMAECHTOB U NPEIOTBPAILCHHS KOMIIBIOTEPHBIX HHIUAEHTOB Ha

Apyrux oObeKTax KpUTHUECKOH HH(OPMAIIOHHONH HHPPACTPYKTYPHI.

Vg L.
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CyOpexTsl KpuUTHUEeCKOH HHPOPMAIIMOHHON HHQPACTPYKTYyphl BIIpaBe
CaMOCTOSITENIbHO OIpelNeNsTh Kpyr CyOBEKTOB KpUTHYECKOH HH(OpMalOHHON
UHPPACTPYKTYPBI, C KOTOPBIMH OCYLIECTBIIIETCSA TaKOH OOMeEH.

3.  O6meH uHdopMalmen 0 KOMIBIOTEPHBIX MHIIMIEHTAX OCYIIECTBISAETCS
B CpOKH, JOCTaTOYHble [JJsi CBOEBPEMEHHOTO IPOBEIEHUS MEPONPHUATUHI
1o o0HapyXeHHIO, MPeAyNPexXIeHUIO 1 TUKBUIALNH [TOCIECTBUNA KOMIIBIOTEPHBIX
aTaK ¥ pearnpOBaHUIO Ha KOMIIBIOTEPHbIE HHIIUICHTHI.

4.  OO6meH nHpopMaIuel 0 KOMIBIOTEPHBIX MHIIUAECHTAX OCYIECTBIAETCS
CcyObeKTaMi KpUTUYECKOH HWHGOPMAILMOHHON HHGPACTPYKTYphI IIyTEM B3aHMHOTO
HalpaBJIeHUs] YBEJOMJIEHWH B COOTBETCTBUU C QopMaTaMU MpeACTaBICHUS
MHPOPMAILIMM O KOMIIBIOTEPHBIX HUHIUIEHTaX B TIOCYAApCTBEHHYIO CHCTEMY
oOHapy>XeHUsl, TpeAyIPEXKACHUS U TUKBUAALNH IOCIENCTBUM KOMITBIOTEPHBIX aTaK
Ha uH}opMalmoHHble pecypcbl Poccuiickoit ®enepauuu (nanee — 'ocCOITKA)
M COCTaBOM TEXHHUYECKUX MapaMeTPOB KOMIIbIOTEPHOI0 HHLKUAEHTA, YKa3bIBAEMBIX
npu  npencraBieHu  uHGopmauumu B [ocCOIIKA, omnpeneneHHbBIMU
HanpoHanbHBIM KOOPAWHALMOHHBIM LEHTPOM MO KOMIBIOTEPHBIM HMHILMIECHTaM
(manmee — HKIKH), a Takxe 3anpocoB, YTOUHSIOUIUX MPEACTABIAEMYIO
MH(QOpPMaIHIO.

5. HampaBneHue  yBeIOMJIEHMH M  3alpOCOB  OCYIIECTBISETCSH
NIOCPECTBOM MOYTOBOH, PaKCHMUIILHOH, 3JIEKTPOHHOM U TeleQOHHOMH CBA3U.

6. Ilpy HanNMYMKM TNOAKIIOYEHHS K TEXHUYECKON HHQPacCTpyKType
HKIIKHW, npenHazHayeHHOW MU OTIPABKH, MOMydYeHHUs, 00paboTKH M XpaHEHUS
yBEIOMJIEHHM M 3alpocoB B paMKaX HH(GOPMAaLMOHHOTO B3aMMOJAEHCTBUSA
c cyObekTaMu KpuUTHYeckod WHGPOPMALMOHHON WHQPACTPYKTYyphl, a TaKxe
C HHBIMH He SBIAIOMMUMUCS CyOBEeKTaMH KpUTHUECKOH HHGOpMaLUMOHHON
UHQPacCTpyKTYpsl OpraHaMd M OpraHU3alUsAIMHU, B TOM YHCJIE HHOCTPaHHBIMU
U MEXIYHapoJHbIMH (Hmajsee — TexHudeckas wuHbpactpykrtypa HKIKN),

YBCOOMIJICHHS H 3alIpOChbl HAIIPABJIAIOTCSA ITOCPEACTBOM HCIIOJIB30BAHUA JTAHHOM

UHPPACTPYKTYPBHIL.
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7. B cmydae eciu mnepenaBaeMble B paMkKax oOMeHa HHQOpManuei
O KOMIIBIOTEPHBIX MHIUACHTAX CBEACHHUS COCTaBIIAIOT FOCYAapCTBEHHYIO TaiiHy,
oOMeH OCYIIEeCTBISIETCS B COOTBETCTBUH C TpeOOBaHMAMM 3aKOHOIATEIbCTBA
Poccuiickoii @enepanuy B 00J1aCTH 3aILUTHI FOCYAapCTBEHHO TaliHBbI.

8. OnHOBpeMEHHO C HampaBleHHEeM HHQOPMalUN O KOMIIBIOTEPHBIX
UHIMJCHTaX B paMKax oOMeHa CyOBeKThl KpUTHYECKOH WH(QOpMaLMOHHON
UHPpacTpyKTypsl HHPopMupyroT 06 3ToM HKIIKU.

9.  HubopmupoBaHue B COOTBETCTBHHM ¢ ITyHKTOM 8 HacTosmero Ilopsaka
OCYILECTBIsAETCS CyObeKTaMU KpUTHYecKoi HMH(OpMalUUOHHON HHGPaCTPYKTYpHI
C UCmoJib30BaHUeM TexHuueckoil uHppactpykrypsl HKIIKW B cooTBercTBHM
c popmaramu mpencTaBieHHs HHPOPMAlMd O KOMIIBIOTEPHBIX HHLIMACHTAX
B ['ocCOIIKA 1 cocTaBoM TeXHHYECKUX [TapaMeTpOB KOMIBIOTEPHOIO HIMIEHTA,
yKa3bIBaeMbIX Npu npeacrasieHun HHpopmaiun B I'ocCOIIKA, onpezneneHHbBIMH
HKIIKU.

10. B cmydyae oTCyTCTBHS NOAKIIOYEHHS K TEXHUYECKOH HHGPACTPyKType
HKIIKM  uHOpMHpOBaHHE  OCYILECTBIISETCS  IOCPEACTBOM  IOYTOBOM,
(akCUMUIPHOW WM SJEKTPOHHON CBiI3M Ha ajpeca (TenedoHHBIE HOMeEpa)
HKIIKM, yxa3aHHble Ha OQUUUAJIbHOM caiiTe B  HHGOpPMalHUOHHO-
TeJIEKOMMYHUKaUMOHHOH cetu «IHTepHEeT» 1o afgpecy: «http://cert.gov.ru».

11. O6men nHopManuen 0 KOMIBIOTEPHBIX MHIUIEHTaX
C YIOJTHOMOYEHHBIMU OpraHaMH HHOCTPaHHBIX T'OCYAApCTB, MeXIyHapOAHBIMH,
MEXIYHAapOAHBIMH HENPaBHUTEIbCTBEHHBIMU OpPraHMU3allUsIMU M HHOCTPaHHBIMH
OpraHU3alsAMH, OCYLIECTBIIAIONUMH NeATeIbHOCTh B 00IacCTH pearupoBaHMs Ha
KOMIIBIOTEPHbIE MHIIMICHTHI (Jlajiee — HHOCTpaHHbIE (MeXTyHapOoJHbIe) OpraHU3allvn),
ocymectBisercs HKIIKY, 3a uckmoueHuem cirydaeB, korma oOMeH cyObekTa
KPUTUYECKOM  HH(pOpMamUMOHHOM MHOpacTpyKTypbl Takod wuHbopMaimen
HanpsAMYIO C MHOCTpaHHOH (MeXIyHapomHOH) opraHuzauuell IpexyCMOTpeH
MeXIYHapOAHBIM ToroBopoM Poccuiickoit ®enepanuy.

12. B ciaydae HEOOXOAMMOCTH OCYILECTBJIEHHS oOMeHa WHpopMaluei o

KOMITBIOTEPHOM MHIUAEHTE C HHOCTPAaHHOW (MeXAyHapoJHOW) opraHu3aluei
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CyOBEKT KpUTHYECKOH NH(MOPMALIMOHHON HHpacTpyKTypsl Harnpasisier B HKITKA
oOpamieHue, coaepxamee OOOCHOBaHHE HEOOXOAMMOCTH oOMeHa 9Toi
uHpopManue# U ykazaHHe HaUMEHOBAHHs, MeCTa HAXOXIEHHd, aapeca
MHOCTpaHHON (MEXAYHapOOHOW) OpraHM3alldd W HWHBIX HEOOXOAMMEIX IS
nepefad HHGOpMalUM CBEJEHHH C MPUWIOXKEHHUEM COCTABIAIONIEH IpeaMer
obMeHa uHdpopMauu (xanee — obpaileHue).

13. CyOpekTsl KpuUTHYEeCKOH  HH(pOpMAIMOHHON  WHGPACTPYKTYpPEI
HanpabistoT obpamenue B HKIIKU B nopsnke, yctaHOBIIEHHOM ITyHKTaMu 9 u 10
Hactosiulero [lopsaxka.

14. HKIKW nHezaMennuTensHO HHPOPMHPYET CYOBEKT KPUTHYECKOM
UHPOPMALMOHHON HHPPACTPYKTYPHI O HOJIYIEHUH €T0 0OpaIeHHU.

15. HKOKW B TeueHne 24 4acoB mHoCle TMOJy4YeHHUS oOpallieHus
paccMaTpuBaeT HH(GOPMALUIO 0 KOMIBIOTEPHOM MHLHKAEHTe. B ciiydae mpuHATHS
pelieHus o Mepenadye 3TOH HHQPOpPMAIMK B HHOCTPAHHYH (MEXIyHapOIHYIO)
OpraHH3allHIo, He3aMeUINTEeNbHO HaIlpaBIlseT ee aapecaTy, O 4eM OJHOBPEMEHHO
UHGOpMUpYETCA CYOBEKT KpPUTHUECKOH WHGMOOPMAIMOHHOW WHOPaCTPyKTYpHI,
HanpaBHUBILKN oOpalieHHe.

16. Tlpu npunsatuu HKLIKU peumenns o6 otkase B nepeaade nuHhopMauu
O KOMIIBIOTEPHOM HHIUACHTE WHOCTPAaHHON (MEXIyHapoIHOH) opraHuzaluu
CyOBeKT KpUTHYeCKOH HHGOPMAIMOHHONR WHQPPACTPyKTYphl, HaNpaBUBLIMH
oOpaieHue, HHPopMupyeTcs 00 3TOM B TeueHue 24 4acoB.

17. HampaBneHue UWHPOpPMALUU B HHOCTPAHHYIO (MEXIYHAPOIHYIO)
opranmsanuio ocymectsigercs HKIIKMM B coorBerctBuuM ¢  Qopmaramu
IpeJcTaBleHuss MHPoOpMamuu o KoMmbloTepHBIX HHUHAeHTaX B ['ocCOITKA u
COCTaBOM TEXHUYECKUX IapaMEeTPOB KOMIBIOTEPHOTO HMHLUAEHTA, yKa3blBa€MBIX
npu npeactapneHnu uHpopmarmu B 'ocCOITKA, onpenenennsivu HKIKH.

18. Ilpm nomydyeHHH OTBeTa OT HHOCTPAaHHOW (MEXIYHapOIHOMN)
opranusauuu HKIIKU B Tedyenune 12 yacoB HampaBiseT OaHHBII OTBET CYOBEKTY

KpUTHYECKOH MHGPOPMAIIOHHON HHPPaCTPYKTYphl, HAITPpaBUBILIEMY OOpallleHHE.
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19. B cnyuae ecnu 0OMeH MH(pOpMaLieil 0 KOMIBIOTEPHBIX HHLUAEHTAX,
CBA3aHHBIX C (YHKIMOHMPOBAHUEM OOBEKTOB KPUTHUECKOH HHGPOPMALMOHHOM
UHPPacTPYKTYphl, HANPAMYIO C MHOCTPaHHOW (MEeXAYHapOJHOW) opraHu3aLuel
IpeayCMOTPEH MeXAyHapoAHBIM JoroBopoM Poccuiickoit denepaunu, cyObeKThI
KpUTHYECKOH HHQOPMAIIMOHHON HHOPPACTPYKTYphl TaKXe HAMpPaBIAIOT TaKyHO
nHpopmanuio B HKIIKHM ¢ ykazaHueM pekBU3HUTOB MEXIYHApOIHOro AOroBopa
Poccuiickoii @eaepanuy, B COOTBETCTBHU C KOTOPHIM OCYILECTBISAETCS JAHHBIMA
oOMmeH.

20. B cnyyae momy4eHHs CYOBEKTOM KpUTHYECKOH HWHGOPMALMOHHOMN
HHOQPacTpYKTypsl HHGOPMalMyd O KOMIIBIOTEPHOM HHIMAEHTE, CBA3aHHOM C
(GYHKIIMOHUPOBaHUEM 00bEKTa KPUTHUECKOH HH(GOPMALMOHHONW HHPPACTPYKTYPHI,
WHUIMATUBHO HaNpaBJI€HHONM HMHOCTPaHHOM (MeXAyHapoJHOW) OpraHu3alued,
CyOBeKT KpUTHYECKOW HHGMOpMANMOHHON HHOPACTPYKTYyphl  HaIlpaBiseT
nony4yeHHy!0 HH(popmanuio B HKIIKU He mo3aHee 24 4acoB ¢ MOMEHTa NMOIyYEHUs
TaKo# HHQPOpMaLUH.

JanpHeimuii o6MeH uHpopManueit 06 3TOM KOMIBIOTEPHOM HHLHUAEHTE C
MHOCTpaHHOH (MeXIyHApOIHOM ) OpraHu3alnueil OCyIIeCTBIAETCS B COOTBETCTBHH C

nynkramMu 12 — 18 Hacrosmiero Ilopsaka.




[Tpunoxenue Ne 2

k rmpukaszy ®Cb Poccuu
or 24 woasa 2018 r.
Ne 368

ITopsinox
NOJy4YeHHs CyOBeKTaMH KPUTHYECKOH HHPOPMALIMOHHON HHGPACTPYKTYPhI
Poccuiickoit ®enepanyiu HHGOPMALUU O CPeACTBaX U Coco0ax MPOBEAECHUS
KOMIIBIOTEPHBIX aTaK U 0 METOAaX MX NMpelyNpexAeHNs U OOHapyKeHUs

1. Hactosiumit Ilopsmox ompenmenser mpaBuia IONY4EHHUS CyOBEKTaMH
KpuTHdeckoil uH(POpMaunoHHON HHGpacTpykTypsl Poccuiickoit ®enepauuu
(mamee — KpuTHuUeckas WHQOpMaIMOHHAas HWHPpPacCTpyKTypa) HHPoOpMaluU
0 cpeacTBax M cmocobax IpoBeleHHS KOMIBIOTEPHBIX aTaKk M O METoJax HX
NpenynpexaeHus U OOHapyKeHUs.

2. CyOpekThl KpuTHUeCKOH HH(OpMAIMOHHONH HHGPACTPYKTYpHl MOIYy4YaIOT
HHPOpPMAIIMIO O CpelIcTBax M crocofax MpOBeAeHUS KOMIBIOTEPHBIX aTak
U 0 MeTo/IaX UX NpenynpexaAeHus U OOHapy>KEHHS IMyTeM:

2.1. Ob6pamenuss K oQUIHAIBHOMY CcaldiTy B  HHGOPMaLHUOHHO-
TeJIEKOMMYHUKaIMoHHOH ceTn «MHTepHET» 1O afpecy: «http://cert.gov.ruy.

2.2, HamnpaneHnus 3anpocoB B HarmonanbHEINA KOOpAVHALMOHHBIN LICHTP I10
KoMIbloTepHbIM HHIMAeHTaM (panee — HKIIKH) ¢ ucnonp30BaHueM TEXHUYECKOH
uHppactpykrypsl HKIIKHW, npenHasHadyeHHOH myid OTHpPaBKH, IIOJy4eHUs,
00paboTKK M XpaHEHHUS YBEOOMJIEHHH M 3allpOCOB B paMKaxX HH(OPMaIIOHHOIO
B3aUMOJIEHCTBHS C CyObEeKTaMK KPUTHYECKON HH(POPMAIIHOHHON HHPPACTPYKTYphl,
a TaKKe C HHBIMHU HE SIBJIAIOIMUMUCS CyObeKTaMi KpUTHYECKOU HH(POPMaIOHHOMH
UHPPACTPYKTYPHI bpraHaMI/I M OpraHu3alUsMH, B TOM YWCJIEC HHOCTPAaHHBEIMH M
MEXIyHapOIHbIMH (manee — texuuyeckas uHdpactpykrypa HKIIKH), nmubo, npu
OTCYTCTBHM IIOJKITIOUYEHHS K HEH, MOCPEICTBOM IMOYTOBOH, (HakKCUMHIBHOW WU
3JIEKTPOHHON CBs3d Ha azapeca (tenedonnele Homepa) HKIIKW, yka3zaHHBIE Ha
opunmanbHOM  cafite B  HHQOPMALMOHHO-TEJIEKOMMYHHKALUOHHOH  ceTH
«HTepHET» MO aapecy: «http://cert.gov.ruy. |

2.3. Hanpasnenus obpawenuit B ®Cb Poccuu.

2.4, HampaBneHus  3ampocoB  JAPYTMM  CyOBbeKTaM  KPUTHYECKOU

HHQOpMALIMOHHOM  HHQPACTPYKTYpBl,  HHOCTPAaHHBIM  (MEXIyHapOIHBIM)
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OpraHU3alMsAM, €CIM TaKOH 3allpoC He CONEPXKUT CBEJEHHN O KOMIIBIOTEPHBIX
WHIWUJEHTAX, CBA3aHHBIX C (YHKIMOHHPOBaHHEM OOBEKTOB KPHUTHYECKOH
UHPOPMaLMOHHOHN UHPPACTPYKTYPHI.

3. B cnyuyae nHampaBieHus 3ampoca, MpeIyCMOTPEHHOTO NOIIYHKTOM 2.2
Hacrosuero Ilopsnaka, oTBer cyOBekTy Kputhdeckod HH(POPMALIOHHOH
MH(QPaCTPyKTyphl IPeIOCTaBIsIeTCs B MATHIHEBHBIA CPOK C MOMEHTa IOJIydYeHHs
TAKOro 3arpoca.

4. Tonyuenue cyOBeKTaMu KPUTHUYECKOMN WHGOPMALIMOHHOM
MHQpacTpyKTypbl HHGpOpMalUd O CpeAcTBaX M cmocobax MpOoBeAEHHS
KOMITBIOTEPHBIX aTaK M 0 METOAAax UX MpeayNpexieHus u OOHapyKeHHs B paMKax
obmMeHa uUHpopManuel O KOMIBIOTEPHBIX HHIMIEHTAX, CBA3aHHBEIX C
GYHKIIMOHHPOBaHUEM 00BEKTOB KPUTHIECKOH UH(pOpMaHOHHON
UHQPaCTPyKTYyphl, OCylIecTBIseTcs B coorBercTBuU ¢ [lopsakoM oOMeHa
uHpopmanuei o KOMHBIOTepHBIX MHIUOCHTaX MeXIy CyOBeKTaMU KpUTHYECKOU
uHpopmainonHoit undpactpykrypsl Poccuiickoit @enepariu, Mexay cyObeKTaMu
KpUTHYeCKOM WH(popMaluoHHOU wuHppacTpykTypsl Poccuiickoii ®enepauvu u
YIIOJTHOMOYEHHBIMH OpraHaMH HHOCTPaHHBIX TIOCYIapcTB, MEXIyHapOIHBIMHU,
MEXIYHapOAHBIMH HETPaBUTEIBCTBEHHBIMH OpraHU3alliIMU U HUHOCTPAHHBIMU
OpraHU3aIsIMH, OCYIIECTBISIOUUME AEATEIbHOCTh B 00JIACTH pearupoBaHus Ha
KOMIIBIOTEpPHBIE ~ WHLUICHTHI, yTBepkAeHHbIM mnpukasom OCBb Poccun
or 24 mona 2018 r. Ne 368

5. HKHKM ocymecTsiasier  HamnpaBleHHe  CyObeKTaM  KpPUTHYeCKOit
nHpOpMalMOHHOK HHGPACTPYKTYpHl HHGOPMALUMM O CpeACcTBaX W crmocodbax
IPOBEICHUS KOMIIBIOTEPHBIX aTaKk H O METoJax HX HpeaynpexIeHus
U OOHapyXeHHs C yderoM ocoOeHHOCcTell (YHKIHOHUPOBaHUS OOBEKTOB
KPUTUYECKOH HMH(MOPMAIMOHHON HH(QPacTpyKTyphl, NpUHAJISKAILUX JAaHHBIM
CyObeKTaM KpUTHYeCKOW WH(POPMALMOHHOW HHOPACTPYKTYphl Ha IIpaBe
COOCTBEHHOCTH, apeHAbI UM UHOM 3aKOHHOM OCHOBaHUHU.

6. HampaBnenne wuHpoOpMalmd O CpeAcTBAX H CHocobax MpOBEHEHUS
KOMIIBIOTEPHBIX aTaKk KW O MeToJaXx HX MpeXyNpexAeHUs U oOHapyX eHUS
OCYILIECTBIISIETCS] TOCPEACTBOM HCIOJNB30BaHU TEXHUYECKOH HHOPACTPYKTYypHI
HKIIKHN.

7. B cmydae OTCyTCTBUA y CYObeKTa KpUTHUECKOH WH(YOPMaIOHHOMN

MHQPACTPYKTYphl TOIKITIOYEHHUS K TexHHUYeckod wuHPpacTpyktype HKIIKH,
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HHbOpMaLUs HampaBiseTcs IIOCPEACTBOM IMOYTOBOM, (AKCHMHIBHON MM
3JIEKTPOHHOM CBS3H.

8. Hanpaenenne wuHbopMauuu o0 cpeacTBaXx U criocobax MPOBEAECHHUS
KOMIIBIOTEPHEIX aTaK U O METOAax UX MpeaynpexaeHus  oOHapyXeHUs CyObeKTy
KPUTHYECKOM HH(MOPMALMOHHON HHQPACTPYKTYpBl OCYLIECTBISETCS B CpPOK

He no3aHee 24 yacos ¢ MomeHTa nonyyenuss HKIKU takoii undopmanuu.



