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Ha Ne

PexoMmeHaanuy o obecredenunio 6e30MacHOCTH
' 00BeKTOB KPHTHYECKOH HH(POPMAIIHOHHOH HHGPACTPYKTYPhI
TIPH peaiH3aliH JUCTaHIMOHHOTO PEXUMa HCTIONHEHNS NOTDKHOCTHBIX 00s3aHHOCTEN
paboTHHUKaMU CyOBEKTOB KPUTUIECKOH uH(GOPMALMOHHON HHPACTPYKTYPhI

B cBssu co ciloxuBImedcs O0OCTaHOBKOW B IeNAX IPOTHBONEHCTBHUS
PacIpOCTPAaHEHHIO HOBOM KOPOHABHPYCHOH uH(eKuui CyOBEeKTaMH KPHUTUYECKOH
uH(bOPMAIHORHOH HHGPACTPYKTYPEI MOXKET OBITH PUHATO PEIICHME O NEPEBOJE CBOUX
paGOTHUKOB Ha TUCTAHIMOHHBIA PEXUM HCTIONHEHHS JIO/DKHOCTHBIX 0053aHHOCTEMN.

Jlna obecnieyeHnss AMCTAHIMOHHOrO PEXHMa MCIONHEHHS JODKHOCTHBIX
oBs3aHHOCTEH  MOXKeT  ToTpeGoBaThcs  YHQIEHHBIH  JOCTYyn  pabOTHHKOB
K OOBEKTaM KpHTHYECKOH HMH(MOPMAIHOHHON UHOPACTPYKTYphl, 4TO CO3AACT
JOIOTHUTEIIBHEIE yIPO3EI Oe30macHOCTH UH(pOpMALNHY, CBSI3aHHBIE
¢ HeCAHKIMOHUPOBAHHBIM JIOCTYIIOM U BO3[CHCTBHEM Ha TaKHEe OOBEKTHL

B JMCTAaHIMOHHOM PEXHME He JI0MyCKaeTCsi MPeOCTaBIATh YAAICHHEIH 10CTyM
WISl ynpasieHus (B TOM HMCie MyTéM Iepeladd yNPaBIAIOMMX KOMaHl H (wn)
CHTHAJIOB, W3MEHEHHUs IapaMeTpPOB YNPABIAEMBIX MPOLECCOB ¥ OCYMECTBICHAS MHBIX
YIpaB/IsIOMKX —BO3/EHCTBUN) peXHIMaMH (yHKI[MOHHPOBaHHKs [POMBIILICHHOTO
(TEXHOJIOTHYECKOro) 00OpyAOBaHMA (ycTpoHCTB) —aBTOMATH3MPOBAaHHBIX — CHUCTEM
yIpaBleHus TPOU3BOACTBEHHBIMU (TEXHONOTMYECKUMH) MPOLECCaMH, SABISIOLIMXCS
3HAYAMBIMHE 06HEKTAMI KPUTHYECKOH HH(POPMAITMOHHOM! HHPPACTPYKTYPHI.

B meisx MUHEME3AIMM DHCKOB BO3HMKHOBCHHS JOMOIHUTEIBHBIX YIPO3
Ge3omacHOCTH  MH(popmauuu B 0OBEKTax KpUTHYECKOH  MH(MOPMALHOHHOH
uH(PACTPYKTYpHl MPH OCYIIECTBICHUH YIAJCHHOTO I0CTYIIa pabOTHHUKOB Ha IEPHOJ
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YIPO3Bl  PacnpoCTPaHEHHs HOBOH KOPOHABUPYCHONH MH(MEKIMH peKOMeHIyeTcs
IIPHHATHE CIAEIYIOIHNX Mep:

1. TlpoBenenue MHCTpyKTaXa paGOTHHKOB  CyGBEKTOB KpUTHYECKO#
MHQOPMALMOHHON ~ MH(PAaCTPYKTyphl, ~OCYIIECTBISIONMX  yAAICHHEINH JOOCTYII
K O00BEeKTaM KpHUTHYECKOW HH(OPMAIMOHHOMN UHQPACTPYKTYpBs, O MpaBHIax
0€3011acHOr0 yIaIeHHOrO B3aMMO/IEHCTBHS C TAKUMH 06BeKTaMH.

2. Omnpenenenne NepevHs CPEACTB BHIYHACIHTENHHOM TEXHHKH, B TOM YHCIC
TIOPTATUBHBIX ~ MOOMIIBHBIX ~ CPEACTB  BEIYHCIMTENBHOW TeXHHKH (HOYTGYKOB,
TUTAHIIETHBIX KOMIIBIOTEPOB, MOOMIIBHBIX YCTPONCTB), KOTOpPBIE GYIyT MpefOCTaBICHbI
paboTHUKaM Jis ymaneHHoi pa6otel (namee — ynanmemmoe CBT). Ilns ymanensoro
JOCTyIla HE PEKOMEHJYETCs MCIIOIIb30BAHUE JIMYHBIX CPEACTB BBIUUCIUTENBHOM
TEXHUKH, B TOM YUCIIE€ IIOPTATUBHBIX MOOMIBHEIX CPEICTB BEIUMCIUTEIBHOM TEXHUKH.

3. Omnpenenenue nepedds HHOOpPMAUMA # HHPOPMAIMOHHBIX PECYPCOB
(mporpamM, TOMOB, Karanoros, (ailloB), PaclONOXEHHBIX Ha cepBepax OOBEKTOB
KPATHYECKOH HHPOPMALMOHHON MHGPACTPYKTYPEI, K KOTOPEIM OYJIET IPENOCTARIITELCS
yAaJeHHBII AoCTy.

4. HasHayenue MMHHUMQJIBHO  HEOOXOAMMBIX TMpaB M  IPHUBHIETUH
TI0JIb30BATENSM TIpH yAaIeHHOH paboTe.

5. MWnpenrudukamus  ynmanessix CBT  no  dusuueckum  agpecam
(MAC-agpecam) Ha cepBepax OOBEKTOB  KPHTHYECKOH  HMH(DOPMALMOHHOM
MHQPAaCTPYKTYphl, K KOTOPBIM OyJeT IpefoCTaBIATECS YAAIEHHBIM JJOCTYII,
IPENOCTaBIeHNHe UM JOCTyNa K HH(QOPMAallMOHHBIM pecypcaM OOBEKTOB KPUTHYECKOM
HHOOPMAIMOHHON UHPPACTPYKTYPHI METOIOM «OEJI0ro CIIMCKay.

6. HckmoyeHne BO3MOXKHOCTH 3KCIUTyaTanuy yaaueHHsIX CBT mocropoHHUMH
JULAMHU.

7. BslgeneHue B OTAENbHBIA OOMEH pPaOOTHUKOB, YIpaBIEHHE KOTOPHIM
JOJDKHO OCYILECTBISTBECS C CEpPBEPOB CyOBEKTa KPUTHUECKOH WHGOPMAIMOHHOM
UH(QPaCTPYKTYphl, U TpUcBoeHue KaxnoMy ynaneanomy CBT ceresoro (momeHHOro)
UMEHH.

8. Obecneuenne AByXx(akTOpHOW ayTeHTH(HHUKAUUH PAOOTHHKOB YIAEHHBIX
CBT, mpu stoM oguH u3 (akTopoB 00€CIEYMBACTCs YCTPOHCTBOM, OTACICHHBIM
OoT OOBeKTa KPUTHYECKOH WH(MOPMAIMOHHON HH(QPACTPYKTYphl, K KOTOPOMY
OCYILECTBIISIETCA AOCTYIL.

9. Opranmsanus 3aummmieHHoro gocrymna ¢ yaaineHHoro CBT k cepeepam
00BEKTOB KpHUTHYECKOH MH(POPMAMOHHONH MH(GPacTPyKTyphl ¢ IPUMEHEHHEM CpPE/CTB
kpunrorpapudeckoi 3amuts! HHGopMmanuu (VPN-xueHT).

10. Ilpumenenne ©Ha yxaneHHaslx CBT cpencrB aHTUBHPYCHOHM — 3aLUTHI
uH(MOpMaIHK, oOecrieYeHre aKTyaJbHOCTH 0a3 MaHHBIX IPHU3HAKOB BPEIOHOCHBIX
KOMITLIOTEPHEIX mporpaMM (BupycoB) Ha yaaneHHbIX CBT myTéM uX eXeIHEBHOIO
00HOBIICHUS.



11. UcKkIIOYeHHe BO3MOKHOCTH YCTAQHOBKM paOOTHHKOM  IIPOrpaMMHOTO
obecrieuennst Ha ynanenHoe CBT, kpome mporpamMmMHoOro obecriedeHus, yCTaHOBKa
M SKCIUIyaTalus KOTOPOTO OINpeleseHa CiyKeOHOH HeOoOXOAMMOCTEIO, peann3yemMoe
IITATHBIME CpPEJICTBAMH ONepaloHHol cuctemsl yaanenHoro CBT unm cpencrsamu
3aIUTEl MHPOPMALMK OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

12. ObecrieyeHre MOHHTOPMHIA 0€30IIaCHOCTH  OOBEKTOB ~ KPHTHYESCKOH
nHPOPMAIIMOHHOH HHPPACTPYyKTYphl, B TOM 4YHUCJIe BEACHH: JKypHAJIOB perucTpanuu
neiicTauii pabotaukoB ynaneHnsix CBT u ux ananmsa.

13. BrokupoBanye ceaHca  YNQJI€HHOTO  JOCTyma  IOJb30BAaTesid  TIpH
HEeaKTUBHOCTH 00Jiee YCTAHOBIEHHOTO CYOBEKTOM KPUTHYECKOH MH()OPMALMOHHOM
HUH(PACTPYKTYPhl BPEMEHHU.

14. Obecreuenne BO3MOXKHOCTH OMEPATHBHOIO pearupoBaHus U IPHHATUS MED
3aIATH MHQOPMAIUK [IPY BO3HMKHOBEHUA KOMIIBIOTEPHBIX NHINICHTOB.

Kpome Toro, cyOBekTaM KpPUTHYECKOH MHGOPMAIMOHHOR HHPPACTPYKTYPHI
peKoMeH1yeTcs PYKOBOICTBOBATHCS peKOMEHalHAMH HarmonansHOTO
KOOP/MHALMOHHOTO LEHTPa N0 KOMIBIOTEPHBIM HHIMIEHTAM U LEHTPOB MOHHTOPHHIA
uHpopMalMOHHOM  6e30macHOCTH, — MMEIOMmMUX  COOTBETCTBYIOIINO JIMLIEH3UU
®CTIK Poccuu, MO0 BOIPOCcaM KOMIBIOTEPHBIX aTaK B YCJIOBHUSX pacnpOCTpaHCHHA
HOBOH KOPOHABHPYCHOH HH(eKUMH, B TOM HHCIC Pa3MEIICHHBIMH Ha BeO-pecypce
www.safe-surf.ru.

PexoMeHmamui O  Mepax  3allUThl  MHpopMaluy,  TPUHAMACMbIX
B WHGOOPMALMOHHBIX CHCTEMax (elepalbHBIX OpraHoB WCTIOJHHUTENBHOM BIAcTU
¥ TI0JBEJOMCTBEHHBIX OpraHW3alyii, B LENIX MHHMMHM3ALMH PUCKOB BOSHMKHOBEHMA
JOTIOJHATENBHBIX Yrpo3 6e30nacHoCTH HHpOpPMALMH IPH OCYIIECTBICHUH yAAICHHOTO
JIOCTYIIa MX PaGOTHMKOB HAIPABIEHb! B (Pe/IepayIbHBIE OPraHbl WCTIOJIHUTEIEHOM BIaCTH
B yCTQHOBJICHHOM IOPSI/IKE (ucx. ot 20 mapta 2020 r. Ne 240/22/1204acm).

B.JlroTukos



