O01mme MoJoKeHus

1. Meronuka ompenenseT MOpAI0K W coaepkaHue paboT mo ompeaeneHuro YbBU,
peanuzanus (BOZHUKHOBEHHE) KOTOphIX Bo3moxkHa B UC, ACY, UTC, IO/ u Ob6nakax, a Takxke
o pazpabotke mozeneir YBU cuctem u cerei.

2. Meroguka npumensiercs ans onpenencHus YBU, peanuzanus (BO3HHUKHOBEHHE)
KOTOPBIX BO3MOXKHA B cCUCTEMax M ceTAX, oTHeceHHBIX K ' MC u mynununansasim UC, UCITIH,
30 KU PO, UC ympamieHus mpou3BOACTBOM, HCIOJIB3YEMbIM OPTaHU3AIUSAMH OOOPOHHO-
npombinuieHHOro komiuiekca, ACY TII na KBO, noTeHIuaibHO OMAacHBIX 00bEKTaX, 0ObEKTaX,
IIPEJICTaBIISIFOIIMX [TOBBIILIEHHYIO ONACHOCTD JUISl AKU3HU U 3/10pOBb JIIOJEH U U1 OKPYKAIOLIEH
MPUPOTHOMN CpEesbl.

B uHBIX ciyyasx pemieHHe O MpUMEHEHWH Meronuku mpuHumaercss OOsagarensMu
uHbopmManuu wim OneparopaMy CUCTEM U CETEH.

3. He paccmarpuBaroTes moaxosl o onenke YBU, cesazannbix ¢ CK3U u ¢ TKVYH.

4.  Meronuka OpUEHTHpOBaHA Ha OICHKY aHTpomnoreHHbIx YBU, T.e. cBs3aHHBIX C
JICUCTBUAMM HAPYIIUTEIICH.

5. Ha ocnoBe Meronuku MOryT pa3palaThiBaTbCcs OTpaciieBble (BEIOMCTBEHHbIE,
KOPHOPATHUBHEIE) METOAMKH  OIleHKHn  YBU, KOTOpbIE  YYHUTHIBAIOT  OCOOEHHOCTH
(GYHKIIMOHUPOBAHMUSI CHUCTEM U CETel B COOTBETCTBYIOLIEH 00JacTu JIEATEIbHOCTH.
Pa3pabaTsiBaeMble oTpaciieBble (BEIOMCTBEHHbIE, KOPIIOPATUBHbIE) METOIMKH olleHKH YDBU He
JOJIKHBI IPOTUBOPEYUTD MOJOKEHUSIM METOIUKH.

6. ITonoxenus Meroauku npumeHsoTcs aiusd oueHkn YBU B cucremax m cersx,
pellieHrne O CO3JIaHUM WIM MOJAEpPHHU3aluu (pa3BUTHM) KOTOPBIX HPUHATO TOCJIE JaThl €e
YTBEPAKACHUSI, @ TAKXKE B KCILUTYaTUPYEMbIX CUCTEMAX U CETSIX.

Mopnenn YBU cucrem u cereil, pa3paboTaHHbIE M YTBEP)KIEHHBIE 10 YTBEPIKICHUS
MeTtoauku, OPOAOJIKAT AEHCTBOBATh U IMOJUJIEKAT U3MEHEHUIO B COOTBETCTBUU ¢ MeTOIMKON
IpU pa3BUTUU (MOJEPHU3AINN) CUCTEM U CETEH.

B cBs3u ¢ yrBepxkaeHrneM MeToauKu He NPUMeHs0Tcs id oueHku Y bW nndopmanmu
Mertonauka onpeneneHus akTyanbHbIX yrpo3 6e3onacHoctu [1/1n mpu ux o6pabdorke B UCIIJIH
(OPCTDOK Poccum, 2008 r.) (B mpaBoBbIX cHCTEMax yKa3aHHBIH JOKYMEHT He 0TMEYeH CTaTyCOM
«OTMEHEHY, «YTpaTuJ CUIy» U T.1) U MeToArKa ONpeeNeHIs aKTyadbHBIX YIPo3 0€30MacHOCTH
uH(pOpMallu B KJIHOYEBBIX cUcTeMax HHpopmannoHHOW uHPpacTpykTypsl (PCTOK Poccun,
2007 r.).




Iopsinok oeHKHN Yyrpo3 0e30nacHoCT HH(pOpMaAUK

1. Ouenka YBU npoBoauTcs B neinsx onpeaenenust Y bU, peanusanus (BO3HUKHOBEHUE)
KOTOPBIX BO3MOKHA B CUCTEMAaX M CETSAX — aKTYAJIbHBIX YIPO3 0€300aCHOCTH MHPOPMAITUH.
2. OCHOBHBIMU 3ala4aMu, pelIaeMbIMU B XoJ1e olleHku Y BU, saBistorcs:

a) OTIpe/IeIeHNe HETaTUBHBIX MOCIIEICTBUN;

0) MHBEHTapH3aIUs CUCTEM U ceTell (00bEKTOB BO3ICHCTBUSA);

B) ONpeZesIiCHHe UCTOYHUKOB YIPO3 U OLIEHKA BO3MOKHOCTEH HapyIIUTENIeH;

T') OIIEHKa CI0cO00B peaan3aluu yrpos;

1) OLIEHKa BO3MOXXHOCTH PEajM3aliK yrpo3 U ONpeAeICHUE aKTyalbHOCTH YTIpo3;

€) OLICHKA CIICHapUEB peaju3allii yrpo3 B CUCTEMAaX U CeTsIX.

3.  HcxoaHble JaHHBIE 1JI OLIEHKH YIPo3:

a) oot mepeyenb YBU, coxepxkamuiicas B Oanke naHHbiXx YBU ®CTOK Poccum
(bdu.fstec.ru), a Takxe oTpaciieBbie (BeIOMCTBEHHBIC, KOPIIOPATUBHBIC) MOJICIH YTPO3;

0) oncaHus BEKTOPOB (I1a0JIOHBI) KOMITBIOTEPHBIX aTak, COJEprKalIuecs B 0a3ax JaHHBIX
Y MHBIX HCTOYHHUKAX, OmyOJinkoBaHHbIX B ceT «HTepHETY (CAPEC, ATT&CK, OWASP, STIX,
WASC u 1p.);

B) IoKyMeHTauus Ha cucteMbl U cetu (T3 Ha coznanue cuctem u cereil, YT3 Ha coznanue
C3U, mporpammHasi (KOHCTPYKTOpPCKas) M SKCIUTyaTallMOHHas (PyKOBOJICTBA, WHCTPYKIIUH)
JOKYMEHTAIUs, COJIepIKallasi CBEIEHHUS O CHCTEMaxX U CETAX:

Ha3HAYEHUE,

byHKINH,

COCTaB,

apXUTEKTYpa,

TpYyMIbI TOJIB30BaTENECH,

ypOBEHb TTOTHOMOYHI MOJIb30BaTENEH,
THUIIBI TOCTYTIA MOJIb30BaTeNeH,
BHEITHUE UHTEPQEHCHI,

BHYTpEHHUE UHTEep(DENCHI,

e WHBIC JIOKyMEHTHl Ha CHCTEMBl W CETH, pa3paboTKa KOTOPHIX MPEIyCMOTPEHa
TpeboBanussMU 110 3U Wiu HAIIMOHATBHBIMU CTaHJAPTAMU;

T') JOTOBOPBI, COTJIAIICHUSI WJIM WHBIE JTOKYMEHTBI, COJEPIKAIINE YCIOBHS HCIIOIb30BAHHS
O/ unmu O6nakos IlocraBuinka ycnyr;

1) HOPMAaTUBHBIC TIPaBOBbIe aKThl P®, B COOTBETCTBHH C KOTOPBIMH CO3JIAIOTCS U
(GYHKIIMOHUPYIOT CUCTEMBI U CETH, COJIepIKalIHe:

® OMKCaHWE HA3HAYCHUS,

e 3amaun ((PYHKIIUU) CUCTEM U CETeH,

e cocTaB oOpabaTbsiBaeMoii HHpOpPMAIINH,

e TPaBOBOH pexxuM oOpabaTbiBaeMoil HH(OpMAIHH;

€) TEeXHOJIOTUYECKHE KapThl, TIPOM3BOJACTBEHHBIE KApThl, MHBIC JOKYMEHTHI, COJEPKAIINE
OIHCaHKE YIPABICHUYECKUX, OPraHU3aIMOHHBIX, IPOM3BOJICTBEHHBIX M HHBIX OM3HEC-TIPOIIECCOB;

’K) pe3yNbTaThl OIEHKHM pHUCKOB (ymiepOa), MpoBeAeHHOH oOmamateneM WHGOpPMALUU U
(unm) onepaTropom.

VYka3aHHBIE UCXOAHBIE JAaHHbIE MOTYT YTOYHSTHCS WIU JIONOJIHATBCS C Y4ETOM
0COOEHHOCTEH 001aCTH IEATEIIEHOCTH, B KOTOPOH (YHKIIMOHUPYIOT CUCTEMBI M CETH.

4.  Ouenka YBU pomkHa HOCUTH CHCTEMAaTHYECKHH XapakTep M OCYIIECTBISATHCS Ha
JTamax:

® CO3/IaHUS CUCTEM U CETEH,

® B XO/JI€ 3KCIUTyaTalluy CUCTEM U CeTel,

® [IpHU pa3BUTUH (MOJACPHU3AIINHN) CHCTEM M CETEH.




5. Ha »srane co3ganusa cucteM u cereid oueHka YBW mpoBoauTcs Ha OCHOBE HX
IPEIOIaraéMbIX apXUTEKTYPhI U YCIOBUH () YHKIIMOHUPOBaHUA. B X071 SKCIITyaTalu CHCTEM U
ceTell U IIpH MX pa3BUTHH (MoJiepHU3alun) oleHka Y BU npoBoauTes uist peanbHOM apXUTEKTYpbl
CHCTEM M CeTe U YCIOBUH MX (QYHKIIMOHUPOBAHHS METOJAMH:

® aHAJIN3 UCXOJHBIX JAHHBIX,

e HHBEHTapHU3aLUU UH()OPMAIIMOHHBIX PECYPCOB,

e aHaJM3 yA3BUMOCTEH U (WIN) TECTUPOBAHUS HA IPOHUKHOBEHUE,

® UHBIE METOJIbI UCCIIEIOBAaHUI YPOBHS 3aIUIICHHOCTH CUCTEM U CETEH.

ITo pe3ynbraTam OneHKH 110 METOAMKE TOIKHBI OBITH BBISIBICHBI:

e akTyanbHble YDBH coriiacHO KpurepusMm:

- KOHQUIEHINAIbHOCTD,

- TOCTYITHOCTb,

- LEJIOCTHOCTS,

- HEOTKAa3yeMOCTb,

- IOIOTYETHOCTb,

- ayTEHTUYHOCTb,

- IOCTOBEPHOCTb,

- HapylleHue (IpekpalieHne) GyHKIHOHUPOBAHUS CUCTEM U CETEH.

® HaJTalle CO3/IaHus CUCTEM U ceTel pe3ybTaThl olleHKH Y BY noiKHbBI ObITh HallpaBiIeHbI
Ha 000CHOBaHKE BbIOOPA OpraHU3alMOHHBIX U TEXHUYEeCKUX Mep 1o 31, a Taxoke Ha Be16op Cp3U.

® Ha JTane SKCIUTyaTalliM CUCTEM M ceTeil pe3yibTarhl OoleHKM YDBW nomkHBI ObITH
HalpaBleHbl Ha OLEHKY OJ(PQPEKTUBHOCTH NPHUHATHIX TEXHUYECKMX Mep, B TOM 4YHCIe
ucnoiaszyembix Cp3U.

7. Ouenka YBU npoBoauTcs:

e mofpazaeneHueM 1o 31 (oTIeNbHBIMU CTIEUATUCTaMU, C yYaCTHEM MOJIpa3/IeeHu i Win
CIIEIMAJIMCTOB, OTBETCTBEHHBIX 3a OJKcIuryaTanuio cucreM u cerei (MT-cnemumanuctos,
cneunanuctoB ACY, crienuaiucToB CBSA3U U 1p.),

e OCHOBHBIX (MpouiIbHBIX) MoapazaeneHnii Odnanarens nHGpopmanuu i Oneparopa.

® CICHHATUCTAMH CTOPOHHUX opranusanuii (mo perreruto Obnanarens nHPOPMALIUH).

s onenxu YBU pexomenayercs npuBieKkaTh ClieUaINCTOB, 00JIaJal0IHNX CIEAYIOIUMI
3HAHUSMM U YMEHUSAMH:

a) OCHOBBI OLIEHKH MH(OPMAIIMOHHBIX PUCKOB;

6) YBU u cnioco6b! ux peanuzanu (BOSHUKHOBEHHS);

B) TAKTHKH U TEXHUKH MPOBEIICHHUS KOMITBIOTEPHBIX atak (peanusanuu Y BU);

I') OCHOBHBIE TUITBI KOMIIBIOTEPHBIX WHIMIEHTOB U IPUYUHBI UX BO3SHUKHOBEHUS;

J1) OCHOBHBIE YSI3BUMOCTH CUCTEM U CETEH;

€) HOpMaTHBHBIE IPABOBBIE AKTHI 10 CO3/IaHUIO U (YHKIIMOHUPOBAHUIO CUCTEM U ceTeit, 31
B HHX, OCHOBHbIC (KpUTHYEeCKHe) mporecchl (OusHec-npornecchl) Obnanarens nHPOpMAIMA U
(um) Onepatopa;

) OlleHKa WH(OPMALMOHHBIX PUCKOB,;

3) knaccudukanus u omenka YbU,

1) OIpeJielIeHNe clieHapueB (TaKTHK, TEXHUK) peanu3auuu YbU;

K) OIpe/iesieHle HCTOYHUKOB U MPUYNH BOSHUKHOBEHHSI KOMIIBIOTEPHBIX WHIUIEHTOB;

J) IpOBEJIEHNE UHBEHTApU3alluu CUCTEM U CeTe, aHaJIu3 ysI3BUMOCTEH, TECTUPOBaHHUE Ha

IIPOHUKHOBEHHUE;

M) OLIEHKa YPOBHS 3alIMIIEHHOCTH (ayJUT) CUCTEM U CETeH.

8.  Ouenka YBU npoBoaWTCs ¢ UCIOJNB30BaHUEM JKCHOEPTHOrO Merona. B mHTepecax
CHI)KEHUsI CyOBeKTHUBHBIX (pakTopoB mpu oneHke YBU pexomenayercs co3naBaTh 3KCIEPTHYIO
rpynmy.

9.  Ilpu onrenke YBU MoryT MCIIOJIB30BATHCS aBTOMATH3UPOBAHHBIC CPE/ICTBA!

® [pOrpaMMHBIE CpPe/ICTBAa aBTOMATHU3AIIHH,
® UHBEHTapH3alllH CUCTEM U CETeH,



® aHanu3a ysA3BUMOCTEH,

® TECTUPOBAHUS HA TPOHMKHOBEHHUE,

® HHBIC CPEJICTBA, UCIIOIb3YEMBIC JIJIS1 UCCICAOBAHUI YPOBHS 3aIIUIIIECHHOCTH.

10. B cnyuae ouenku YBU mst cucrem u cereit B [1O/le unmu O6make, YBU onpenensitores
TS

® CaMHX CHUCTEM U CETeH,

o i [IO/Ia (pucynok 1) uau Obnaka.
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Pucynok 1. Ouenka YBU B undopmarronHoi nagpactpykrype Ha 6aze L{O/a

11. TIpu pasmemenun cucreM u cereil B LlOJle unmm OOnake, npuHAATIEKAIUM
[ToctaBmuky, ouenka YBW mnposoautcs Omneparopom u IlocraBmukom. B cinydae ecnu
[TocraBuiuk He ouenun YBU, Omnepatop mnpu onenke YBU BeiOupaer Hapymmrens c
MaKCHMaJbHbIM YPOBHEM BO3MOYKHOCTEH.

12. PesymnbraTtel oneHKH YBU oTpakaioTcsi B MOJEIH Yrpo3, KOTOpas IPEICTaBISET
co0oii onucaHue CUCTEM M ceTel U akTyalbHbIX YBU.

13. Tlo pemenuto OGnamarenss wHpopMaruu win Oneparopa Moaens YBU
paspabaTtbIBaeTcs:

e JUIs OTJEIbHOM CUCTEMBI UIIU CETH,

® I COBOKYITHOCTH B3aUMOJEHCTBYIONMX cucTeM U ceteit Oneparopa. (IIpu paspaborke
Mozenu YDBW nnma oTaenpHOM CUCTEMBI M CETH, OHA JOJDKHA COAEpKaTh omnucanue YbU,
aKTyaJIbHBIX JJI1 HHPPACTPYKTYphl, Ha 0a3e KOTOPOH 3Ta CUCTEMA WM CeTh (PYHKIIMOHUPYET, a
takke YBW, cBsa3aHHBIX ¢ uHTepdeiicaMu  B3aUMOJCHCTBHA  CO  CMEXHBIMHU
(B3aMMOJICHCTBYIONIMMH) CUCTEMaMH U ceTsaMH. JlomyckaeTcs pa3paboTka ogHoit monenu YBU
JUIs HECKOJIbKMX OJHOTHIIHBIX CO3/IaBaeMbIX cucTeM M ceredl Ob6nanarens uHpOpMALMU WM
Omneparopa.

14. Monens YBU pomkHa NONAEpKUBATHCS B aKTYalbHOM COCTOSIHUM B Ipoliecce
(GYHKIIMOHUPOBAHUSI CUCTEM U CETEH.

Benenne wMozenmn VYBM u noxpnep:kaHue ee B AKTyallbHOM COCTOSSHHM — MOXKET
OCVIIIECTBIISATHLCS B AIEKTPOHHOM BUIE C YIETOM MPHIOKEHHS 3 K MeTouKe.

N3smenenne monenu YBU ocymiecTsisiercs B ciydasx:

a) U3MEHEeHMsI TpeOOBaHUH HOPMATHBHBIX IIPABOBBIX aKTOB PD, METOINYECKUX TOKYMEHTOB
OCTIOK Poccun, perinaMeHTUPYIOLINX BOIPOCH! OlleHKH Y BU;




0) U3MEHEHUN apPXUTEKTYPhl W YCIOBUU (YHKIIMOHUPOBAHUS CHUCTEM M CETEH, pexuma
00paboTKu nHGOpPMAITUH, PABOBOTO PEKUMA HH(OPMAIINN;

B) BBISBJICHUS, B TOM YHCJIE 1O Pe3yibTaTaM KOHTPOJISI YPOBHS 3aIUIIEHHOCTH CHUCTEM H
ceTel ®m cojepxkaielics B HHUX WHPOpManuu (aHanm3a YsI3BUMOCTEH, TECTUPOBAHUN Ha
MIPOHUKHOBEHUE, aynuTa), HOBbIX YBU MM HOBBIX CIleHapueB pealu3alid CYIIECTBYIOIINX
yrpos;

r) BriatoueHus B 6ank m1aHHbIx Y B @CTOK Poccuu (bdu.fstec.ru) cenenuii 0 HoBeix YBU,
ClLIeHapUAX (TaKTUKAX, TEXHUKAX) UX PeaTu3alliHu.

15. Omuenka YBU BkiItoUaeT cienyronme dTarmbl:

1) onpesencHre HETaTUBHBIX MOCIICICTBHIA;

2) ompeielieHHe BO3MOYKHBIX 00bEKTOB BO3/ICHCTBUS,

3) olleHKY BO3MOKHOCTH peayin3aiiuu (Bo3HuKHOBeHuUs) Y BI.

OOmiass cxema HPOBEJICHUS OLIGHKH yrpo3 Oe3omacHocTH HH(OpMAIMM NpUBEIcHA Ha
pucyHke 2.
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Pucynok 2. O0mias cxema npoBeeHus orieHkn YBU



OnpenesieHue HEraTUBHbBIX MOCJEACTBUI OT peau3anum (BOSHUKHOBEHUs) YIPo3
0e3onmacHocTu HHGoOPMALNH

1. B xone onienku YBU noiKHBI OBITH ONpeiesieHbl HeraTUBHbBIC TOCJIE/ICTBUSI, KOTOPHIE
MOTYT HACTYIIHUTb.

2.  HMcxonHpIMU JaHHBIMU JIJIS ONIPEICIICHISI HETAaTUBHBIX IMOCIIEICTBUIN SBIISIOTCS:

a) oomuit mepeyenb YBU, copepxkamuiics B Oanke naHHbIXx YBU ®CTOK Poccum
(bdu.fstec.ru), momemu YBU, paspadbarsiBacmbie PCTOK Poccun, a Takke oTpaciieBbie
(BemOMCTBEHHBIE, KOpIIOpAaTUBHBIC) Mozaenu Y bU;

0) HOpMaTUBHBIC MPaBOBbIE aKThl P®d, B COOTBETCTBUHM C KOTOPBIMH CO3JAIOTCS U
(GYHKIIMOHUPYIOT CUCTEMBI U CETH, COJIEpIKalIlHe:

e OMKCaHHUE HA3HAYCHMUS,

e 3anmaun ((PYHKIIUN) CHCTEM U CETeH,

e cocTaB oOpabaTsiBaeMoii HHPOpPMALINH,

® [IpaBOBOM pexuM 00pabaThiBaeMoil HHpOpMALIH;

B) JIOKYMEHTAIIMsI HA CETH U CUCTEMBI:

e Ha3Ha4yeHHE,

e (yHKIUH,

® CoOCTaB,

® APXUTEKTYpa,

') TEXHOJIOTHYECKHEe, MPOU3BOJCTBEHHbIE KapThl WJIM HHBIE JOKYMEHTHI, COJAEpIKallue
onrcanue ousHec-nponeccoB Obdnamarens napopmaruu, OmnepaTopa,

1) pe3yNbTaThl OLEHKU pUCKOB (yiepOa), mpoBeaeHHoi OOnanarenemM MHPOpPMAIUN WA
Omneparopom.

VYka3aHHBIE HMCXOJHBIE JIaHHBIE MOTYT OBITH JOIMOJHEHb HHBIMH JOKYMEHTAaMH U
CBEJCHMSIMH C y4YE€TOM OCOOEHHOCTEH 001acTh JEeSATENbHOCTH, B KOTOPOW (PYHKIMOHUPYIOT
CUCTEMBI U CETH.

3. Ha ocHoBe aHanmM3a HCXOAHBIX JaHHBIX OIPEIENSIOTCS COOBITHE WM TPYIIa
COOBITHIA, KOTOPBIE MOTYT MPUBECTH K:

a) HapyILIEHUIO TIPaB rpaXkaaH;

0) BOBHUKHOBEHHUIO yliepba B oOmactu obecriedeHuss 0OOpPOHBI CTPaHbI, 0€30MacHOCTH
rocylapcTBa M TMPABOMOPSIKA, a TAKXKE B COIMAJIbHOW, SKOHOMHYECKOW, IOJUTUYECKOM,
AKOJIOTMUYECKOH cepax MesTeNbHOCTH TOCYAapCTBa;

B) BO3HUKHOBEHUIO (PMHAHCOBBIX, IPOU3BOCTBCHHBIX, PEITyTAIIMOHHBIX HJIU UHBIX PHCKOB
(BunoB ymep6a) mis Obnanatens nHpopmanuu, Oneparopa.

CoObITHE WU TpyTMIa COOBITHIA ONMPEACIIIOTCS MPUMEHUTEIBHO K HAPYIIICHHIO OCHOBHBIX
OM3HEC-TIPOIIECCOB, KOTOPbIE 00ECIEUNBAIOT CUCTEMBI M CETH.

4. B cnyuae orcyrctBus y OOmamatens wHbopmanuu win OmnepaTopa pe3yiabTaToB
OIICHKH PHUCKOB (yiiepOa), BO3MOKHbIE HEraTUBHbBIE MOCIEACTBUS OT peanusanuu YBU moryt
OTIPENIeNATHCS:

® Ha OCHOBE HKCIEPTHOM OLIEHKH CHENHUAIMCTOB, MPOBOASIINX OLIeHKY ¥YBU,

® Ha OCHOBE MH(OPMAIIHH, TPEACTABIAEMON TPOOHUIBLHBIMHA TTOIPa3ICIICHUIMH,

e crnemunanuctamu Obnagarens napopmannu win Oneparopa.

5. Omnpenensiemple B Xxojae omneHkH YDBU HeraTwBHBIE TOCIEACTBUS JOJKHBI OBITh
KOHKPETU3UPOBAHBI MPUMEHUTEILHO K OOJIACTSIM M OCOOCHHOCTSIM nesitenbHocTH ObnmamaTterns
uHpopmanuu wim Oneparopa. [ cucreM u cereir O6nanarens undopmaruu win Oneparopa
MOYKET OBITh OMPEIENICHO OJTHO MJIM HECKOIBKO HETaTHBHBIX MOCIICICTBHIH.

Ilpumep 1:

1) ecniu onepamop obpabamvisaem I1/{n epasxcoan, komopwle 6 coomeemcmeuu ¢ 152-D3
«O nepcoHanvbHbIX OAHHBIX» NOONENCAm 00a3amenbHol 3auume, OOHUM U3 BO3MONCHLIX
He2amusHulX nocieocmeutl om peanrusayuu YBU sensemcsa nHapywenue KoHguoeHyuarbHocmu




I1/In, 6 pesynbmame Komopozo 6yoym Hapyuienvl npaea cyovekmos I1/[n u coomeemcemayouue
3aKOHOOAmMeNbHbLE AKMbL,

2) ecniu onepamop obecneuusaem MmMpAHCHOPMUPOBKY HeGmu, OOHUM U3 BO3MONCHbIX
HecamueHvlX nocieocmeuii om peanuzayuu YBU sensemcs pasziue nepmu us negpmenposooa,
NOGNEeKWUL HACMYNeHUe IKOIOSULECKO20 Yiuepoa,

3) eciu onepamop npedocmagnsem Ycayeu C6s3uU, OOHUM U3 BO3MOJNCHBIX HE2AMUBHbIX
nocnedcmeuii om peanusayuu YBU sensemcsi nHenpedocmasnenue yciye céa3u aOOHeHMAM,
noenexuiee Hacmynienue ywepoa 8 coyuanbHol cgepe;

4) ons onepamopa no nepesody OCHENCHLIX CPEOCHE OOHUM U3 BOZMONCHBIX HEe2AMUBHBIX
nocnedcmeuii om peanuzayuu YBU sasnsemcsa xuwjeHue OEHEeHCHbIX CPeoCms, 8 pe3yibmame
KOMOPO20 803MOICHbL (PUHAHCOBbLE U PENYMAYUOHHBLE PUCKU.

Bunp! puckos (yimepOoB) ¥ TUIIOBbIE HETaTUBHbIE IIOCIEACTBUSL, KOTOPbIE MOT'YT HACTYIIUTh
oT peanu3auuu (BosHukHoBeHUs) Y BU, npusenens! B npusoxenuu 4 k Metoauke.



OnpenesieHne BO3MOKHbIX 00bEKTOB BO3/1eiCTBUS YIPo3 0e30macHoCTH HHGOPpMAaUKu

1. B xoxe omnenku YBW nomkHBI OBITH OIpeAciieHbl MH(POPMAIMOHHBIE PECYpPChI U
KOMIIOHEHTBHI cucTeM U ceTeil (00bexThl Bo3aencTBusd), HC/l Kk KOTOpBIM MOXXET NMPHUBECTH K
HETraTUBHBIM MOCJE/ICTBUSM.

CoBOKYITHOCTh OOBEKTOB BO3/ICHCTBHS M UX HHTEP(EHCOB OMpeeNiseT TPaHUIIbI polecca
ouenkn YBU u paspabotku moxenu YBU (pucynoxk 1, 3).

2. VcxomHblMM [aHHBIMH JJISI  ONPEACICHUS BO3MOXKHBIX OOBEKTOB BO3JCHCTBHUS
SBIISIIOTCS:

a) oomuit mepeuenr YBU, conepxkameiics B Oanke maHHBIX YBU ®CTOK Poccun
(bdu.fstec.ru), momenmu VYBU, paspabareiBacmpie PCTOK Poccum, a Takke OTpacieBbie
(Be1oMCTBEHHBIE, KOpIIOpaTUBHbIE) Mosenu Y bU;

0) onucaHus BEKTOPOB KOMIIBIOTEPHBIX aTak, cojaepKaliuecss B 0a3ax JAaHHBIX U UHBIX
UCTOYHUKAX, ormyonukoBaHHbIX B ceTH «MHaTepHeTY (CAPEC, ATT&CK, OWASP, STIX, WASC
 1p.);

B) JIOKYMEHTAIIMsI HA CETH U CUCTEMBI:

COCTaB,

apXUTEKTYpa,

TPYMIbI TOJIB30BATENECH,

YPOBHU MOJTHOMOYHMIA MOJIb30BATENCH,

THUIIBI IOCTYTIA,

BHEIIHNE UHTEP(EICHI,

BHYTpEHHUE UHTEeP(DENCHI;
T') JOTOBOPBI, COTJIANICHUS U UHBIE TOKYMEHTHI, COAEpKAIINE YCIOBUS UCIOIBb30BAHUS
O/ unu Obnaka [TocraBuiuka ycnyr;

1) HEraTUBHbBIE TOCIEACTBUS OT peanus3anuu (Bo3HMKHOBeHUs) YBU, ompeneneHHble B
COOTBETCTBUU ¢ METOIUKOM.

VYKka3aHHbIE HMCXOJHBIE JIaHHBIE MOTYT OBITH JONOJIHEHbl HHBIMH JOKYMEHTaMU U
CBEJICHUSIMH C YYE€TOM OCOOCHHOCTEH 00JacTu AEATeNbHOCTH, B KOTOPOH (DYHKIIMOHHPYIOT
CUCTEMBI U CETH.

3. Ha ocHoBe aHanM3a MCXOJHBIX JAHHBIX U PE3YJIbTATOB MHBEHTAPU3ALMH CUCTEM HU
CeTel oIpenesstoTCs CIeIyIoIMe IPYNbl HHPOPMALIMOHHBIX PECYPCOB U KOMIIOHEHTOB CUCTEM
U ceTeil, KOTOpbIe MOTYT SABIATHCS OOBEKTaMH BO3ACHCTBUS:

a) uHpopmauus (maHHble), 3amuuiaemas uHbopMmaums, [IJIH, wuHbopmanus o
KOH(UTrypaluy CUCTEM U CeTeH, JaHHbIE TeJIEMETPUH, CBEICHUS O COOBITUSAX 0€30MaCHOCTH U JIp.;

0) mporpaMMHoO-arnapaTrHble cpeicTBa 00pabOTKM M XpaHeHuss uHpopmanuu (APM,
cepBepbl, BKIOYas MNPOMBIIUICHHbIE, CpeAcTBa oToOpaxeHus uHpopmauuu, [JIK,
MIPOU3BOJICTBEHHOE, TEXHOJIOTHYECKOE 000pYyA0BaHNE (MCTIOJHUTENbHBIE YCTPOUCTBRA);

B) MporpaMMHble cpeacTBa (cucreMHoe U mpukianHoe [IO, Bkmodas cepBepsl
npuiokeHui, Bed-npunoxkennit, CYBJI, cucremsl BUpTyanu3anun);

r) MHW, conepxkamue — 3ammmaeMyro  HHGOpMAlMiO,  ayTeHTH(PHUKAIMOHHYIO
uH(pOpMaILIHIO;

1) TEJIEKOMMYHUKALHOHHOE o0opyoBaHue (ITO TUISL yIpaBICHUS
TEJIeKOMMYHUKALIMOHHBIM 000pYyI0BaHUEM);

e) Cp3U (ITO mnst uentpanuzoBaHHoro aaMuaucTpuposanus Cp3U1);

) IPUBUJIETUPOBAHHbIE M HENPUBUIIETUPOBAHHBIE TOJB30BAaTEIM CHCTEM M CETel, a
Takxe nHTep(eiich B3aUMOACHCTBHUS C HUMH;

3) 00eCTIeUnBAIONNE CUCTEMBI.

Ilpumep 2: Kk 0OCHOBHBIM UHGDOPMAYUOHHBIM pecypCam U KOMNOHEHMAM CUCmem U cemell
MO2Yym OMHOCUMbCSL cCUCHeMbl XpaHeHus 0anuwlx (basel dannwlx), CYB]], eeb-caiim, noumossiii
cepesep, noumosslii kiuenm, APM nonvzosamens, cucmema ynpasieHus u AOMUHUCMPUPOBAHUS,

9



KOHmMpOonep 00MeHaA, cemeabvle CLyHcObl, NPOBOOHbLE U OECNPOBOOHbBLE KAHAILI Nepedayl OAHHbIX,
MeNeKOMMYHUKAYUOHHOe 000py008aHue u m.o.

4. Ha srane co3ianusi CUCTEM U CeTell OOBEKTHI BO3ACHCTBUS OMPEEISIOTCS Ha OCHOBE
MPEJIoJIaraéMbIX apXUTEKTYPbI U YCIOBUN () YHKIIMOHUPOBAHUS CUCTEM U CETEH, ONpeIeTICHHBIX
Ha OCHOBE M3YYEHUS U aHAJIM3a UCXO/HBIX JIAHHBIX. B X0/1€ SKCIUTyaTaluy CUCTEM U CETEH, B TOM
YHClie PU Pa3BUTUN (MOJIEPHU3AIIMHI) CUCTEM U ceTell, 00BEKThI BO3JICHCTBUS OMPEIEIIAIOTCS s
peasbHBIX APXUTEKTYPbl M YCIOBHH (DYHKIMOHUPOBAHHMS CHUCTEM M CETEW, MOJYYEHHBIX IO
pe3yJibTaTaM aHadu3a UCXOAHBIX JAHHBIX U MHBEHTAPHU3AIUU CUCTEM U CETEH.

WHBeHTapHU3a1Ms CUCTEM U CETEH MPOBOJUTCS C UCTIOIH30BAHUEM aBTOMATH3UPOBAHHBIX
CPEICTB, KOTOPBIE MO3BOJISIIOT ONPEAETUTh KOMIOHEHTHI CUCTEM U CETEH, a TakKe BHEIHUE U
BHYTPEHHUE HHTEP(EHCHI.

5. Jlns ompeneneHHbIX MH()OPMAILIMOHHBIX PECYPCOB M KOMIIOHEHTOB CHUCTEM M CETei
JIOJKHBI OBITH ONPEACIICHBI BHJIbI BO3ACHCTBUS HA HUX, KOTOPBIE MOTYT IIPHBECTH K HETATUBHBIM
nocneAcTBUsIM. OCHOBHBIMU BUJAMH TaKUX BO3JCHCTBUI SIBISIOTCS:

a) yreuka (mepexBar) KOH(PHICHIUAIBHOH WH(POPMAIUU WM OTICIBHBIX JTAHHBIX
(HapyiieHue KOH(PHUICHIUATBHOCTH);

6) HC/I k koMnoHeHTaM, 3auiiaeMoil nHPOpMaIuy, CHCTEMHBIM, KOH(PHUTypaIlHOHHBIM,
WHBIM CITYKEOHBIM JIaHHBIM;

B) OTKa3 B 00CIIy’)KMBaHUHM KOMIIOHEHTOB (HapyIlleHHUE JOCTYITHOCTH);

I) HECaHKIMOHUPOBAaHHAs MOAW(UKALMSA, TMOJMEHA, UCKaXEHHE 3alIUIIAeMO
UHPOpPMALIUU, CHCTEMHBIX, KOH(UTYPAalMOHHBIX, HHBIX CIY)KCOHBIX JaHHBIX (HapyIICHUE
IIEJIOCTHOCTH);

1) HECAaHKIIMOHUPOBAHHOE MCIIOJIH30BAHNE BEIYMCIUTEIBHBIX PECYPCOB CHCTEM H CETEH B
WHTEpecax pelIeHrs HeCBOMCTBEHHBIX UM 33]1aY;

€) HapymieHne (QyHKIIMOHUpPOBaHHS (PabOTOCTIOCOOHOCTH) MPOrpPaMMHO-ANIaPATHBIX
cpeacTB 00paboTKH, Iepeiaun U XpaHEHUs! HHPOpMAaIUH.

6. OOBeKTHl BO3IEHCTBHS OMPEICISIOTCS Ha ammmapaTHOM, CUCTEMHOM W TIPUKJIIATHOM
YPOBHSIX, HA YPOBHE CETEBOW MOJENM B3aUMOJEHCTBHUS, a TaKKe Ha YPOBHE MOJb30BaTelen

(pucyHok 3).

paHuLa oLeHkm yrpo3
6e3onacHocTu
MHbopmaLmm

Pucynok 3. YpoBHUM apXHTEKTYPHI CUCTEM U CETEH, Ha KOTOPBIX OMPEIEISIOTCS O0BEKTHI
BO3JICUCTBUSA

7. B mporecce skcmTyaTaliu CUCTEM U ceTeil 00BeKThI BO3JICHCTBUS U BUJIbI BO3ICHCTBUS
Ha HMX MOTYT JOIOJIHATBCS U U3MEHATHCA OTHOCUTEIIBHO MX COCTaBa M BUAOB BO3JEHCTBUS,
OIIPEJEICHHBIX Ha JTAalle CO3[aHUs JAHHBIX CUCTEM M ceTed. B 3TOM ciydae yd4eT U3MEHEHUH
JIOJDKEH IPOBOJUTHCA B paMKax pealu3allid MEpONPHUATHHA MO YHPaBICHUIO KOHQUrypauuen
CUCTEM U ceTed U aHanu3y Y bU B Xxoze UX 3KCILTyaTanyu.
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8. Ilpm omenke YBU B cucremax u cersx, pynkumonupyrommx Ha 0aze 110/la wim
Obnaka, OOBEKTHI BO3ACUCTBUS ONPEACISIOTCS C YYETOM COCTaBa M COJCPXKAHHS YCIYT,
npenocrasisieMbix [locraBmukoM ycnyr (Hanpumep, HHQpacTpyKTypa Kak ycayra, miatdhopma
Kak cepBuc, [10 kak cepBuc).

Hcnonb3yeMbie nporpaMMHO-annapaTHbIe CPeJICTBA U UX UHTepdeiichl, kaHaib! cBsi3u, [10
(1O BupTyaJIM3alMU U TIOCTPOCHHBIX HA €ro 0a3e BUPTYaIbHBIX MAIIUH, BUPTYaJIbHBIX CEPBEPOB,
CUCTEM YIpaBJICHUS BUPTyalM3allleid, BUPTYaJbHBIX KAaHAJOB CBS3M M T.HO.) OTHOCATCA K
00BEKTaM BO3ACUCTBHS, HaxomsumMmcs B rpanune ounenkun YBW Omeparopa. B orHomeHun
OCTaJbHOW HMH(OPMALIMOHHO-TEIeKOMMYHUKaMOHHOW uHppacTpykTypsl 11O/la nmm Ob6naka
YBU ouenuBarorcs [1ocTaBIIMKOM yCIIYT.

[Ipumep pacnpenenenus rpanun npu ouenke ¥YbU mexny Oneparopom u IlocraBmmkom
YCIIYT Mpe/ICTaBlIeH Ha PUCYHKE 4.

ITporpamMHOE
Uudpactpykrypa Ungpacrpykrypa [Irargopma obecrneueHne

omnepaTtopa KakK yciyra Kak yciyra
PaTop yern yemr KaK yciyra

[Mpunoxenus Ipunoxenus Ipunoxenus
HHHHLIC HHHHMC
Cpena BBITOTHEHHS Cpeia BBIIONHEHHS Cpeia BBIIONHEHUS Cpeia BBIIONHEHUS

Cas3yromee
porpaMMHOe
obecrieyeHne

Casyromee Caasyromee Caasyromee
MPOrpaMMHOE POrpaMMHOE POrpaMMHOE
obecrnieueHue obecrieyeHne obecrieyeHne

OnepaHHOHHaﬂ S
ITnatdopma Inatdopma
BUPTYaTH3ALNN BUPTYaIH3ALHH
AnmnaparHas miathopma AnnaparHas miathopma
Cucrema XpaHeHus Cucrema XxpaHeHHUs.
JIAHHBIX JIAHHBIX
CeteBast HH(ppaCTPyKTypa CereBasi HHpacTpyKTypa

Pucynok 4. [Ipumep pacupenerieHus rpanull npu omnenke YBU B nHpopMamoHHON
uHppactpyktype [locTaBiuka yciayr

OHCpElHPlOHHElﬂ CACTEMaA

OHCpHL{HOHHHﬂ chucTeMa

Ilnardopma
BUPTYaJIH3aLHH

[Tnardopma
BUPTYaIH3aLHH

AnmnaparHas miathopma AnmaparHas miathopma

Cucrema XpaHeHHS
JaHHBIX

Cucrema XpaHeHHS
JIAHHBIX

CeTteBas uHppPaCTPyKTypa

CeteBas HHPPACTPyKTypa

9. OOBEeKThI BO3ICHCTBYS ¥ BUIbI BO3ICHCTBHUS Ha HUX JIOJDKHBI OBITh KOHKPETU3UPOBAHBI
NPUMEHHUTEIBHO K apXHTEKType W YCIOBHUSAM (DYHKIIMOHHPOBAHHS CHCTEM W CETEH, a Takke
obacTsiM 1 ocodbeHHocTsM JiesTenbHocTH OOnanarens uadopmaiun u Oneparopa.

IHpumep 3:

1) pasenawenue IT[n u (unu) ux moouguxayus eosmodxcuol 6 pesyiomame HCJ[ k B, ¢
KOMOpOU 3ma ungopmayus Xpanumcsi,

2) paziue nepmu uz Hegpmenposoda 8osmodxcen 6 pesyibmame HCH] «x IIK,
obecneyusarouemy ynpasienue 3a08UNCKAMU He(hmenposood, u NOOMeHbl XPAHAWUXCS 8 HeM
3HAYEeHUll YCMABOK,

3) nenpeoocmasnenue yciye ces3u AOOHEHMAM BO3MONCHO 8 pe3yibmame OmKasd 6
00CTYHCUBAHUU MAPULPYMUZAMOPA YPOBHS A0PA CeMu;

4) napywenue snexkmpocnad’cenusi nompebumernetl 603moxcho 6 pesyiomame HC/[ k ITJIK,
YIpaenaowemy 8blKI0uamenem, ¢ Yeiblo N0OAUU JOHCHIX KOMAHO HA €20 OMKII0YeHUe,



5) xuwenue OenesxicHvix cpedcma y onepamopa no nepesody OCHENCHbIX CPeOCmE 03MONCHO
8 pesynbmame NOOMeHbl (MoOuguxkayuu) uxpopmayuu, cooepircawjeics 6 NeKMPOHHBIX
CO0OWeHUSIX.

[Tpumeps! onpenienennss 00beKTOB BO3ACHCTBUS U BUJIOB BO3AECHCTBYS HA HUX IIPUBECHBI B
IPWIOKEHUHU S K Meronuke.
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OuneHka BO3MOKHOCTH peaju3annu (BOSHUKHOBEHNS) YIPo3 0€30acHOCTH
uHGopMaluM U onpeesieHHe UX AKTYaJIbHOCTH

1. B xone omenku YBU H0mKHBI OBITH ONpPEIEICHBI BO3MOXKHBIE AHTPOMOTECHHBIC
ucrounnkd YBU (numa, ocymectBistomme peanu3anuto YBU nmyrem HCJl — akryasibHbIe
HAPYIIUTEIIH.

2. VcxomHbIMM JaHHBIMH JJISl ONpPENETICHHUS BO3MOXKHBIX aKTyallbHbIX HapylIUTeNen
SIBIISTFOTCSL:

a) oot mepeyenbr YBU, copepxkamuiicas B Oanke naHHbIXx YBU ®CTOK Poccum
(bdu.fstec.ru), monenu YBU, paspadarsiBacmbic DCTIOK Poccuu, orpaciesbie (Be1OMCTBEHHbIE,
KopropatuBHbie) Mojaenu YbBU,

0) omricaHusT BEKTOPOB KOMITBIOTEPHBIX aTaK, COJEpKalIuxcs B 0a3ax JaHHBIX M HHBIX
UCTOYHUKAX, oryonukoBaHHbIX B ceTH «Mutepuer» (CAPEC, ATT&CK, OWASP, STIX, WASC
u 1p.);

B) HITA P®, B cOOTBETCTBUU C KOTOPHIMH cO37aeTcs U GYHKIIMOHUPYET CUCTEMA UJIH CETh,
coJieprKaliue:

® ONKCAHWC HA3HAYCHHSI CHCTEM U CETEH,

e omucaHue 3a1a4 (HyHKIUI) CUCTEM U CeTeH,

e cocTaB 0OpabaTeiBaeMOi HH(GOPMAITUH,

® MPaBOBOH pPeXUM 0OpabdaTbiBaeMoi HH(pOpMAIINH;

I') JOKyMEHTAIUsl Ha CETH M CHUCTEMBI (B YaCTH CBEICHHWH O HAa3HAYCHWUU W (PYHKIHUSAX,
COCTaBe U apXHUTEKTYPE CUCTEM U CeTel, O rpymmax Mnojb3oBareieii 1 ypoBHE UX MOJHOMOYUIN U
TUTIAX JOCTYTIA, O BHEITHUX U BHYTPEHHUX HHTEpdeiicax);

1) TOTOBOPBI, COTJIAIICHUsI WM UHBIE TOKYMEHTHI, COAEpKAIUe YCIOBHUS HCIOIb30BaHUS
HO/a unu O6nakoB IloctaBmmka yciayr (B yactu nepconana [locraBiimka yciyr, HMEIOLIEro
noctyn k uHdpactpykrype LIO/a, ero mpaB u 00si3aHHOCTEW, YPOBHS MOJHOMOYUN W THIIOB
JIOCTYTIA);

€) pe3ynbTaThl OLIEHKH yiepOa (puckoB), mpoBeneHHO ObOnagateneM nHpoOpManuu WU
OmnepaTopowm;

’K) HeTaTUBHBIC TOCJIEICTBUSA OT peanu3anuu (Bo3HWKHOBeHUs1) YBU, ompeneneHHbsie B
COOTBETCTBHUH ¢ METOIUKOM;

3) 00beKThI Bo3eiicTBrs Y BU 1 BUABI BO3EHCTBIS HA HUX, ONIPEICIICHHBIE B COOTBETCTBUU
¢ MeTomukom.

3. VYKazaHHble UCXOJAHBIEC IAHHBIE MOTYT ObBITh JOTOJIHEHBI MHBIMH JOKYMEHTaMH U
CBEICHHSIMH C YIE€TOM OCOOCHHOCTEH, B KOTOPBIX (PYHKIIMOHUPYIOT CUCTEMBI M CETH.

Ha ocHoBe aHanm3a UCXOTHBIX JIaHHBIX, a TAKXKE PE3yTbTATOB OIEHKU BO3MOXKHBIX IeJeH
peanu3anny HapymuTessiMu Y BY onpeaensroTcss BUAbl HapyIIUTENIEeH, aKTyaIbHBIX ISl CHCTEM
U ceTel.

OCHOBHBIMHU BUJAMH HAPYIITUTEIICH, TOICKAIINX OIEHKE, SIBIISIOTCS:

CHeIMATbHBIC CITYObl MHOCTPAHHBIX TOCY/IaPCTB;
TEPPOPUCTUICCKUE, SKCTPEMHUCTCKUE TPYITHPOBKH;

MIpeCTyIHbIE TPYNIbI (KPUMUHAJIBHBIE CTPYKTYPHI);

OTJeNbHbIE PU3NYECKHUE JINLA (XaKephl);

KOHKYPHUPYIOIIIME OpTaHU3aIIHH;

pa3paboTUYUKH MPOTPAMMHBIX, TPOTPAMMHO-AIIAPATHBIX CPECTB;

e JjHIa, 00ecreynBaroIie MOCTaBKy MPOrPaMMHBIX, TPOrPAMMHO-AMIIAPATHBIX CPEICTB,
00eCcIeynBaroOMX CUCTEM;

® TIOCTABIIUKH YCIYT CBS3H, BEIYUCIUTEIBHBIX YCIIYT;

e JIMIIa, MPUBJIEKAEMbIE ISl YCTAaHOBKHM, HACTPOMKH, UCHBITAHUM, MyCKOHATAIOYHBIX U
WHBIX BUIOB paboT;

13



e Jnia, odecrneynBamue (YHKIIMOHUPOBAHUE CUCTEM M CETeH MM 00eCreunBaroInX
cucTeM oneparopa (aIMUHHUCTPALIUs, OXpaHa, yOOPIIUKHU U Jp.);

® AaBTOPU30BAHHBIC ITOJIB30BATENIN CUCTEM U CETEH;

® CHCTEMHBIE a]MHHUCTPATOPHI U aIMHUHHUCTPATOPHI O€30MaCHOCTH;

e ObiBIIKE (YBOJICHHBIE) pAOOTHHUKH (IIOJIH30BATEIN).

VYka3aHHbIE BUIbI HAPYLIUTENIEH MOTYT ObITh IONOJHEHBI HHBIMU HAPYIIUTEISIMU C YIETOM
OCOOCHHOCTEH, B KOTOPHIX (DYHKIIMOHHPYIOT CUCTEMBI M CETH. {71 OAHOW CHCTEMBI U CETH
aKTyaJIbHBIMHU MOTYT SIBJISITHCSA HAPYLINUTEIN HECKOIBKHUX BUJIOB.

4. Hapymurenu NpU3HAIOTCSA aKTyalbHBIMU JIJIS1 CHCTEM U CETEH, KOI'/1a BO3MOKHBIE LIEIH
peanu3auuu UM YBM MOryT npuBECTH K ONpPEAENICHHBIM ISl CUCTEM U CET€d HEraTHBHBIM
MOCJEACTBUSIM M COOTBETCTBYIOLIMM pUCKaM (BuAaM yiiepOa). Bo3MokHBIE Ienu peann3anuu
YBU HapymmTensMu npuBeIeHbI B MPUIIOKEHUH 6 K MeToauke.

IIpumMep COOTBETCTBUSA HapyIUUTEIECH, BO3MOXHBIX Lieled peanuzauuu umu YBU u
BO3MOXXHBIX HETaTUBHBIX IOCJIEICTBUI M BHIOB pHUCKOB (ymiepba) OT HX peaau3anuu
(BO3BHMKHOBEHMSI) IPUBE/IEH B MIPHIIOKEHUHU / K MeTonuke.

5. Hapymurenu uMerOT pa3Hble YPOBHU KOMIIETEHTHOCTU, OCHAIICHHOCTH pecypcamu U
MotuBauuu s peanuzauuu YBbU. CoBOKYNHOCTh JaHHBIX XapaKTEPUCTUK OMPEENISIET YpOBEHb
BO3MOKHOCTEHN HapymuTeneu no peanusanuu Y bU.

B 3aBucHMOCTH OT YPOBHSI BO3MOKHOCTEW HAPYILIUTENN MOJPA3AEIAIOTCS Ha HapyLIUTENeH,
o0JIaIaronuX:

e (0a30BBIMU BO3MOXKHOCTSIMU 110 peanuzanuu YBU (H1);

e (0a30BBIMU MOBBIIICHHBIMU BO3MOKHOCTSIMHU 110 peanu3anuu YbU (H2);

® CpeIHUMHU BO3MOKHOCTSIMH 10 peanuzanuu YBU (H3);

® BBICOKMMH BO3MOKHOCTSIMH 10 peanu3auuu Y bU (H4).

1 OmHOM CUCTEMBI WIIM CETH aKTyaJbHBIMH MOTYT SIBJISITBCSI HAPYLIUTENN, UMEIOLINE
pa3HbIe YPOBHH BO3MOKHOCTEH.

YpoBHU BO3MOKHOCTEH HapymuTenei nmo peanuzauun Y BU npuBeneHs! B npuiokeHnu 8 k
Meronuxke.

6. Jnd aKTyaJbHBIX HapylIUTeNled MOJDKHBI ObITh ONpeAeTeHbl UX KaTeropuu B
3aBUCHUMOCTH OT UMEIOIIMXCS MPaB U YCJIOBUH IO AOCTYITY K CHCTEMaM M CETSM, 00YCIOBIIEHHBIX
ApXUTEKTYpO U YCIOBUSAMHM (DYHKIIMOHHUPOBaHMS HTUX CHUCTEM U CceTeill, a Takke OT
YCTaHOBJICHHBIX BO3MOKHOCTEH HapymuTenei. [Ipu 3ToM HapylmuTenu moapa3iefssroTcs Ha IBE
KaTeropuu (pUCyHOK 5, 6):

BHEIIHME HAPYLIMTEJIM — HapyUIUTeNId, He MMewuue mnpaB goctyna B K3 u (umm)
MOJTHOMOYHI TO JIOCTyNy K MH(OPMAIMOHHBIM pecypcaM M KOMIIOHEHTaM CHUCTEM U CETeH,
TPeOYIOINUM aBTOPU3AIINH;

BHYTPEeHHHME HAPYWIMTeIU — HapyUIMTEIH, MMewlme npaba jaoctyna B K3 u (wim)
MOJIHOMOYHS IO aBTOMAaTU3UPOBAHHOMY JIOCTYITY K HH()OPMAIIMOHHBIM pecypcaM U KOMIIOHEHTaM
CUCTEM U CETEH.
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Pucynok 6. BuyrpeHHwuit HapymmTens npu peanmsanud Y bU

BayTpennue HapymuTeIn nepBOHAYaILHO MOTYT UMETh Pa3HbIN YPOBEHB IMpaB JIOCTYIA K
WH(OPMAIIMOHHBIM pecypcaM U KOMIIOHEHTaM CUCTeM U ceTeil (Hampumep, AOCTYI B JTUYHBIN
KaOWHET Ha caliTe, UCTIOJIHEHHE 00s13aHHOCTel Ha APM, amMUHICTpUPOBAHUE CUCTEM U CETEH ).

K BHYTpeHHUM HapYIIUTENSM OTHOCSTCS MOJIH30BATEIIH:

® UMEIOIINE HeTPUBUIIETUPOBAHHBIE (TIOJF30BATEIHCKUE) MTPABA,

MPUBUIIETUPOBAHHBIE (aIMHHUCTPATUBHBIC) TTPaBa.
Buemnue napymurenu peanu3ytot Y bU npegnaMepeHHO ¢ UCTIOIB30BaHUEM CPEJICTB:
MPOrPAMMHBIX,
MpOrpaMMHO-aNMnapaTHbIX
0€3 HCIOIh30BAHMS TAKOBBIX.
Buyrpennue HapymuTenu peanusyoT Y BU npegnaMepeHHo ¢ HCIOIb30BaHUEM CPEJICTB:

..._\I.
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® TPOrpaMMHBIX,

® [IpPOrpaMMHO-AINaPaTHbIX,

e (€3 UCMOJIb30BaHUS TAKOBbIX;

WM HeTpeTHaMepeHHO 0e3 NCTI0Ib30BAHUS CPEACTB:

® TPOrpaMMHBIX,

® TIPOrpPaMMHO-AIIAPATHBIX CPEJICTB.

Ilpumep 4. x HenpennamepeHHbIM Y B MoryT OTHOCUTBCS:

1) napywenue pynxyuonuposanusi CYBJ] 3a cuem 6800a 6 nois OaHHbIX UHGOpMaAYUU,
npesgvluiaroueli 0ONyCmumvlil 0o6vem,

2) HapyuwieHue QYHKYUOHUPOBAHUsL Geb-pecypca 3a cuem mo2o, YMO CUCHEMHbLU
AOMUHUCMPAMOP OONYCMUL OUUDKY NPpuU 8blOOpe KOHGUSYpayuoHHo20 (aiiia eeb-cepsepa.

8. B cmydae eciu kK cuctemMaMm U CeTSAM MPEIbSIBICHBI TPEOOBAaHUSA K YCTOMYMBOCTU U
HAJCKHOCTH (DYHKIIMOHUPOBAHUS (B YaCTH IEJIOCTHOCTH W JOCTYIMHOCTH HH(DOPMAIMOHHBIX
PECYpPCOB U KOMIIOHEHTOB CHUCTEM M CETei), NTOTOJHUTENHbHO K aHTPOMOTCHHBIM HUCTOYHUKAM
yrpo3 0e30macHOCTH HWH(OpMAaMU B KA4eCTBE AaKTyalbHBIX MOTYT OBITH OIPEIACICHBI
TEXHOTCHHbIE UCTOYHUKU ((pU3NUYeCcKHUe sIBICHUS, MaTepuaibHble 00beKTh). YBU, cBsi3aHHBIE C
TEXHOTCHHBIMH HMCTOYHUKAMH, BKIIFOYAIOTCS B MOJIEIbh yrpo3 0e30MacHOCTH WH(OPMAIUH IO
pemenuto O6manatens nndopmanuu win Oneparopa CUCTEM U CETEH.

OcHoBHBIMU ~ (DakTOpamMu BO3HUKHOBeHHS YBU, CBS3aHHBIMH C TEXHOTCHHBIMH
HMCTOYHHKAMHU, MOTYT SIBJISITHCA:

a) HeIOCTaTKHM KadecTBa, HajexkHOoCTH [10, mporpaMmMHO-anmnapaTHbIX CPEJCTB, UX JIMHUMA
CBS3U;

0) HelOCTaTKU B paboTe 00ECTICUNBAIOLIUX CUCTEM;

B) HEJIOCTYITHOCTb CEPBHUCOB (YCIyT), MPEAOCTABISIEMBIX CTOPOHHUMH OpPraHU3aLUSIMU.

B03MOXXHOCTh BO3HUKHOBEHHUSI TaKHUX Yyrpo3 OMPENEseTCs Ha OCHOBE CTAaTUCTHUKH HX
BO3HMKHOBEHHUSI 32 MpPOLUIbIe rojbl. B ciaydae OTCYTCTBUSI yKa3aHHOM CTATHCTHKU BO3MOKHO
WCIIOJIb30BAHUE IKCTIIEPTHOMN OIICHKHU.

BrIsiBiIeHNE TEXHOT€HHBIX UCTOYHHKOB JOJIKHO OCYIIECTBIISITHCS C YIETOM TPEeOOBAHUN U
MpaBuJjI, YCTAHOBJICHHBIX YMOJHOMOYeHHbIMH DOWB, HanMoOHaNbHBIMU CTaHAApTaMU, U HE
BXOJIUT B 00J1aCTh AecTBUSI METOIUKH.

9. [Tlo pe3ynbpTaTam omnpeesieHus UCTOYHUKOB Y BU 10KHEI OBITH OMIPEICIICHBI:

a) BUJIbI aKTYaJIbHBIX HAPYIIUTENEH U BOZMOXKHBIE 11eTTH peanu3anuu uMu Y BU, a Takke ux
BO3MO>KHOCTH;

0) KaTeropuu akTyalbHBIX HapyIIUTENel, KOTOpble MOTYT peanu3oBbiBaTh YBU, B TOoM
YHUCJIe HeTPeTHAMEPEHHBIE YTPO3bI.

[Ipu ompeneneHun ucTOYHHUKOB YBM HEoOXOAMMO HCXOIUTh W3 TPEAMNOTONKEHHUS O
HAJUYUH TIOBBIIIICHHOW MOTHBAllUM BHEIIHUX W BHYTPEHHUX HAPYIIUTENEH, MpEeIHaMEPEHHO
peanusytonmx YBU. Kpome Toro, Heo0X0IuMO YIUTHIBATh, YTO TAKUE BHUJBI HAPYIIUTENEH Kak
CIeNUaTIbHBIE CIIY’)KOBI WHOCTPAHHBIX TOCYJAapCTB U TEPPOPUCTHUECKHE, DKCTPEMHUCTCKHE
TPYIIIUPOBKH MOTYT IMPUBJIEKATh (BXOAUTh B CTOBOP) BHYTPEHHUX HAPYIIUTENEH, B TOM YHCIIE
00J1a1ar0X TPUBUIICTUPOBAHHBIMH IIPaBaMu J0CTyIa. B 3ToM citydae ypoBEeHb BO3MOKHOCTEH
aKTyaJIbHBIX HApyIIUTeNnel OyeT OnpeaeNnaThCcs COBOKYIMHOCTRIO BO3MOKHOCTEH HApYIITUTEINEH,
BXOJISIIIIAX B CTOBOP.

[TpumMeps! ornpeeneHs] aKTyalIbHBIX HapYIIUTENEeH TPy peann3aliui yrpo3 0e30MacHOCTH
nH(pOpMaIMi ¥ COOTBETCTBYIOIIME UM BHUJIbI HAPYIIUTENEH M WX BO3MOXXHOCTH IMPHBEICHBI B
npuioxkeHuu 9 k Meronuke.

16



OueHka cnoco00B peajn3anuu (BOSHUKHOBEHHS) YIPo3 0e30nmacHoCTH UHGOpManuu

1. B xone onenkn YBM nomkHBI ObITH ONpeneieHbl BO3MOKHBIE CIIOCOOBI pealn3aluu
(Bo3HukHOBeHMs) YBU, 3a cueT Mcnonb30BaHUS KOTOPHIX aKTyaJIbHBIMU HApYLIUTEISIMUA MOTYT
ObITh peanu3oBaHbl YBU B cucTemax U ceTsx, — akTyajbHbIE cIocoObl peanu3anuu Y bU.

2. VcxomHBIMU JAaHHBIMU Ui ONPEACICHUs aKTyaJbHBIX CIOco00B peanmzanuu YBU
UH(POPMALIUU SBJISIOTCA:

a) oOmuii mepeueHsb yrpo3 0e30macHOCTH MHGOPMAIUH, COACpKAIUNCI B 0aHKE JaHHBIX
YBU ®CTIK Poccuu (bdu.fstec.ru), mogenu YBU, pa3zpadbarsiBaembie DCTIK Poccum, a Taxke
OTpacieBbie (B€IOMCTBEHHBIE, KOpIiopaTuBHbIe) Mojenu Y bU;

0) onucaHMsl BEKTOPOB KOMIIBIOTEPHBIX aTak, cojepxamuxcs B 0a3zax JaHHBIX M HHBIX
UCTOYHHUKAX, onyonukoBaHHbIX B ceT «MHTepHeT™ (CAPEC, ATT&CK, OWASP, STIX, WASC
¥ J1p.);

B) JIOKYMEHTAIMsI HA CUCTEMBI U CETHU
COCTaB,
apXUTEKTYpa,

IpYIIIBI I0JIB30BaTENEH,
THUIIBI 1OCTYIIA,

YPOBHHU IOJTHOMOYHIA,
BHEIIIHUE UHTEP(ENCHI,
BHYTpPEHHUE UHTEP(ENCHI;

') HEraTUBHBIE MOCIEICTBUS OT peanuzauuu YBU, onpeneneHHble B COOTBETCTBHU C
MeTtoaunkoii;

1) 00BbexTsl Bo3aeiicTBus Y B 1 coOOTBETCTBYOIIME UM BU/IbI BO3IEHCTBHYSL, OIIPEICIICHHbIE
B COOTBETCTBUU ¢ MeTONUKOM;

€) BUJIbl U KaTETOPUU aKTyaJIbHBIX HapyIIUTENIEH, KOTOpble MOTYT peanu3oBbiBaTh Y B, B
TOM YHCJIE HENPEIHAMEPEHHBIE YIPO3bl, U UX BO3MOKHOCTH, ONPEJEIICHHBIE B COOTBETCTBUHU C
Meroaukon.

VYKa3aHHbIE MCXOJHBIC JaHHbIE MOTYT OBITh JONOJHEHbl WHBIMH JIOKYMEHTaMU H
CBEJCHUSIMH C y4YE€TOM OCOOEHHOCTEW 00JIacTH JEeSATeNIbHOCTH, B KOTOPOW (PYHKIMOHUPYIOT
CUCTEMBI U CETH.

3. Ha ocHoBe aHanmm3a WCXOMHBIX [aHHBIX, a TakKXKe BO3MOXKHOCTEH HapyIIHTenen
OTIpeNIeNAI0TCs COCO0BI peanu3annu (BO3HUKHOBEeHUs1) Y B, akTyanbHble U1 CUCTEM U CETeH.

OcHoBHBIMU criocoOaMu peanuzauuu YBU sBastores:

1) ucnonp30BaHUEe YA3BUMOCTEIH:

e xoga I10O,

® ApXUTEKTYpHI,

e KOH(UTYpAITUU CUCTEM U CETEH,

® OpraHM3alMOHHBIX U MHOTO()AaKTOPHBIX YS3BUMOCTEN;

2) BHEIPEHUE BPEIOHOCHOTO IIPOTPAaMMHOTO 00CCIICUSHHST;

3) ucnosnp3oBanue HJIB T10 u (1iu) mporpaMMHO-ammapaTHbIX CPENICTB;

4) ycTaHOBKa MPOTPaMMHBIX M (WJIM) TPOTrpaMMHO-aNmapaTHbiX 3aknaaok B [10 u (wim)
pOrpaMMHO-aIllapaTHbIE CPE/ICTBA;

5) dopmupoBaHKEe M WCMONB30BaHUE CKPBITHIX KaHAIOB (10 BPEMEHH, 1O HaMSTH) JUIs
nepenay KoH(UIeHIMAIbHBIX JaHHbIX;

6) mepexBar (u3mepenue) I[IOMUH (apyrux ¢usnyeckux momeit) ans JocTyma K
KOH(pHAeHIMAIIbHON HH(OpMAIuu;

7) MHBa3UBHBIE CIIOCOOBI TOCTYNAa K KOH(PHICHIUATHHON WHPOPMAIHH, COEpKaLIeHcs B
annapaTHbIX CpeACTBaxX ayTeHTU(UKALNY;

8) HapymieHne 0€30MacCHOCTH MPU IMOCTAaBKaX IPOrPaMMHBIX, IPOrPaMMHO-ANIapaTHBIX
CPEACTB U (WJIM) YCIIYT MO YCTAaHOBKE, HACTPOWKE, UCIIBITAHUSM, ITyCKOHAJIAIOYHBIM paboTam (B
TOM YHCJI€ AMUHUCTPUPOBAHHIO, OOCITYKUBAHUIO);
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9) omnOOUYHbBIC ACHCTBUS B XOJIC CO3aHUS M IKCIUTyaTallid CUCTEM U CETeH, B TOM YHCIIe
IIPY YCTAaHOBKE, HACTPOIKE NPOrPaMMHBIX U POrpaMMHO-aNIapaTHBIX CPEJICTB.

VYka3zaHHble criocoObl peanuzanuu (BO3HUKHOBeHUs) YBU MOryT ObITh AOMOTHEHBI HHBIMU
croco0amM# € y4eToM OCOOCHHOCTEH apXHTEKTYphl W YCIOBUH (PYHKIIMOHUPOBAHHS CHUCTEM U
ceTen.

Crioco6s1 peanuzanuu (Bo3HUKHOBEHUs1) Y BU onpeaesnstoTcst IpUMEHUTENBHO K 00BeKTaM
BO3/ICIICTBUS, ONIPEICICHHBIM B COOTBETCTBUU ¢ MeToinkoi. CriocoOb! SIBJISIOTCS aKTYaJlIbHBIMU,
KOIZla BO3MOXXHOCTHM HapyUIMTENs IIO3BOJSIOT HX HCIOJB30BaTh JUISl peaU3alud  Yrpo3
0€30MacHOCTH U UMEIOTCS WU CO3JIaHbl YCIIOBHSI, TPU KOTOPBIX TaKasi BO3MOKHOCTh MOXET OBITh
peann3oBaHa B OTHOUICHWH OOBEKTOB BO3neicTBusA. OmHa yrposza 0e3omacHOCTH HH(pOpMAIHU
MOJKET OBbITh peain30BaHa HECKOJIbKUMHU CIIOCOOAMHU.

4. YcnoBueM, MO3BOJISIFOIIMM HAPYIIUTENSIM HCIIONB30BaTh CocoObl peanm3anuu Y B,
ABIISIETCS. HAJIMYKME Y HUX BO3MOXKHOCTH JIOCTYNA K CIEAYIOUIUM TUIaM HUHTep(eicoB 00bEKTOB
BO3JICHCTBHUS:

- BHCIIHUE CceTeBble HWHTepdelchl, (NMPOBOJAHBIE, OECIpPOBOJHBIC, BeO-UHTEPQEHCHI,
uHTEp(PENChl yaaIeHHOro 1ocTyna U ap.);

- BHYTpEHHUE ceTeBble HHTep(delchl, (IPOBOAHbIE, OECIIPOBOIHEIE);

- HHTEpQech A nob30BaTeNel (IPOBOIHbIE, OECTIPOBOIHBIE,

- BeO-uHTepdelicel, nHTEpdeichl yaaleHHOro 10CTyna U JIp.);

- uHTEepQeiicH st ncnoiabp3oBanus cbeMHbix MHU u nepudepuiinoro o6opyaoBanus;

- “HTepQEeiChl AN yCTaHOBKU, HACTPOINKHU, UCTIBITAHUH, MyCKOHANAJ0YHBIX PadoT (B TOM
Yrcie aJMUHUCTPUPOBAHMS, YIPaBICHUS, OOCTy)XHBaHUs) obOecrieueHHs! (HYHKIIMOHHPOBAHUS
KOMITIOHEHTOB CUCTEM U CETel;

- BO3MOYKHOCTb JIOCTYIIA K TIOCTABIISIEMBIM HIIM HAXOMSAIIMMCS Ha 0OCITYKHBAaHUH, PEMOHTE
B CTOPOHHUX OPTaHU3AlMIX KOMIOHEHTaM CHCTEM U CEeTEH.

Hanuumne ykazanHbix uHTEpHENHCOB ONpEACIsIeTCs] apXUTEKTYPOH, COCTABOM U YCIIOBUSIMU
(YHKLIIMOHUPOBAHUS CUCTEM U CETEH, IpyIIaMu NOoJIb30BaTeNeH, UX TUIIAMH JOCTYIA U YPOBHAMHU
nojsHoMouMil. B xone aHanm3a 10JKHBI OBITH ONpeeNeHbl Kak JIOTUYecKue, Tak U husnyeckue
uHTepdeiichl 00bEKTOB BO3JIEHCTBUS, B TOM 4Hcie TpeOyrolye (GUu3nyeckoro J0CTyna K HUM.

WnTepdeiichl onpeaenstorcs Ha anmnapaTHOM, CHCTEMHOM U MPUKIIATHOM YPOBHSX CUCTEM
U cereil, a Takke Ui TEJIeKOMMYHHUKAI[MOHHOIO oOopyaoBaHUs. Bo3MOXHOCTH HX
UCIIOJIb30BAaHUSl HAa YKa3aHHBIX YPOBHSAX ONpPENEIseTCsl BO3MOXKHOCTSAMHU — aKTyaJbHBIX
HapyILIUTEIEH.

5. Ha srtame co3ganust CUCTEM U ceTeil onpeesienne nHTepdhericoB 00bEKTOB BO3ICHCTBYS,
KOTOpPbIE MOT'YT MCIIOJIb30BAaThCS Ul pealn3alun yrpo3 0€301MacHOCTH, MPOBOIUTCS HA OCHOBE
IpeIoiaraeMol apXUTEKTYphl U YCIOBUN (DYHKIIMOHUPOBAHUSI CUCTEM U CETEH, ONpeIeICHHBIX
Ha OCHOBE M3yUYEHUS U aHAJIN3a UCXOAHBIX JaHHBIX O HUX.

Ha srane skcmiyarauuyd cucTeM U ceTed sl OompeneieHHs: MHTep(eircoB 0OBEKTOB
BO3/JEICTBUS, JOMOJHUTENBHO K JJOKYMEHTAIlMN HA CETU U CHUCTEMBI UCIIOJIb3YIOTCS PE3YNIbTAThI
WHBEHTapHU3allil CUCTEM U CeTel, MPOBEJECHHOW C MCIOIb30BAaHUEM AaBTOMATH3WPOBAHHBIX
CPEJICTB.

6. [To pe3ymbTaTaM OIIEHKH BO3MOXKHBIX CIOCO00B peanmusanuu YBW 10mKHBI OBITH
OIIPEEIICHBL:

a) BUJIbl M KaTeropu HapylmuTeleld, KOTOpble HMMEIOT BO3MOXKHOCTH HCIIOIb30BAHUS
aKTyaJbHbIX CIIOCOOOB;

0) akTyanbHbIe ciocoObl peanm3anud Y BU u tumnel uaTEpdEiicoB 00HEKTOB BO3IEHCTBHSI,
3a CYET KOTOPBIX OHU MOTYT OBITh pealn30BaHbI.

[Tpumeps! onpeneneHus akTyalnbHbIX cioco0oB peanuzauuu YBU u cooTBeTcTBYyIONNE UM
BUJIbI HAPYIIUTENEH U UX BO3MOKHOCTH MpHUBeieHb! B mpuioxkennu 10 k Metoauke.
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OuneHka akTyaJbHOCTH YIPo3 0e30nacHoCTH UHGOpMAUUK

1. B xone omenkn YBUW nomkHBI OBITH ompenencHbl Bo3MOXHbIe YBU u oneHeHa ux
aKTYyaJIbHOCTb JUJISI CUCTEM U CeTel — akTyaibHble Y BI.

2. lcxonHbIMH TAaHHBIMU JJ1s1 OIIEHKH akTyalbHOCTH Y BU siBistores:

a) oomuii mepeuenb YDBU, conepxkammiics B Oanke naHHbx YBU ®CTOK Poccum
(bdu.fstec.ru), momenm YBU, paspabareiBacmbie DPCTOK Poccum, a Taxke oTpacieBbie
(Be1oMCTBEHHBIE, KOpIIOpaTUBHbIE) Mojenu Y bU;

0) onucaHusT BEKTOPOB KOMIIBIOTEPHBIX aTaK, COJEpKaluxcs B 0a3axX JaHHBIX U HHBIX
UH(POPMALIMOHHBIX MCTOYHMKAX, omyOnukoBaHHBIX B cetH «MHurepuer» (CAPEC, ATT&CK,
OWASP, STIX, WASC u np.);

B) HETaTUBHBIE IOCJIECJACTBUS OT peaiu3auuu (Bo3HUKHOBeHUs) YBU, omnpenencHHble B
COOTBETCTBUU C MeTOIUKOI;

r) 00beKkThl Bo3neicTBUST YBU W BHIBI BO3ACHCTBHIA HAa HHUX, ONPEICICHHBIC B
COOTBETCTBUU ¢ METOIUKOM;

1) BUJIbI M KATETOpUU aKTyallbHbIX HApyLIUTENEeH, KOTOpble MOT'YT pean3oBbiBaTh Y BU, B
TOM YHCJIE HETPEJHAMEPEHHBIE YIPO3bl, U UX BO3MOXHOCTH, OIPEACIICHHbIE B COOTBETCTBUU C
MeTtoankoii;

€) aKTyaJlbHbIe ClIOCOOBI peanu3anuu (Bo3HUKHOBeHUs) YBU.

3. Ha ocHOBe aHanm3a NCXOJHBIX JTAHHBIX ONPENEISIOTCS BO3MOXKHBIE ISl CHCTEM U CeTel
YBMU, kK KOTOPBIM OTHOCSITCSI OCYIIECTBIIsSIEMbIE HApYIIUTEIeM BO3CHCTBHS HAa HH(DOPMALIMOHHbBIE
pecypchl U KOMIIOHEHTBhI cucTeM U ceTed (0OBEKThl BO3ACUCTBUSI), B pE3yslbTaTe KOTOPBIX
BO3MOXXHO HapyllieHue 0e30macHOCTH HH(popManuu U (WiIM) HapylIeHHWe WIH TMpeKpalleHue
(YHKIIMOHUPOBAHUSI CUCTEM U CETEH.

YBU BO3MOXHa, €cTy UMEIOTCS HApyIIUTENb WM WHOW HCTOYHUK YIrpo3bl, 0OBEKT, Ha
KOTOPBIM OCYILECTBISIOTCS BO3AECUCTBUS, criocoObl peanusauuu YBU, a peanusarnus yrpossl
MO>KET MPUBECTH K HETATUBHBIM MOCIIEACTBUSM:

YBHi = [HapyminTe/ib; 00beKThI BO31eHCTBHA; CIIOCOOBI peajn3aliy YIpo3; HeraTHBHbIE Mocae1cTBUs]

4. AKTyanbHOCTh BO3MOXXHBIX YBU onpenensercs HalIMYMeM CliEHapHeB UX peaTn3aluu.

Cuenapuu peanuzanuu Y BU 10KHBI ObITH ONpeieNeHsl Ui COOTBETCTBYIOIIUX CIIOCOOO0B
peanuzauuu YBU, onpeneneHHbIX B COOTBETCTBUU ¢ METOIUKOM, U TPUMEHUTEIHHO K 00BEKTaM
BO3JCHCTBUS M BUAAM BO3JAEHCTBUSA Ha HHUX. OIpenencHue CLEHapHUeB IPELyCMAaTPUBAECT
YCTaHOBJICHUE TIOCIEJOBATEIBHOCTH BO3MOXKHBIX TAaKTHMK W COOTBETCTBYIOIIMX WM TEXHUK,
IIPUMEHEHNUE KOTOPBIX BO3MOXXHO aKTyaJIbHbIM HApYyIIUTEIEM C COOTBETCTBYIOLIUM YPOBHEM
BO3MOXKHOCTEH, a TakKe JOCTYMHOCTHM HMHTEP(EHCOB A MCIONb30BAaHUSI COOTBETCTBYIOIINX
cnoco6oB peanuzanuu YBU.

IlepeyeHb OCHOBHBIX TAKTUK U COOTBETCTBYIOIINX UM THUIIOBBIX TEXHUK, HCIIOJIb3YEMBIX JUIS
NOCTpOoeHUs crieHapueB peanusanuu YBU, npusenen B npunoxxennu 11 x Meroauke.

5. Ha stane co3manus CUCTEM U CETEHl IOJDKEH ObITh ONPEENICH XOTs Obl OJUH CIICHAPHA
KaX/0ro crnocoba peanuzauuud Bo3MokHOW YBU. Cuenapuii ompexpensiercs Uis KakJIOro
AKTYyaJIbHOTO HAPYLIUTENS U UX YPOBHEHW BO3MOKHOCTEH.

[Tpu Hamuuum X0Ts Ob1 oHOTO cueHapusi YBU Takas yrposa npusHaeTcs akTyalbHOU JUIs
CUCTEMBI M CETH U BKJIIOYAETCSI B MOJIENIb YTPO3 0€30MaCHOCTH CUCTEM U ceTeil 111 000CHOBaHUS
BbIOOpa OPraHM3aLMOHHBIX W TEXHWYECKMX Mep Mo 3ammre HHpopMmauuu (oOecredeHnto
0€30MacHOCTH), a TAKXKE BHIOOPA CPEJICTB 3alIUThI HHPOPMAIHU (PHCYHOK 7).
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Yrpo3a HeCaHKLMOHMPOBAHHOrO JOCTYNa K 6a3e AaHHbIX, COAEPIKALLEN 3aLwmaemyto MHGopMaLmio

BHezpeHue u Ynpasnexve Monyuerve i
Monyuenue eAPe! Vi HenpasomepHbiit
C6op ner B BPEAOHOCHbIM MosbiweH1e CokpbiTne AocTynak C6op 1 BbIBOA, nocryn wm
nHbopMaLymM Ho';o s BPEAOHOCHOTO cucTeme 1 ceti KOAOM U npusunemit AeiicTeui Apyrum nHbopmaLym aoz::ﬁcrame
enocob Kopa KOMMOHEHTOM. KOMNOHeHTam
nocol
ansauHi
peants
yrpat —
e s 3Kcnyatauna Aoctyn k
Posaririoe yA3BUMOCTel cucteme ana
Yien cosparme oK 8bIB0AA
YHETHBIX
Céop BHELIHIX Sanceit wan :oemmenm? Vavenene e
mBMAe il
UHbOPMALIN U3 cepBucoB Kpara TyHHe Mposa- ¢ KOHPUrypaLym CraHaapTHBIe
NY6AMIHBIX CERILEELETIE CylecTBy UMK Hyie Tpadmka ceTu, BKAIOYaA
MCTOYHMKOB S YUETHbIX ynpasnexua TloA6op napons M3MeHeHHe ynpagnens
4 [aHHbIX uepes VPN WAm apyroit KOHOUIypaLum - Henpasomep-
CEEE) ceeBbiX g HbliA OCTYN K
) HbopMaLM B RDP, SSH)
HanpasneHHoe i P! Crpoman ana b P v
‘ yCTaHOBKa U ayTeHTUGMKa- opraHBaunio on K ?;v;:;zom
npu nomoum npokan- npasKka )
P ouy 3anyCK cpeacTs LK OT UMeHN e pokcn- pa p
cneyuannsnpo- np1BKIe MpO- 5 CoeANHeHMIH A3HHBIX N0 asam
BanHoro 10 " MpokanposaH1e W P unA Moy nen WM3BECTHBIM AaHHbIX
pocrynau BaHHOM Y4eTHOM | |y kondurypa-
3anyck TPaguka R
ynpasneua m
en KU OB 1 oner oG] | | YR2EEHE A ynpasneria n
6o oumbok MNCNONHAEMBIX e MacK1pOBKN Wcnonb3osaHue om0 nepeaaiun
BIWMHM e ap "o KoHdUIypaumm aitnos yepes i L N AaHHbIX
ocworo || | ebopnauno | | e g cpencrea i cereaoi
o6opyaosaHusa IeHHOTO BHecenne AKTUBHOCTU cuCcTeMbl,
KoAd = Ouncrka/
CIEEa L - TaKTUKa
3aWmTbI onepauyoHHoM WX 3anucen B BPEAOHOCHOMY 3atnpaHue Otnpaska
cucTeMoi u peectp, no CIATEE /A@HHBIX MO
cepBycamn obecneunsato- BLINONHATLEA C KOMaHA u €OBCTB eHHbIM - TexHuKa
wyx 3anyck NOBbILIEHHBIMA KypHanos P
BPeAOHOCHOTD npuBMe mAMA pervctpausn

no

Pucynok 7. [Ipumep cuenapus peanuszanuu Y b

Ha srane skcrutyaranum cUCTEM M CeTEd Ul Kaxaou Bo3MOxkHOW YDBU omnpenensercs
MHOKECTBO BO3MOJKHBIX CIICHApUEB €€ peaau3allid B HHTepecax OUEeHKH 3(P(HEeKTHBHOCTU
npuHATHIX TexHuuyeckux mep no 3U, B tom umcne Cp3U. Ilpu 3TOM MHOXKECTBO CIIEHApUEB
ompenensieTcs Mg KaKJIO0r0 AakTyaJbHOTO HAapyLIWTENs M YPOBHEH €ro BO3MOXHOCTEH B
COOTBETCTBUU C IOJYYCHHBIMU pPE3yJbTaTaMU HWHBEHTAPU3ALMM CHUCTEM U CETEH, aHaIU3a
ySI3BUMOCTEH M (UJIM) TECTUPOBAaHUS Ha MPOHUKHOBEHHUE, MPOBEACHHBIX C HCIIOJIb30BAHUEM
ABTOMATH3UPOBAHHBIX CPEICTB (PUCYHOK 8).

6. Ha srame skcrutyaTanuu onpeeieHne ClieHapyueB peau3alii yrpo3bl BKIIOYAET:

a) aHAJIU3 UCXOHBIX JaHHBIX HA CUCTEMY WJIM CETh, IPEAYCMATPUBAIOIINNA aHAIIN3:

® JIOKyMEHTallHH,

e wmonenn YbBU,

e npumensembix Cp3U,

® OIpelIeNICHHE aBTOMAaTU3UPOBAHHBIX CPEJICTB;

0) nuBenTapuzaius C u cereit u onpeneneHue 00EKTOB BO3ACUCTBUS U X UHTEP(DENCOB;

B) OompeJieJieHue BHEIIHUX HWHTEpEncoB, KOTOpPhIE MOTYT OBITh 3aJeHCTBOBAHBI TMpPHU
peanusauuu YbU;

T) OIIpe/IeJICHNe BHYTPEHHUX HHTEP(PECcOB, KOTOpbIE MOTYT OBITh 3aJ€HCTBOBAHBI MPH
peanusauuu YbU;

1) BBISIBJICHUE YSI3BUMOCTEH 00bEKTOB BO3/IEHCTBHSI, @ TAK)KE KOMITIOHEHTOB CUCTEM U CETEH,
UMEIOIINX BHEITHUE HMHTEP(HEHCh, C KOTOPHIMU TIOCPEJICTBOM BHYTPEHHHX WHTep(dercoB
B3aUMOJICUCTBYIOT OOBEKTHI BO3/ICHCTBHSI;

€) NpOBEJICHNE TECTUPOBAHUS HA MPOHUKHOBEHME, MOJATBEPKAAIONIETO BO3MOXKHOCTh
WCTIOJIb30BaHMS BBISIBIICHHBIX YSA3BUMOCTEN WU BBISIBIICHHS HOBBIX CLIEHApHEB pean3amnuu Y bU;

) TIOUCK TOCJIEOBATEIbHOCTH TAKTHK U TEXHHK, TIPUMEHEHHE KOTOPHIX MOXKET MPUBECTH
K peann3auun Y bW, ucxons u3 ypoBHSI BO3MOKHOCTEN
AKTYaJIbHBIX HAPYIIUTEIEH,
pe3yJIbTaTOB MHBEHTAPHU3AIUH,
aHau3a ysi3BUMOCTEH,

TECTUPOBAHUS HA IPOHUKHOBEHUE;

3) coCTaBjeHUE CIlieHapueB peanu3anuu YBM npuMmeHuTenbHO K 00BEKTaM W BHIIAM

BO3/ICUCTBUS, a TaKKe crocodam peanuzanuu YBbU.
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[IpumepHsIii nepedeHb aHanu3upyembix Y BU (o nanuabiM caiita bdu.fstec.ru)

HanmenoBanue
Hcrounuk
Howmep | yrpossl/Hapyniaemoe
. YTPO3BI
Ne | yrpo3ssl cBoiictBo b1 OOBexT
CopneprxaHue yrpo3sl (XapaKTepucTuK .
n/n | B 0aHK | KOH(UACHIIMAILHOCTD BO3JICHCTBUS
a ¥ IOTEHIHAJ
e YbU | (K), nocrynuocts (1),
HapYIITUTES)
1eroctHOCTh (1)
1 2 3 4 B 6
1 VYTpo3bl 10CTyIa B ONEPALMOHHYIO Cpesy
1.1 Yrpo3ssl, peasinzyemsie B xoze 3arpy3ku OC
111 32 | Yrpo3a ucnosib30BaHUs | YIpo3a 3aKJIF0YaeTCsl B BO3SMOKHOCTH YCTAHOBKHU YSI3BUMOMN Buemnuit MuxkponporpaMMHO
noIeabHBIX UG poBbIX |Bepcun ooHoBieHuss BIOS/UEFI unu Bepcun, conepxameit HapyLIUTEIh € U arnmnapaTrHoe
nognuceir BIOS/ BPEJIOHOCHOE NPOrpaMMHOE 00ecriedeHre, HO UMeroIIen CO CpeHUM obecrnieueHue
I U (POBYIO TTOIHUCH. norenianom | BIOS/UEFI
JlanHas yrpo3a o0ycioBiieHa Cc1a00CTsIMU Mep 110 KOHTPOJIIO
3a OJ1aroHa/Ie)KHOCTHIO IEHTPOB BBIIAYH ITU(PPOBBIX ITOAMTUCEH.
Peanuzanus gaHHON yrpo3bl BO3MOXKHA MTPH YCIOBUHU BBIJAUU
HeOJIaroHaIe)KHBIM [IEHTPOM CepTH(HUKAINN UPPOBON TTOATHNCH
Ha Bepcuto ooHoBieHuss BIOS/UEFI, conepxartyto ys3BUMOCTH,
WJIH Ha BEPCHIO, COJIEPKAIIYIO BPEITOHOCHOE TIPOTPAMMHOE
obecrieyeHue (T.e. IPU OCYIIECTBICHUH TaKUM LIEHTPOM I0/1JI0ra),
a TaKk)Ke MOIMEHBI HAapyIIUTEIeM JJOBEPEHHOTO NCTOYHHUKA
0OHOBIICHUH
1.1.2 35 | ¥Yrpo3a ucnosib3oBaHus | YTpo3a 3aKJIFOYAETCS B CIOKHOCTH NMPOBEPKH pealIbHBIX Buemnuit MuxkponporpaMMHO
cJ1adbIX napaMeTpoB pabOThI U AITOPUTMOB, PEATU30BAHHBIX B HapyLIUTEIb e obecrieueHue
KpUNTOrpapruecKux kpunrorpaduueckux cpeacrsax BIOS/UEFI. Ilpu sToM goBepue K | ¢ BBICOKHM BIOS/UEFI
anroputmoB BIOS/ KpUnTorpaguueckoi 3ammure OyeT orpaHUYeHO TI0BEpUEM K MOTEHIHAJIOM

KA

npousBoutento BIOS.

JlarHast yrpo3a 00yciaoBlieHa CII0KHOCTBIO UCTIONb30BaAHUS
COOCTBEHHBIX KPUNTOTPaQUISCKUX AITOPUTMOB B TIPOTPAMMHOM
ooecneuennn BIOS/UEFI.

Bo03MOXHOCT pean3aluy JaHHOH YyTPO3bl CHHUKACT
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HaunmenoBanue

Hcrounuk
Howmep | yrpossl/Hapyuiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
JIOCTOBEPHOCTb OLICHKH PEATbHOI'0 YPOBHS 3aILUIIEHHOCTH
CHCTEMBI
1.13 39 | ¥Yrpo3sa ucuepnanus VYrpo3a 3akiro4yaeTcss B BO3MOXKHOCTU HapyLICHUs Buemnuit MuxkponporpaMMHO
3araca KJIo4ei, (HEBO3MOYXKHOCTHU OCYIIECTBIIEHUS ) IPOLIETypbl OOHOBICHUS HapyLIUTETh e obecrieueHue
HEOOXOIMMBIX BIOS/UEFI npu uicuepnianuu 3amaca HEOOXOIUMBIX IS €€ CO CpPEIHUM BIOS/UEFI
it oonoBneHus BIOS/ | mpoBeneHus KITtO4ei. MOTEHIIUATIOM
I JlanHas yrpo3a oOyciioB/ieHa OTpaHUYEHHOCTBIO Habopa Kirouel,
HeoOxomuMmbIx st ooHoBienuss BIOS/UEFI.
Peanu3anus naHHON yrpo3bl BO3MOXKHA ITyTeM 3KCILTyaTalluu
ySI3BUMOCTEH cpeicTB 0OHOBIIEHUS HA0Opa KITIOUEH, Wil IMyTeM
HCIOJIb30BAHUS HAPYIIMTEIEM IPOTPaMMHBIX CPEACTB Iepedopa
KJIFOUEH
1.1.4 87 | Yrpoza VYrpo3a 3akio4yaeTcss B BO3MOKHOCTH HCIIOJIb30BaHUS Buemnuit AnmnapaTHoe
HECAaHKIIMOHUPOBAHHOTO | HAPYIIUTEIIEM MTOTEHITHAILHO OTTACHBIX BO3MOXKHOCTEH HApYIIUTETh oOecrieyeHue,
MCIIOJIb30BaHUs BIOS/UEFI. C BBICOKUM MHUKpPOIIPOrPaMMHOE
MPUBWIETUPOBAHHBIX Jannast yrpo3a o0yciosieHa HanuureMm B BIOS/UEFI MOTEHLIMAJIOM, |oOecredeHue
¢ynkuunit BIOS/ MOTEHIAJILHO OMACHOT0 (PYHKIIMOHAIA BHyTpeHHni BIOS/UEFI
KLL HapyLIUTEIb
C HU3KHM
MOTEHINAJIOM
1.15 127 | Yrpo3a nogMeHsl VYrpo3a 3akio4yaeTcss B BO3MOXKHOCTH HApYIIMTENS BBIMONHEHUS | BHenHmi [Ipuknannoe
JIeMCTBUS TIOJIH30BATENS | HEIPaBOMEPHBIX JEHCTBUN B CHCTEME OT UMEHH JPYroro HApYIIUTEIh MpOrpaMMHOE
nyTemM oomaHa/ MIOJIb30BATENIs C TOMOIIBIO METO/I0B COLIMAIbHON MHXKEHEPUH CO CpeHUM o0ecrieyeHue,
KJILL (oOMaHa 1oTb30BaTeNsl, HABA3bIBAHUE JIOKHBIX YOCIKICHU ) MOTEHIIMAJIOM | CETEBOE
WM TEXHUYECKUX METOIOB (MCIIOJIb30BaHHE MTPO3PAYHBIX KHOIOK, IpOTrpaMMHOE
MO/IMEHA HAAMKCEN Ha DJIEMEHTAaX YIpaBJiIeHUs U Ip.). o0ecrnieuyeHne
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HaunmenoBanue

Hcrounuk
Howmep | yrpossl/Hapyuiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
Jlannast yrpo3a o0ycioBiieHa cnadocTsMu uHTepdeiica
B3alMO/JICHCTBUS C [10JI30BATEIEM UJIM OLIMOKAaMH M0JIb30BaTENS.
Peanun3anus g1aHHON yrpo3bl BO3MOXHA IIPU YCIOBUU HATTMYUS
y JUCKPEAUTUPYEMOTO TOJIB30BaTENs IIPaB Ha MPOBEICHUE
HYKHBIX OT HEr0 HapyIIUTENIO Onepanui
1.1.6 150 |¥Yrposa cbos mporecca | Yrpo3a 3aKJIF09aeTCsi B BO3SMOKHOCTH BBIBEACHHSI U3 CTPOSI Brytpennuii MukponporpaMmmMHO

oOHoBnenus BIOS/ KOMIIbIOTEpA U3-3a BHECEHUS KPUTUYECKUX OLIMOOK HapyLIUTEIb € U armnapaTrHoe

I B niporpamMmHoe ooecrieuenue BIOS/UEFI B pesynbrare CO CpeTHUM obecrnieueHne
HapyUIeHUs MPoLIecca ero OOHOBIICHUS. notenuuaioMm | BIOS/UEFI, kananbt
JlanHast yrpo3a 00yciIoBJIeHa CTa00CTSIMH TEXHOJIOTUHA KOHTPOJIS CBSI3U
3a oOHOBNeHHEeM nporpaMMHoro obecrnieuernns BIOS/UEFI.
Peanuzanus qaHHON yrpo3bl BO3MOYKHA B XO/I€ TPOBEACHUS
PEMOHTA U 00CITy>KUBaHHsI KOMIIbIOTEpA KaK MpU YCTAaHOBKE
KOPPEKTHOI/COBMECTUMOM Bepcrun 0OHOBIIEHHUS (M3-3a cOOEB,
MOMEX U T.I1.), TaK ¥ IIPH YCTaHOBKE
MOBPEKIECHHON/HECOBMECTUMOM Bepcur OOHOBJIEHUS (13-
3a OTCYTCTBUSI MEXaHU3Ma POBEPKU LIEIIOCTHOCTU
1 COBMECTHMOCTH)

1.1.7 154 | VYrpo3a ycTaHOBKH VYrpo3a 3aKioyaeTcsi B BO3SMOKHOCTH BHECEHUS YSI3BUMOCTEN Buemnuit MuxkponporpaMMHO

YSI3BUMBIX BEpCHU B niporpamMmMmHoe obecnieuenue BIOS/UEFI B xozne ero oOHOBIIEHHUS, | HAPYLIUTEIb e obecrnieueHue

OOHOBIICHHS KOTOpPBIE MOTYT OBITh MCIIOJIB30BaHbI B JJAIbHEHIIIEM JUIs CO CPETHUM BIOS/UEFI

IPOTPaAMMHOTO MIPUBEICHUS KOMITBIOTEPA B COCTOSIHUE «OTKa3 B OOCIY)KMBaHUMY, |TIOTEHIIHAIIOM,

obecnieuenus BIOS/ HECaHKIIMOHUPOBaHHOTO n3MeHeHHs KoHpurypauuu BIOS/UEFI | BuyTpennuit

KL WJIH BBITIOJIHEHUS] BPEIOHOCHOTO KOJIa TPH KAXKIAOM 3aITyCKe HAPYUIUTEID
KOMIIbIOTEpA. CO CpPEITHUM
JlanHast yrpo3a o0ycioBiieHa c1aboCTIMU MeP KOHTPOJIS MOTEHIIUAJIOM
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
OTCYTCTBHSI YA3BUMOCTEH B TOJBKO YTO BBILIEALINX BEPCHUSIX
oO6HoBNeHHs porpammHoro obecneuenus: BIOS/UEFI.
Peanu3anus 7aHHO# Yyrpo3bl BO3MOXHA B X0J1€ TPOBEICHUS
PEMOHTA U 00CITYKUBaHHUS KOMIIBIOTEPA
1.1.8 213 |VYrposza obxona Yrpo3a 3akitouaeTcsi B BO3SMOXKHOCTU 00X0]1a MHOTO(aKTOPHOMA Buemnuit CucremHoe
MHOTO(aKTOPHOM ayTeHTU(UKAIIMK ITyTeM BHEJPECHUS BPEIOHOCHOTO KO/Ia HApYIIUTEIh IPOTPaMMHOE
ayTeHTU(UKAINH B JTUCKPEIUTUPYEMYIO CUCTEMY M KOMIIOHEHTBI, Y4aCTBYIOLIHE C BBICOKUM obecrieueHue,
B IIpOLIeype MHOTO(AKTOPHON ayTeHTU(UKAIIHH. MOTCHIIMAJIOM | MHKPOIIPOTPAaMMHOE
Jlannast yrpo3a o0ycioBiieHa: obecrieueHue,
HaJIMYUEM ySI3BUMOCTEH TPOrPaMMHOTO 00CCIICUeHUS; yYUeTHBIC JTaHHBIC
c1aboCTAMU MEp aHTUBUPYCHOM 3aIIUTHI U pa3rpaHUYCHUS MOJIb30BATENs
JOCTyTA.
Peanu3anus 7aHHO# Yyrpo3bl BO3MOXKHA!
B CiTydae paboThl IUCKPEIUTHPYEMOTO TOIB30BaTeNs ¢ (aiiiamu,
MOCTYMHAIOIINMH U3 HETOBEPEHHBIX UCTOYHHKOB;
TIPY HAJTMYHUH Y HETO IPUBIIICTHI YCTAHOBKH IMPOTPAMMHOTO
obecneyeHus
1.2 Yrpo3sl, peanuzyemblie niociie 3arpy3ku OC
1.2.1 7 | Yrpo3a Bo3aeiicTBUS Yrpo3a 3akitoyaeTcsi B BO3SMOXKHOCTHY MOBBIIICHHSI HapyuTeneM | BHemHui Nudopmannonnas
Ha TPOTPaMMBI CBOMX MPUBHWJICTHH B TUCKPEIUTHPOBAHHOMN crcTeMe (TMTOYICHHS | HAPYIIUTEITh cucrema,
C BBICOKUMU MPUBUJIETUH TUCKPEAUTUPOBAHHBIX MTPOTPAMM) TTyTEM CO CpeHUM BUPTYaJIbHAS
MIPUBWIICTUSIMU/ WCIOJIb30BAHHUS OIUOOK B MPOTPaMMax U BBITOTHCHHUS MOTEHINAJIOM, | MaIlllHa, CETEBOE
KI], MIPOU3BOJIBHOTO KOJIA C UX TPUBHIICTHSIMH. BuyTpennuit IPOrpaMMHOE
JlaHHas yrpo3a o0yciioBiieHa c1a00CTIMU MEXaHU3Ma MTPOBEPKH | HAPYIITUTENb obecrieyeHue,
BXOJIHBIX JAHHBIX U KOMaHJ, a TAK)Xe Mep pa3rpaHUueHUS CO CpeIHUM ceTeBoi Tpaduk
JOCTyHA. MOTEHIHAIIOM
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MoTeHIM Al
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
Peanu3anus 7aHHO# yrpo3bl BO3MOXKHA MPU YCIOBUAX:
oOnagaHust JUCKPEIUTUPYEMOIN TTPOrPAMMOM MOBBIIIICHHBIMHU
MIPUBUJIETUSIMU B CHCTEME;
OCYLIECTBJICHUS JUCKPEIUTUPYEMOM IPOrPaMMON preMa
BXOJIHBIX JAHHBIX OT JPYTHX MPOrpaMM WX OT MOJIb30BATEIIS;
HapyLIUTEIh UMEET BOZMOXKHOCTh OCYILECTBIIATh epeaauy
JAHHBIX K JUCKPEIUTHPYEMON IporpaMmme
1.2.2 16 | VYrposa gocrymna Yrpo3a 3aKiro4aercs B BOSMOKHOCTH Iepefjayy HapyINUTeIeM Buemnuit CereBoe
K JIOKQJIbHBIM (aiiiaM | JUCKpenuTupyeMoMy Opaysepy 3ampoca Ha JOoCTyH K (haiaoBoit HaPYIIUTETh IpPOrpaMMHOE
cepBepa Mpu MOMOIIH cucteme nosib3oBatens BMecto URL-3ampoca. [Ipu aTom Opaysep |co cpeaHum obecrieueHue
URL/ BBIMOJIHUT 3TOT 3aIlpOC ¢ IPaBaMH, KOTOPBIMU OH ObLIT HaJleJIeH MOTEHIIMAJIOM
K IIpH 3aMycKe, U IepeaacT JaHHbIe, IOJyYEHHbIE B PE3yJIbTaTe
BBITNIOJIHEHUS 3TOH ONEPALMU, HAPYILUTEINO.
Jannas yrpo3a o0ycioBiieHa c1ab0CTIMH MEXaHU3Ma MTPOBEPKHU
BBOJMMBIX I10JIb30BATENIEM 3aIIPOCOB, KOTOPBIN HE JIE1aeT
paznIuuuil MeXIy 3ampocaMu Ha JOCTYI K (pailiioBoi cucrteme
n URL-3ampocamu.
Peanu3zanus naHHOM yrpo3bl BO3MOXHA B ClTydae HaJIMYMs
y HapyIIuTels IPUBUIETHI Ha OTHPaBKY 3apocoB Opaysepy,
(YHKIIMOHUPYIOIIEMY B TUCKPEIUTHPYEMOM CHCTEME
1.2.3 25 | Yrpo3a uzMeHeHHs VYrpo3a 3aKiIt04aeTcsl B BO3MOXKHOCTU OCYILECTBICHUS BHyTpeHHunit CucremHoe
CUCTEMHBIX HapyLIUTEIEM OITOCPEIOBAHHOTO AECTPYKTUBHOTO MPOrPAMMHOIO | HAPYLIUTEIb MIPOrpaMMHOE
Y TTI00ATbHBIX BO3JICMCTBUS HA HEKOTOPBIE TPOrPaMMBbI MJIM CUCTEMY B LIEJIOM CO CpPEITHUM o0ecrieyeHue,
MEePEMEHHBIX/ MyT€M U3MEHEHHUS UCII0JIb3YEMBIX AUCKPEIUTHPYEMBIMU MOTEHLIMAJIOM | IPUKIIAIHOE
KL pOrpaMMaMH €IUHBIX CUCTEMHBIX U IN100aTbHBIX IEPEMEHHBIX. IIPOrpaMMHOE
JlanHast yrpo3a o0ycioBiieHa clladOCTIMU MEeXaHU3Ma KOHTPOJIs o0ecrnieyeHue,
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MOTEHITHAI
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
JIOCTYTA K pa3JessieMol naMsTH, a TAaKkKe YI3BUMOCTIMU CEeTeBOe
MIPOrPaMMHBIX MOJIYJICH IPHIIOKEHUH, pEATH3YIOIUX KOHTPOITh POrpaMMHOE
L[EJIOCTHOCTH BHEIIHUX NIEPEMEHHBIX. obecrnieueHue
Peanu3anust qaHHOHN Yyrpo3bl BO3MOXHA IMPHU YCITOBHSIX
OCYILIECTBIICHUS HAPYIIUTEIEM YCIIEITHOTO
HECaHKIIMOHUPOBAHHOTO JJOCTYTA K CHCTEMHBIM H TJI00QTEHBIM
MIEPEMEHHBIM 1 OTCYTCTBUU MPOBEPKU IEJIOCTHOCTH MX 3HAYCHHIA
CO CTOPOHBI JAUCKPETUTHPYEMOTO MPIIIOKCHHUS
1.2.4 30 | VYrposa ucnonb3oBaHus | YTpo3a 3aKII0YAeTCS B BOSMOKHOCTH MPOXOKICHUS HapymuTeneM | Buemrnuit CpencTa 3amIuThI

uH(pOpMaITUN MIPOLIEYyPHI ABTOPU3AIMH HA OCHOBE, MOJTYICHHON U3 OTKPBITBIX | HAPYIITUTEIb uH(pOpMAaInH,

uaeHTudukanm/ HMCTOYHUKOB UACHTU(DUKAIIMOHHON U ayTeHTU()UKAITHOHHOM CO CpeHUM CHCTEMHOE

ayTeHTU(UKAIIAH, nH(OPMAIINN, COOTBETCTBYIOMIEH YISTHON 3aIUCH MOTEHINAJIOM, | TIPOTPaMMHOE

3a/laHHOM «I10 YMOJTYAHUIO» TUCKPEAUTUPYEMOTO OOBEKTA 3AIHTHI. BuyTpennuit obecrnieueHue,

110 YMOJTYaHUIO/ JlaHHas yrpo3a 00ycIoBlIeHa TEM, YTO BO MHOXKECTBE HaApYIIUTETh CeTeBoe

KL MIPOrPaMMHBIX U IPOrPaMMHO-aIMaPAaTHBIX CPEJICTB C HU3KUM POrpaMMHOE
MIPOU3BOIUTEIISIMH TTPETYCMOTPECHBI YISTHBIC 3aITUCH MOTEHINAJIOM | o0ecIieueHue,
«I10 YMOJTYaHUIOY, TIpeIHa3HaAuYEHHBIE I IEPBUYHOTO BXO/a MUKPOTIPOTPAMMHOE
B cucTeMy. boiee Toro, Ha MHOTHUX YCTPOHCTBax oOecrieyeHue,
UICHTH(PUKAITMOHHAS U ayTeHTU(PUKAIMOHHAS HH(DOpMALIHS POrPaMMHO-
MOJKET OBITH BO3BpAIIIEHA K 33JaHHON «I10 YMOJTYaHHUIO) anraparHble
ToCIie IPOBEICHMS alllapaTHOTo cOpoca MapaMeTpoB CUCTEMBI CpencTBa

(bynxums Reset).

Peanuzanus 1aHHOW YTPpO3bl BO3MOXKHA MIPU OJHOM U3 CIICIYIOIIHX
YCJIOBHUIA:

HaJIMYKe Y HAPYIIUTENS CBEACHHI O TPOU3BOAUTEIIC/ MOICITH
00BEKTa 3alUTHl M HAIWYHE B OTKPBHITHIX HCTOYHUKAX CBEICHHIA

CO BCTPOEHHBIMU
(GYHKIIUSME 3aIIUTHI
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe 031
Ne | yrpo3ssl cBoiictBo b1 yrp OOBexT
Copepxanuie yrpossl (XapaKTepucTuK .
n/n | B 0aHK | KOH(UACHIIMAILHOCTD BO3JICHCTBUS
a ¥ MOTEHITHAI
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
00 uaeHTU()UKAIIMOHHON 1 ayTeHTU(UKAIIMOHHON HH(pOpMaInHy,
COOTBETCTBYIOLIEH YYETHOM 3alIUCH «TI0 YMOJIYAHHUIO)
JUIs 00BEKTa 3aIUTHL;
YCIICTITHOE 3aBEPIICHUE HAPYIIUTEIIEM TIPOIEAYPHI BBISBICHUS
JnaHHOU MHGOPMAIUU B XO/I€ aHAJIM3a MPOTPAMMHOT0 KOoa
JTUCKPEIUTUPYEMOTO 0OBEKTA 3aIUTHI
1.2.5 37 | VYrposa uccienoBaHusi | YTposa 3aKII04aeTcs B BO3MOKHOCTH HCCIEI0BaHUS BuyTpennuit CucremHoe
MIPHIOKEHUS Yepe3 HapYIIATEIIEM aITOPUTMA PAOOTHI TUCKPEIUTHPYEMOTO HAPYIIATEITh POrpaMMHOE
oTueThl 00 omubKax/ MIPUJIOKEHHUS U €r0 MPEerojaraéMoil CTpyKTypbl IIyTeM aHallu3a | CO CPEAHUM obecrieueHue,
K TCHEPUPYEMBIX ITHM MPHIOKCHUEM OTYETOB 00 OMIMOKAX. MOTEHINAJIOM | TIPUKJIaTHOE
JlanHast yrpo3a o0ycoBlieHa pa3MelleHueM 3alUIaeMoi Buemnrnuit IpPOrpaMMHOE
nHpopmanuu (WM uHGopMmaIum, 06001IeHne KOTOPOH MOKET HapyILUTEIb oOecrnieuyeHue,
PaCKpBITh 3alUIIaeMbIe CBEJICHUS O CUCTEME) B TEHEPUPYEMBIX CO CpeAHUM CeTeBoe
oTtuerax o0 ommoKax. MOTEHIIMAJIOM | TIPOTPaMMHOE
Peanu3arnus gaHHO# yrpo3bl BO3MOXHA B CITydae HaIWYHs o0ecrieyeHue,
Yy HapYIIUTESI TOCTyTa K 0OT4eTaM 00 OMmMOKax, TeHEPUPYEMbIX MUKPOIIPOTPAMMHOE
MIPUJIOKEHUEM, ¥ HATUYHS U30BITOYHOCTH COJEPKAIIUXCS B HUX o0ecrieueHue

JaHHBIX
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
1.2.6 68 |Yrpoza VYrpo3a 3akitoyaeTcsi B BO3SMOXXHOCTH OCYILIECTBICHUS Buemrnuit CucremHoe
HETPaBOMEPHOTO/ HapyIIUTENEM JECTPYKTHBHOTO MPOTPAMMHOT0 BO3ICHCTBHS HApYIIUTEIh IPOTPaMMHOE
HEKOPPEKTHOTO Ha API B nensx peanuzanuu GpyHKUNN, N3HAYATBEHO CO CpeHUM obecrnieueHue,
UCTIOJIb30BaHUS HE MPETYCMOTPEHHBIX JUCKPEAUTHPYEMBIM MIPHIOKEHHEM MOTEHINAJIOM, | IPUKJIaTHOE
uHTepderica (HanpuMep, UCToIb30BaHue QyHKIUI 0Taaaku u3 coctaBa APl). | BHyTpenHwmii IPOrpaMMHOE
B3aUMO/JICHCTBUS JlaHHas yrpo3a 00yclioBlieHa HATMYHEM CIIa00CTeH B MEXaHU3ME | HAPYLIUTENb oOecrnieueHue,
C IpUJIOKEHUEM/ MIPOBEPKU BXOJIHBIX AaHHBIX U Komau1 API, ucrons3zyemoro CO CpeTHUM CEeTeBOe
KJILL MIPOrPaMMHEIM 00€CIICYCHUEM. MMOTEHIHATIOM POrpaMMHOE
Peanu3anus gaHHO#M yrpo3bl BO3MOXHA B YCIOBUAX HAIWYHS obecrieueHue,
y HapymuTens gocryna Kk API u orcyrerBus MHUKPOIIPOrPaMMHOE
y JUCKPEAUTHPYEMOTO PUIIOKEHUSI MEXaHU3Ma [TPOBEPKH o0ecreyeHue,
BBOJIMMBIX JIAaHHBIX ¥ KOMaH]] peectp
1.2.7 95 | Vrposa VYrpo3a 3akioyaeTcss B BO3MOXKHOCTH BBIITOJHEHUs HapylmuTeaeM | BHenrHuit CucrtemHoe
HECaHKIIMOHUPOBAHHOTO | IPOM3BOJILHOTO BPEJJOHOCHOTO KOa OT UMEHH HApYIIUTETh IPOTPaMMHOE
yIpaBIeHUS JTUCKPEAUTUPYEMOTO TIPUIIOKEHUS UITH TIPUBEICHUS CO CpeHUM o0ecrieyeHue,
yKazaTensMu/ TMCKPEAUTHPYEMOTO TPUIIOKEHHUS B COCTOSTHUE «OTKa3 MOTEHINAJIOM, | IPUKJIaTHOE
KL B 00CITy’)KUBaHUM» ITyTeM W3MEHEHHMs yKa3aTelel Ha sueiku Buyrpennuit [IPOrpaMMHOE
MaMSTH, COAEPIKAIIIE ONPeIeIIeHHbIC JaHHbIC, HCITOJIb3YEeMbIe HaApYIIUTETh oOecrnieuyeHue,
TUCKPEAUTUPYEMBIM MPHIIOKEHHEM. CO CPETHUM CETEBOE
JlaHHas yrpo3a CBs3aHa C YSI3BUMOCTSIMHU B CPEIICTBAX MOTEHINAJIOM | TIPOTPaMMHOE
pasrpaHMyYeHMs JJOCTYIA K MaMATH U KOHTPOJIS LIETIOCTHOCTH oOecrieueHue

COAEPKUMOTO AYEEK MaMSITH.

Peanuzanus naHHOW yrpo3sl BO3MOYKHA NPH YCJIOBUM HATTMYMS
Yy HapyIIUTENS TPUBWIETHI HA U3MEHEHHE yKazaTene,
HCIOJIB3YEMBIX THUCKPEIUTHPYEMBIM IPUIIOKEHUEM
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
1.2.8 109 |VYrposa nepebopa VYrpo3a 3akitoyaeTcsl B BO3SMOXKHOCTHU MONyueHUs HapymuTeneM | BHemHuit CucremHoe
BCEX HACTPOEK JOCTYTA K JIOTIOJIHUTEIIFHOMY CKPBITOMY (DYHKITHOHAITY HApYIIUTEIh IPOrpaMMHOE
Y TIapaMeTpoB (ur(poOpMaIHsI 0 KOTOPOM He ObLIa OMYOJIMKOBaHA Pa3pabOTUYUKOM) | CO CPETHUM obecrieueHue,
TIPHIIOKEHUST/ WJIA IPUBEJICHUIO CUCTEMBI B COCTOSIHUE «OTKa3 B OOCITY)KMBAHUN» | IOTCHIIMAIOM, |[IPHKJIAIHOE
AL MIPH 33/IaHUU HApYIIUTEIEeM HEKOTOPBIX apaMeTpOB BuyTpennuit IpPOrpaMMHOE
KOH(UTYpaIiy MPOrpaMMBbl, IOCTHTasl TAKUX 3HAUCHUH HApYIIUTEIh obecrieyeHue,
MapaMeTpoB MyTeM mepedopa BceX BO3MOKHBIX KOMOMHAIIHIA. CO CpeTHUM CEeTeBOe
JlanHast yrpo3a 00ycloBlieHa YsI3BUMOCTSIMH IPOTPaMMHOTO MOTEHIAJIOM | IPOTPaMMHOE
o0ecrniedeHus, IPOSBISIOUIUMUCS MPU €ro HENPaBUIbHOM obecrieueHue,
KOH(UTypaIvu. MHUKPOIPOTPAMMHOE
Peanu3arust JaHHO# Yyrpo3bl BO3MOXHA MPU YCIOBUH HATHUMS o0ecreyeHue,
Yy HapyIIUTES MPUBUIICTHH Ha H3MEHEHHE KOH(DUTYpaIiu peectp
MporpaMMHOTO oOecrieuenus. [Ipu peanuzanuu JaHHON Yrpo3bl,
B OTJIMYHUE OT JPYTUX MOMOOHBIX YTPO3, HAPYIIUTEIh IEHCTBYET
«BCIIEIMYI0» MPOCTHIM MyTEM Mepedopa BCEBO3MOKHBIX
KOMOUHAIHI
1.2.9 122 | Yrpo3a noBbIIICHUS Yrpo3a 3akitouaeTcsi B BOSMOKHOCTH OCYIIECTBICHUS Buemnuit CucrtemHoe
TIPUBWIICTHIA/ HapyIIUTENEM JECTPYKTHBHOTO MPOTPAMMHOTO BO3/ICHCTBHS HaApYIIUTETh IPOTPaMMHOE
KL Ha JUCKPETUTHPYEMbI TpoIiece (WM CUCTEMY) WM Ha JApyrue CO CpeHUM o0ecrieyeHue,
MpoLECcChl (WM CUCTEMBI) OT €ro (€€) UMEHH IyTeM dKCILTyaTalluu |[MOTEHIMAJIOM, |CETEBOE
HEMPaBOMEPHO MOTyUYEHHBIX HAPYIIUTEIEM JOTOTHUTEIbHBIX BuyTpennuit pPOrpaMMHOE
MpaB Ha YIPaBJICHUE TUCKPEIUTHPOBAHHBIM OOBEKTOM. HApYIIUTEIh oOecrieyeHue,
JlanHast yrpo3a o0ycioBlieHa YSI3BUMOCTSIMHU IIPOTPAMMHOTO CO CpeIHUM uH(bOpMaIMOHHAS
o0ecTieYeHus1, BBITOTHSIOMET0 (YHKIIUN pa3rpaHUICHUs IOCTYNA |IMOTCHIMAIOM  |CHUCTeMa

(B aropuT™Me MM napameTpax KOHPUrypauun).
Peanu3zanus 7aHHOH yrpo3bl BO3MOXHA NPU HATUYUU
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MoTeHIM Al
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
y HapyILIUTelNs MPOrpaMMHOT0 o0ecrieueHus (TUIa «IKCIUIONTY),
CHEIHAIbHO pa3pabOTaHHOIO Ul pealln3allii JaHHON yrpo3bl
B JIUCKPEJIUTUPYEMOU CUCTEME
1.2.10 | 188 |V¥Yrpo3a moaMeHb VYrpo3a 3aki1r04aeTcsi B BO3MOKHOCTH OCYIIECTBIICHUS Bnyrpennuii [Ipuxnagnoe
MIPOrpaMMHOTI0 HapylIUTEJIEM BHEPEHUS B CUCTEMY BPEIOHOCHOTO HapylIUTEIb IPOrpaMMHOE
obecrieueHust/ IIPOrpaMMHOT0 OOECIIEUEHUs 3a CUET 3arpy3Ku U YCTaHOBKHU CO CpPEeIHUM oOecrnieuyeHue,
KL BPEJOHOCHOTO TPOrPaMMHOTO 00ECTIE€YeHHS, CKPBITOTO MOJI BUJIOM |[TOTCHIIMAJIOM | CETEBOE
JIETUTUMHOTO CBOOOIHO PacpoCTPaHsAEMOro MporpaMMHOI0 IPOrpaMMHOE
oOecrieyeHus. obecrieueHue,
Jannast yrpo3a o0ycioBiieHa HATMYUEM Y M0JIb30BaTeNs IPaB CUCTEMHOE
U1 yCTAaHOBKU IIPOTPaMMHOTr0 obecnieueHust U3 cetd MHTepHeT. IIPOrpaMMHOE
Peanusanus naHHOM yrpo3bl BO3MOXKHA IIPU CKAYMBAaHUH o0ecrnieueHue
IPOrpaMMHOT0 obecnieueHus u3 cetu MHTepHeT
1.2.11| 189 |¥Yrposa MackupoBaHHs | YTpO3a 3aKJIF0YAETCS B BO3SMOKHOCTH COKPBITHSI B CHCTEME Buemnwuit CucremHoe
JENCTBUI BPEJOHOCHOTO | IENCTBUI BPEJOHOCHOT'O KOJA 3@ CUET IIPUMEHEHUS CIEIMAIBHBIX |HAPYLIUTEINb IpOrpaMMHOE
Koza/ MEXaHU3MOB MaCKHUpPOBaHUs KoJa (aApXUBUPOBAHNE, U3MEHEHUE CO CpEeTHUM oOecrnieuyeHue,
ALl (dhopMaTa TaHHBIX U JIp.), KOTOPBIE MPEMSITCTBYIOT MIOTEHLIAJIOM | CETEBOE
€ro JajgbHeiIIeMy aHaIu3y. IpOrpaMMHOE
JlaHHas yrpo3a 00ycloBlieHa HaTMYHEeM CIOCO00B MaCKUPOBAHUS oOecrieueHue

MIPOrpaMMHOTO KO/1a, HE YYTEHHBIX CUTHATYPHBIMH 0a3aMu
CpPEeACTB 3alMThl HH(POPMAIINH, a TAKKE MEXaHU3MOB
OTIEPAIMOHHOI CHCTEMBI, TO3BOJISIFOIINX OCYIIECTBUTH TOUCK
MOJTyJIel CPEeCTB 3alUThl HH()OPMAIUH.

Peanu3zanus 1aHHOH yrpo3bl BO3MOXHA MPU YCIOBHH
HCIIOJIb30BAaHUs B CUCTEME YCTAPEBUINX BEPCHUM CPEACTB 3alLIUTHI
nHdopmManuu
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MoTeHIM Al
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
1.212 | 208 |VYrposa HeleneBoro VYrpo3a 3aKkiI04aeTcsi B BO3MOKHOCTH MCIIOJIb30BaHUS BHyTpeHHuni CpenctBo
UCIIOJIb30BaHUs BBIYHUCIIUTENBHBIX PECYPCOB CPEJCTB BBIUMCIUTEILHON TEXHUKH | HAPYLIUTEIb BBIUMCIIUTEIbHON
BBIYMCIIUTEIbHBIX JUTSL OCYIIECTBJIEHUS] CTOPOHHUX BBIUMCIUTENBHBIX IPOLIECCOB. C HU3KUM TEXHUKH,
pecypcoB cpeacTBa VYrpo3a peanusyercs 3a CUET BHEIPEHUSI B CPEACTBA MOTEHINAJIOM | MOOMJIbHOE
BBIYMCIIUTEIbHON BBIYMCIIUTENIbHON TEXHUKU BPEJOHOCHOM IPOrPAMMBI, Buyrpennuit YCTPOHCTBO
TeXHHUKH/ coJieprKallleil KoJl, peau3yolui UCIOIb30BaHUS HapyLIUTEIh
Jil| BBIYHCIUTENLHBIX PECYPCOB AJIsi CBOMX HYX] (B YACTHOCTH, CO CpeHUM
JUIsL MAlHUHTa KPUIITOBAJIIOTHI). MOTEHLIMAJIOM
Jlannast yrpo3a 00yciaoBlieHa HEIOCTATOYHOCTHIO CIIETYIOIINX Buemnuit
Mep 3alluThl HUHpOpPMALIUHU: HapyLIUTETh
Mep 10 AHTUBMPYCHOH 3aIIMUTE, YTO MO3BOJISET BBIIIOJIHNUTD C HU3KUM
YCTaHOBKY U 3aIlyCK BPEIOHOCHOM MPOTrpaMMBbl; MOTEHIINAJIOM
Mep 10 OTPAaHUYEHHIO IPOTPAMMHOMN CPEJIBL, YTO MO3BOJISIOT Baemnuit
HapYLIUTEIIO OCYIIECTBIATh OECKOHTPOJIBHBIN 3aITyCcK HapyILIUTETh
IIPOrPaMMHBIX KOMIIOHEHTOB CO CPEITHUM
MOTEHIIMAJIOM
1213 | 215 |VYrposa Yrpo3a 3aKi1r04aeTcs B BOSMOKHOCTH OCYIIECTBICHHUS Buemnunit IIporpammHoe
HECaHKIMOHMPOBAHHOTO |HAPYILIUTENIEM I€CTPYKTUBHOIO TPOrPaMMHOTI0 BO3AEHCTBUS Ha HapyLIUTETh o0ecrnieueHue
J0CTyNa K CHCTEME JUCKPEIUTUPYEMYIO CUCTEMY C UCIIOJIb30BAHUEM CTOPOHHUX CO CPETHUM (mporpaMmsI)
IIPY IOMOIIY CTOPOHHUX |JETUTUMHBIX CEPBUCOB (COIMANBHBIX CETEl, MECCEHKEPOB, MOTEHIINAJIOM
CEepBUCOB/ PEro3UTOPHEB KOJA U T.II.), UCTIOJIb3YEMBIX B KaUeCTBE
KL TIOCPETHUKA.
Peanu3zanus 1aHHOHN yrpo3bl BO3MOXHA €CIIU IUCKPEAUTHPYEMast
CUCTEMa YK€ CKOMITPOMETHPOBAHA
2 YTrpo3sl co31aHMsI HEIITATHBIX PEXUMOB PadOThl IPOTPAMMHBIX M TPOrPaMMHO-ANIAPATHBIX CPEICTB
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HaunmenoBanue

Hcrounuk
Howmep | yrpossi/Hapymiaemoe -
Ne | yrpo3ssl cBoiictBo b1 yrp OOBexT
ConeprkaHue yrpo3bl (XapaKkTepUCTHK .
n/n | B 0aHK | KOH(UACHIIMAILHOCTD BO3JICHCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
2.1 33 | ¥Yrpo3a ucnosnb3oBaHus | YTrpo3a 3aKiIF04aeTcsi B BO3SMOYKHOCTH OCYIIECTBIICHHSI BHuennuit CucremHoe
c1ab0CTel KOAUPOBAHUS | HAPYIIUTEIEM JeCTPYKTUBHOTO HH(OPMAIIMOHHOTO BO3ICHCTBUSL | HAPYIIUTEND IPOTPaMMHOE
BXOJIHBIX JaHHBIX/ Ha JIMCKPETUTHPYEMYIO CUCTEMY ITyTeM MaHUITYTUPOBAHHS CO CpeIHUM oOecrieueHue,
AL 3HAYCHUSMHU BXOJHBIX TAHHBIX U (POPMOI UX MPEAOCTABICHHUS MOTEHINAJIOM, | IPUKJIaTHOE
(ampTEpHATHUBHBIC KOJAUPOBKH, HEKOPPEKTHOE paciiupeHue ¢aitios | BHyTpeHHMit POTPaMMHOE
U T.IL). HapyIIUTETh obecrieueHue,
JlaHHas yrpo3a o0yclioBlieHa Cl1a00CTIMU MEXaHU3Ma KOHTPOJISL | CO CPETHUM CEeTeBOC
BXOJIHBIX JaHHBIX. MOTEHIAJIOM | IPOTPaMMHOE
Peanuzanus qaHHON yrpo3bl BO3MOXHA MTPH YCIOBUSX: oOecrieueHue,
TMCKpEAUTHUPYEeMasi CUCTeMa IPUHIMAET BXOIHBIC JaHHBIC MHUKPOIPOTPAMMHOE
OT HAPYIIUTETS; o0ecreyeHue,
HapyIIUTETb 00JIaaeT BO3SMOKXHOCTBIO YIIPABJICHUS OTHAM peectp
WJIH HECKOJIbKUMH MapaMeTPaMU BXOJIHBIX JTAHHBIX
2.2 61 | Yrpo3a HEKOppEKTHOro | YTpo3a 3aKI0YaeTcsl B BO3MOKHOCTH COBEpIICHUS HapymuTeaeM | BHyTpeHHwMit CereBoii Tpaduk,
3a/laHus CTPYKTYPHI (xnreHToM 0a3bl JAHHBIX) TOJJIOTA IMMyTEeM MPEPhIBAHUS HaApPYIIUTEIh 0a3a TaHHBIX,
JAHHBIX TPAH3AKIIAH/ TPaH3aKIWU WU TIOAMEHBI HACHTU(PUKATOPA TPAH3AKIINH. CO CpeIHUM CeTeBoe
JLL B nepBoMm ciydyae mporCcX0IUT HEMOIHOE BHIIOJIHEHUE MOTEHIIUAJIOM  |[IPOrPaMMHOE
TpaH3aKLUH, o0ecrnieueHue

a BO BTOPOM — TOJIb30BaTelh (JOPCUPOBAHHO 3aBEPIIAECT
TpaH3akiuio, u3menss ee |1D, u coobmas o ToM, 4TO TpaH3aKIUS
He ObLTa MPOBeIeHa, TEM CaMbIM ITPOBOIUPYS TTOBTOPHOE
MPOBEACHUE TPAH3AKIIUH.

JlarHast yrpo3a o0ycioBlieHa ClIadOCTIMU MEXaHU3Ma KOHTPOJIS
HETIPEPBIBHOCTU TPAH3AKIUH U 1IEJIOCTHOCTH JTAHHBIX,
nepelaBaeMbIX B X0/ TPAH3aKIIMKA MEXIy 0a301 JaHHBIX

U €€ KIINEHTOM
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MoTeHIM Al
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
2.3 114 | VYrposa nepemnoyiHeHus: | YTrpo3a 3aKiII0uaeTcsl B BO3SMOXKHOCTHU MPUBEICHUS HapyuTeneM | BHemHuit CucremHoe
LEJI0YHMCIIEHHBIX JUCKPEIUTUPYEMOTO MPUIIOKEHUSI K cO0sIM B paboTe myTeM HapyLIUTEIh IPOrpaMMHOE
MEePEMEHHBIX/ M0/IaYM Ha €ro BXOJIHbIE MHTEP(EHChI TaHHBIX CO CpeHUM obecrnieueHue,
KALL HENOoJIEPKUBAEMOro (popMaTa UM BBIIIOJIHEHUS C €10 MOMOILBIO | [TIOTEHIMAJIOM, | [IPUKJIaJHOE
orepaliy, B pe3ylbTaTe KOTOPoi OyAyT MOTyueHbl JaHHbIC BuyTpennuit IpPOrpaMMHOE
HENOJIEPKUBAEMOT0 TUCKPEAUTUPYEMBIM MPUIIOKEHUEM HapyLIUTEIh oOecrnieuyeHue,
¢dbopmara. CO CpeTHUM CEeTeBoe
JlanHast yrpo3a 00ycloBlieHa YsI3BUMOCTSIMH IPOTPaMMHOTO MOTEHLIMAJIOM  |[IPOrpaMMHOE
o0ecrieueHus, CBI3aHHBIMHU C HEJJOCTaTOUYHOM MPOBEPKON TAKUMU obecrnieueHue
MIPUJIOKEHUSIMU KOPPEKTHOCTH BXO/JHBIX JaHHbIX,
a TaKk)Ke TeM, YTO OIePaTOphl JJF0OOro MPOrpaMMHOT0 0OeceueHus
CIOCOOHBI MPABWIILHO 00pabaThIBaTh TOJBLKO OIMPEICIICHHBIE THITBI
JAHHBIX (HapUMep, TOJIBKO IIeJIbIe MIINM TOJIBKO MOJI0KHUTEIbHbIE
qucnia).
Peanu3zanus naHHOM yrpo3bl BO3MOXHA IPU YCIOBUM HAJIU4YUS
y HapyLIUTEIS:
CBEIICHUI 0 HOMEHKJIATYype MOAIEP)KUBAEMBIX
JUCKPEIUTUPYEMBIM MPHIIOKEHUEM (POPMATOB BXOJHBIX
(nu oOpabaThIBaeMbIX) JaHHBIX;
BO3MO>KHOCTH B3aMOJICUCTBHS C BXOJTHBIM HHTEp(deiicom
JUCKPEIUTUPYEMOTO MIPUIIOKEHUS
2.4 118 |VYrpo3a mepexBaTa VYrpo3a 3akitoyaeTcsl B BO3SMOKHOCTHU MONydeHUs HapymuTeneM | BHemHuit CucremHoe
NPUBUIIETUPOBAHHOTO  |IpaBa yIpaBJICHHs MPOLECCOM, 00T a0IIUM BBICOKUMHU HapyLIUTEIh IIPOrpaMMHOE
nporecca/ MPUBWIIETUSIMH (HallpUMep, YHACIEIOBaHHBIMU OT IOJIb30BATENSl | CO CPEAHUM oOecrnieuyeHue,
KL WJIM TPYIIIBI [T0JIB30BATENEH, BBITIOIHAIOUINX POIb MIOTEHLIMAJIOM, | IPUKIAIHOE
aJIMMHHUCTPATOPOB JTUCKPEIUTUPYEMOM CUCTEMBI), BryTpennuit IIPOrpPaMMHOE
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HaunmenoBanue

Hcrounuk
Howmep | yrpossl/Hapyuiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
JUIs1 BBITTOJIHEHHSI TPOU3BOJILHOTO BPEIOHOCHOI'O KOJIa ¢ IPaBaMu | HAPYLIUTENb obecrneyeHue,
TMCKPEAUTUPOBAHHOTO TIPOIIECCa. CO CpEeIHUM CETEeBOE
JlanHas yrpo3a o0yciioBlieHa ysI3BUMOCTSIMHU ITPOIrPaMMHOI0 MNOTEHIHAJIOM | [IPOTrPaMMHOE
o0ecrieYeHus1, BBITOTHSIOMET0 (YHKIIUN pa3rpaHUdeHUs T0CTYyIIa oOecrieueHne
(B aropuT™Me WM napameTrpax KOHGUrypauuu), IpUBOASIIIMU
K HEKOPPEKTHOMY paclpeAeICHHIO MPaB JOCTYyIa BHYTPH JpeBa
HacllelyeMbIX ITPOLECCOB.
Peanuzanus qaHHON yrpo3bl BO3MOYKHA MTPH BBITIOJTHEHUH OJHOTO
13 YCJIOBUH:
YCIICIITHOTO BBE/ICHUS HAPYIIUTEIEM HEKOPPEKTHBIX TaHHBIX,
MPUBOSIINX K NEPENOIHEHUIO Oydepa Hu K peann3alnuu
HEKOTOPBIX THITOB MPOTPAMMHBIX WHBEKIINH;
HAJINYMsl y HApYIIUTENs IPUBUJIETHH Ha 3aIlyCK CUCTEMHBIX
YTUJINT, TPEAHA3HAYCHHBIX JIJISl YIPABJICHHUS POIIECCAaMH
2.5 143 | Yrposza nporpaMmMHOro | Yrpo3a 3akiIrodaeTcsi B BO3MOXKHOCTH IpephIBaHUs HapymuTeneM | BHemnuit Hocurens
BBIBEJICHUS U3 CTPOS TEXHOJIOTMH 00paboTKHU HH(OPMALIUU B JUCKPETUTUPYEMON HapyILUTEIb uH(popMaluuy,
CPEICTB XpaHEHMUS, CHCTEME ITYTEM OCYILECTBIEHUS IECTPYKTUBHOTO MPOIPAaMMHOI0 | CO CPETHUM MHUKPOIPOTrpaMMHOE
00paboTKu U (WJIN) (JIOKaJIbHO WJIM YJAJICHHO) BO3JICUCTBHS Ha CPEJICTBA XpaHEHUS MOTEHIIMATIOM, | Oo0ecredyeHue,
BBO/1a/BbIBOIa/TIepeiau | (BHELIHUX, CheMHBIX U BHYTPEHHHX HAKOMUTENeH), 00paboTKu Buytpennuit anrmaparHoe
uH(popmanun/ (mporeccopa, KOHTPOJLIEPA YCTPOUCTB U T.I1.) HapyLIUTETh o0ecrnieueHue
i U (MM) BBOJIA/BBIBOA/TIepeaun HHPOPMALUH (KJIaBHATYPHI CO CpeHUM
U Jp.), B pe3yJbTaTe KOTOPOro 00BEKT 3alIUThI epeiaeT MOTEHIINAJIOM

B COCTOSIHUE «OTKa3 B 00CIy)XKUBaHUU». [Ipu 3TOM BBIBOJ

€ro M3 ATOr'0 COCTOSTHUSI MOXKET ObITh HEBO3MOXKEH ITyTEM MTPOCTOM
nepe3arpy3Kku CUCTEMBI, a OTpeOyeT MpoBeIeH!s] pEMOHTHO-
BOCCTAHOBUTEJIbHBIX padoOT.

34




HaunmenoBanue

Hcrounuk
Howmep | yrpossi/Hapymiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
JlaHHas yrpo3a 00yCIlIOBJICHA HATMYUEM YSI3BUMOCTEH
MHUKPOIIPOTPaMMHOTO 00eCTIeUeHHsI CPEJICTB XpaHEHHsI, 00pabOTKU
1 (W1K) BBOJIa/BBIBOJIA/TIEpeau MH(POPMAIIHH.
Peanuzanus qanHON yrpo3bl BO3MOXKHA MTPH HATWIHH
y HapYIIUTEIS TPaB Ha OTIPABKY KOMAHIbI WIIHA CHCIIHATBHO
c(OPMHPOBAHHBIX BXOJHBIX TAHHBIX HA CPEJICTBA XPAHEHMUS,
00paboTKu M (MJIM) BBOJA/BBIBOAA/TIEpeiaun nHpopmanuu
2.6 149 | VYrpo3a cbos 00paboTKH | YTpo3a 3aKIF09aeTcsi B BO3MOKHOCTH OCYIIICCTBIICHUS Bremauit MertaaHHEbIe,
CHeHUATBHBIM 00pa30M | HApYIIUTEJIEM Pa3InYHbIX HEMPABOMEPHBIX JCHCTBHIA OT UMEHH | HAPYIIUTEIb 00BEKTHI (haitsIoBOI
U3MEHEHHBIX (ailyioB/ | AMCKpEAUTUPOBAHHBIX MPUIIOKEHUH ITyTeM BbI30Ba COOs CO CpeIHUM CHCTEMBHI,
KA B UX pa0oTe 3a cueT BHECEHUs U3MEHEHMI B 00pabaTbiBacMble MOTEHIMAJIOM, |CHUCTEMHOE
TMCKPEAUTUPYEMBIMH ITporpaMMaMi (ailiibl WM X MeTaJlaHHble. | BHyTpeHHui IPOTPaMMHOE
JlanHas yrpo3a o0ycioBiieHa c1a00CTIMU MEXaHU3Ma IPOBEPKH | HAPYLIUTENb o0ecrieueHue
L[EJI0CTHOCTH 00pabaThiBaeMbIX (PailyioB 1 KOPPEKTHOCTH, CO CpEeTHUM
COJIEPKALIMXCS B HUX TaHHBIX. MOTEHIIUATIOM
Peanmzanus qaHHON yrpo3bl BO3MOXKHA B YCIIOBHSIX:
HaJIW4Us y HApPYIIUTENs CBEACHU 0 opMaTax U 3HAYCHHSIX
(aiinoB, BbI3bIBAIOIINX COOM (YHKIIMOHUPOBAHUS
JTUCKPEAUTUPOBAHHBIX MPUJIOKEHUH MPU UX 00paboTKe;
YCIICNITHO CO3JJAHHOM B TUCKPEIUTUPYEMON CHCTEME MEXaHNU3Me
nepexBara yrnpasieHHs HajJ 00pabOTKON HapyIIUTEIeM
MIPOrpaMMHOT0 cO0st
2.7 163 |Yrpo3a mepexBaTa YTpo3a 3aKiovyaeTcsi B BO3SMOKHOCTH HapyIITUTENS TOTYIUTh Buemnuit CucremHoe
UCKJTIOUEHHsI/CUTHATIa IpaBa Ha JOCTYII K 3allMIaeMoil nH(OpMaIK MyTeM IepexBaTa | HapyLUIUTENb IpOTrpaMMHOE
WCKJIFOUYEHUI/CUTHAJIOB, CTEHEPUPOBAHHBIX YYACTKOM CO CpeIHUM obecrieyeHne
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HaunmenoBanue

Hcrounuk
Howmep | yrpossl/Hapyuiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
U3 IPUBUIETUPOBAHHOTO | IPOIPAMMHOTO KOJa, UCIIOJIIHAEMOTO C MOBBIIICHHBIMU MOTEHIMAJIOM,
Omoka yHKIHIA/ MPUBUWIETUSAMH (IPUBUIIETUPOBAHHBIM OJ0KOM (DYHKIMH) Bryrpennuit
KA U COZIEprKalllero KOMaH/ bl [0 YIIPaBJICHUIO 3allUIIaeMOn HapyLIUTEIb
nH(popManuen. CO CpeHUM
JlaHHas yrpo3a o0yclioBJIeHa T€M, YTO BbI30B IPOrPAMMHBIX MOTEHIHAJIOM
(GyHKIMH B TPUBIWIICTHPOBAHHOM PEXHME MOPa3yMeBaeT
OTKJIOYEHHUE JIJIs1 HUX MEXaHU3MOB pa3rpaHUueHMsl JOCTYIIA.
Peanusanus naHHOM yrpo3bl BO3MOXKHA IIPH CJIETYFOLINX
YCIIOBHUSAX:
TMCKpeANTUpYEeMasi IpoTrpaMMa, HaIllMcaHa Ha s3bIKe
IPOrpaMMUPOBAHUS, MOIIEPKUBAIOIIETO MEXaHU3M
MIPUBHUJICTUPOBAHHBIX OJIOKOB (Harmpumep, Java);
B JMCKPEAUTUPYEMOI! TporpaMMe BbI30B IIPUBHIIETHPOBAHHBIX
0JIOKOB OCYILIECTBJIEH HEOE30MacHbIM CIIOCOO0M (HCITOIb30BAHO
nyOoInYHOe 00BSBICHUE BHYTPEHHUX (DYHKIIHIA, HCIIOJIb30BaHA
reHepanus UCKIYeHUH U3 MPUBUIETUPOBAHHOTO OJI0KA);
HapylmuTens 00J1agaeT npaBaMH, JOCTATOUHBIMU JJIS TIepexBara
MIPOrPaMMHBIX UCKJIFOUCHH B CHCTEME
2.8 165 |VYrposa BKiIrOUEHUS VYrpo3a 3akiroyaeTcsi B BO3SMOXKHOCTH HapylleHus 6e30nacHocT | BHyTpenHuit [Iporpammuoe
B TIPOCKT HEJAOCTOBEPHO |3alllMIaeMOoi WH(OpMAIMK BCIEACTBHE BRIOOPA IS TPUMEHEHHS | HAPYIIATENb obecrieyeHue,
UCTIBITAHHBIX B CHCTEME KOMIIOHEHTOB HE B COOTBETCTBUHU C UX 3alaHHBIMHU CO CpeHUM TEXHUYECKOE
KOMITOHEHTOB/ MPOEKTHUPOBIIUKOM (DYHKIIMOHAIEHBIMU XapaKTEPHCTUKAMH, MOTEHIINAJIOM | CPEJICTBO,
KL Ha/IKHOCTHIO, HATUYHEM CEPTU(PHUKATOB U JIp. UH(POPMALIMOHHAS

JlarHast yrpo3a 00ycIoBIIeHA HETOCTATOYHOCTHIO
Mep M0 KOHTPOJIIO 32 OIMIMOKAMHU B X0/ TIPOSKTUPOBAHUS CUCTEM,
CBSI3aHHBIX C 0E€30IMaCHOCTHIO.

CHUCTEMA, KIII0YCBas
cucreMma
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
Peanu3anus gaHHO# yrpo3bl BO3MOXHA MPU YCIOBUH BBIOOpa uH(hOpPMalMOHHON
JUIS IPUMEHEHHUS B CHCTEME KOMIIOHEHTOB TIO IICHE, UHPPACTPYKTYPHI
pa3peKIaMHUPOBAHHOCTH U JIp.

2.9 166 |Yrposa BHenpeHus VYTpo3a 3aKito4aeTcsi B BO3SMOKHOCTH CHHKEHHSI CKOPOCTH Buytpennnit [Iporpammuoe
CUCTEMHOM 00pabOTKH AaHHBIX (T.€. JOCTYIMHOCTH) KOMIIOHEHTaMU HapYIIUTETh obecrnieueHue,
U30BITOYHOCTH/ MPOrpaMMHOTO oOecrieueHust (UM CUCTEMBI B IIEJIOM) U3- CO CpEIHUM uH(pOpMaIMOHHAS
i 3a BHEJIPEHUs B HETO (B Hee) M3OBITOYHBIX KOMIIOHEHTOB MOTEHIIMAJIOM | CHUCTEeMa, KIItoueBas

(M3HaYaIbHO HEHY)KHBIX WJIM HEOOXOIMMOCTh B KOTOPBIX OTIajIa cucreMa

MIpY BHECEHUU MU3MEHEHUH B IIPOEKT). uH(hOpPMalMOHHON
JlanHast yrpo3a 00ycioBlieHa HEIOCTaTOYHOCTHIO UH(PACTPYKTYpPbI
Mep MO KOHTPOJIIO 32 OIMIMOKaMH B XO/I€ MPOEKTUPOBAHMS CUCTEM,

CBSI3aHHBIX C O€30MaCHOCTHIO.

Peanuzanus 1aHHON yrpo3bl BO3MOXHA MIPU YCIOBUU BHECEHUS

M3MEHEHHI B TIepeueHb 3a/1a4, PeIaeMbIX IPOSKTHPYEMBIM

IpOrpaMMHBIM oOecrieyeHHeM (IIPOEKTUPYEMOM CHUCTEMON )

2.10 169 |VYrposza Haymuus Yrpo3a 3akiodaeTcsl B BO3SMOXKHOCTH TIEpeXBaTa yIpaBJICHUs BHyTpenuuit [IporpamMmmHOe
MEXaHU3MOB IpOrpamMMoii 3a c4eT UCMOJIb30BAaHUS OTJIAJOYHBIX MEXaHU3MOB HapyLIUTEIb o0ecrieyeHue,
paspaboTunka/ (ciennaabHBIX MPOTPAMMHBIX (YHKIIMNA UIIH annapaTHbIX CO CpeHUM TEXHUYECKOE
KL 3JIEMEHTOB, TIOMOTAIOIIUX TPOBOIUTH TECTUPOBAHUE U OTIAIKY MOTEHIAJIOM | CPE/ICTBO

CPEICTB BO BpeMs UX pa3paboTKu).

JlanHas yrpo3a o0ycioBlieHa HeZJOCTaTOYHOCTHIO

Mep 10 KOHTPOJIIO 3a OIMIMOKaMHU B X0JI€ pa3padOTKH CPE/ICTB
3alIUThI UH(OPMALIHH.

Peanusanus naHHOM yrpo3sl BO3MOYXKHA IIPU YCIIOBUH,

YTO B IPOrpaMMe He yJaJleHbl OTJIaJOYHbIE MEXaHU3MbI
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HaunmenoBanue

Hcrounuk
Howmep | yrpossl/Hapyuiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
211 180 |¥Yrposa otkaza VYrpo3a 3akiro4aercs B BO3MOXHOCTH IMOBPEXKIACHUS YaCTH Buemnuit Texauveckue
MIOJICICTEMBI KOMIIOHEHTOB CHCTEMBI HJIM CHCTEMBI B I1€JIOM BCIIEACTBUE BBIXO/IA | HAPYIITUTEIb cpeacTsa
o0ecrieueHus TEMIIEPaTypHOTro peKuMa UX paboThl U3 3alaHHBIX TPEOOBAaHUI U3- | CO CPETHUM BO3/YIIHOTO
TEMIIEPaTypHOTO 32 BO3HUKHOBEHUS O0TKa3a, BXOJAIINX B HEE TOJACUCTEM MOTEHINAJIOM, | KOHIUIIHOHHUPOBAHU
pexxuma/ BEHTHJISILIUM U TEMIIEPATYPHBIX TPHOOPOB. Buytpennunit s, BKJIFO4ast
A Peanuzanus qaHHON yrpo3bl BO3MOYKHA KaK BCIIEACTBUE HApYIIUTEIh TpyOOTIPOBOIHBIE
€CTECTBEHHbBIX TEXHOTCHHBIX IPUYHH, TaK U IyTeM IIPOBEACHUS C HU3KHM CHCTEMBI
OTIpeIeIIEHHBIX MEPOIPUATHI HApYIIUTENIEM, HAalIPaBJICHHBIX MOTEHIMAJIOM | TSl TUPKYJISIIIAN
Ha yAaJeHHOE OTKJIIOUEHHE/BBIBOJI U3 CTPOS. KOMIIOHEHTOB OXJIaXIEHHOT'O
MIOJICHCTEMBI 00€CTIEUeHHs TEMIIEPATYPHOT'O pexuMa Bo3ayxa B LIO/I,
IporpaMMHUpyeMble
JIOTHYECKHE
KOHTPOJLIEPBI,
pacrpenieneHHbIe
CHCTEMBbI KOHTPOJIH,
yIIpaBJIEHYECKHE
CHCTEMBI U JIpyTrue
IpOTpaMMHBIE
CpeACcTBa KOHTPOJISI
2.12 195 | VYrposa ynaneHHOTO VYTpo3a 3akioyaercss B BO3SMOKHOCTH yJaJIEHHOTO 3aITycKa Buenrnuit CramroHapHbIe
3aIycka BPEIOHOCHOTO | BPEIOHOCHOT'O KOJIa 3a CYET CO3/IaHUs MPHIIOKEHHIH, HapyLIUTEIhb U MOOUJIbHBIE
KO/1a B 00X0. UCTIONB3YIONINX 00X0/1 MEXaHU3MOB 3aIIUTHI, BCTPOCHHBIX B C BBICOKHM yCTpoOICTBa
MEXaHU3MOB 3aIUThHI OTIEPALMOHHYIO CUCTEMY. MNOTEHIHAJIOM | (KOMIBIOTEPHI
OTIepalMOHHOMN JlanHast yrpo3a o0ycioBiieHa OIIMOKaMH B IMPOLIECCOPax 1 HOYTOYKH)
cuctembl/ (nampumep, ommbkamu B poueccope Intel nokonenus Haswell), (ammapatHoe
JLT MO3BOJISTFOIIMMU YCTPONCTBO)
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
3a CYeT CO3JaHMs CIIeUATbHBIX MPUIOKEHUH OCYIECTBIATh
00X0/1 MEXaHU3MOB 3aIUTHI, BCTPOSHHBIX B ONEPALUOHHYIO
cuctemy (Hanpumep, mexanusma ASLR).
Peanuzanus 1aHHON yrpo3bl BO3MOXKHA MTPH: HHUIIUAPOBAHUH
KOJUIM3HU B TaONHIIE 1eNIeBbIX Oy(hepoB — ¢ ee MOMOIIBI0 MOKHO
y3HATh yYaCTKH MaMSTH, TJI€ HAXOIATCSI KOHKPETHBIE ()parMeHThI
KOJa;
CO3JIaHUH MTPHUIIOKESHHUS, UCIIOJIB3YIOIIETrO 3T (ParMeHTHI KO/1a
Ui 00X0/1a MEXaHMU3Ma 3alllUThI;
3alyCKe TAHHOTO MPUJIOKEHUS B CBA3KE C IKCIUIOMTOM KaKOM-
100 ysI3BUMOCTH CaMOM ONepalliOHHOM CUCTEMBI [T CO3/1aHuUs
BO3MOYKHOCTH YIaJICHHOTO 3aITyCKa BPETOHOCHOTO KO/Ia
2.13 214 | VYrposza VYrpo3a 3akioyaercst B PoIycKe W/WiIM 3HaYUTEeIbHOM BpeMeHHOH | BHyTpeHHui [IporpamMmmHuoe
HECBOEBPEMEHHOTO 3aJIep’KKe onpeesneHns (BbISIBICHNS) COOBITUI O€30MMacCHOCTH HapyLIUTETh oOecrnieuyeHue,
BBISIBIICHUS nH(pOpMaINH, YTO IPUBOIUT K OTCYTCTBHIO PEAKIIMU Ha MOMBITKH | CO CPEIHUM KaHaJIbl CBSA3H
U pearupoBaHUs HECAHKIIMOHUPOBAHHOTO JIOCTYIA B HH()OPMAITHOHHYIO MOTEHIMAJIOM | (Tlepeaayu) JaHHBIX
KOMITOHEHTaMHU (aBTOMaTU3MPOBAaHHYIO) CUCTEMY, Ha BHEIPEHHUE BPEJOHOCHBIX
MH(pOpMaLOHHON IIpOrpamMM.
(aBToMaTu3upoBaHHOl) |JlaHHas yrpo3a 00ycioBlIeHa HEKOPPEKTHONH HACTPOMKOMA

CUCTEMBI (B TOM YHCIIe
CpeICTBaMU 3aIIUTHI
uH(popMalun) Ha
coOBITHS 0€30MaCHOCTH
uH(popmanun/

AL

KOMITOHEHTOB MH(GOPMAIIMOHHOMN (aBTOMaTHU3UPOBAHHO) CUCTEMBI
W/WIK CPeACTB 3allUThl HH(POPMAIINH, a TAKXKE OTCYTCTBUEM TaKUX
KOMITOHEHTOB U/WJIM CPEJICTB 3alUThl HH(OPMaLIUH.

Peanuzanus 1aHHON yrpo3bl BO3MOXHA MTPU OTCYTCTBUU MEP
3alUThl, CBA3aHHBIX C MOHUTOPUHIOM, COOPOM U aHAIIU30M
JAHHBIX O COOBITHSX UHPOPMAIIMOHHON 6€30MaCHOCTH
(OTCYTCTBHEM Mep pErucTpanuu COOBITHI O€30MaCHOCTH)
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ OTEHIMAII
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
3 VYTpo3bl IpU MEXKCETEBOM B3aUMOJICHCTBUU
3.1 3 Yrpo3a ananuza VYrpo3a 3akito4aeTcs B BO3MOKHOCTHU BBISIBIICHUSI CITA0BIX MECT Buemnuii Meranannsle,
KpunTorpaguueckux B KpUINITOTpaprUeCKUX aITOPUTMaX WIH YSI3BUMOCTEMN HapylIUTEIb CHUCTEMHOE
aJITOPUTMOB B pEAIM3YIOLIEM UX IPOIPaMMHOM O0ECIIEUEHHH. CO CpeHUM IIPOrpaMMHOE
U UX peanu3anun/ Jlannast yrpo3a o0yciaoBieHa claboCTIMU KpUNTOrpahuuecKux MOTEHIIMAJIOM  |obecreyeHue
KIJ ITOPUTMOB, a TaKXkKe OLIMOKaMH B IPOrPaMMHOM KOJI€
KpUnTorpaQuueckux CpecTB, UX COMPSHKEHUU C CHCTEMOI
WJIY TIapAMETPax UX HACTPOMKH.
Peanu3zanus yrpo3sl BO3MOKHA B CIIy4ae HAJIMYUS y HAPYIIUTEIIS
CBEICHUI 00 MPUMEHSIEMBIX B CHCTEME CPEACTBaX MIM(PPOBaHUS,
pearn30BaHHBIX B HUX aJrOpUTMax UG pOBaHUs U TapaMeTpax
WX HACTPOWKH
3.2 26 | Yrpo3a uckaxeHus VYrpo3a 3akiIto4aeTcsl B BO3MOKHOCTH U3MEHEHUS HapyluurTeiaeM | BHemHuni CereBoli y3e,
XML-cxemsl/ anroputMa 00paboTKH UH(POPMALMK TPHIIOKEHUSIMU, HapyILUTEIb CeTeBOe
JLT (GYHKIIMOHUPYIOIIMMHU Ha ocHOBe XML-cxem, BIJIOTh CO CpEeIHUM NpOrpaMMHOE
J10 TIPUBENICHUS IPUIIOKEHHS B COCTOSIHUE «OTKa3 MOTEHLIMAJIoM, |obecredyeHue,
B 00CITy’)KUBaHUM» TyTeM n3MeHeHust XML-cxemsbl, nepeaaBaeMoii | BHyrpennuit ceTeBoil Tpaduk
MEXKy KIMEHTOM U CEPBEPOM. HapyILUTEIb
JlanHas yrpo3a o0ycioBiieHa ¢1a0ocTIMHU Mep obecrieueHus CO CpeHUM
LETIOCTHOCTH, IIEPENABAEMBIX ITPU KIIMEHT-CEPBEPHOM MTOTEHIIUATIOM

B3aHMOJICHCTBUH JaHHBIX, 4 TaKXC C1a00CTSIMH MEXaHHU3Ma
CETEBOI'0O B32HJMO}1€I710TBI/I$I OTKPBITBIX CUCTEM.

Peanuzanusa nanHoi YIrpO3bI BO3MOXHA ITPH YCIIOBUAX
OCYIICCTBJICHHUA HAPYIIHUTECIEM YCIICIIHOT'O
HCCAHKIIHUOHUPOBAHHOI'O JOCTYIId K CETCBOMY Tpa(bI/II(y,
nepeaaBacMoMy MEXKY KIIMEHTOM U CEPBEPOM U OTCYTCTBHUU
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MoTeHIM Al
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
MPOBEPKU 1EITOCTHOCTH XML-CcXeMBbI CO CTOPOHBI
JUCKPEIUTUPYEMOTO MPUIIOKEHHS
3.3 36 | VYrposa uccienoBanusi | YTposa 3aKII04YaeTcs B BO3MOXKHOCTH MPOBEACHUS HapyiuTeneM | Buemrnuit CucremHoe
MEXaHU3MOB pabOTHI 00paTHOro MHXMHUPUHTA KOJA IPOTrPaMMBbI U JJalbHEHIIEro HapyLIUTETh IPOrpaMMHOE
pOrpaMMbl/ HCCIIEIOBAHMS €T0 CTPYKTYPBI, (YHKIIMOHAIA U COCTaBa CO CpeHUM obecrnieueHue,
K B MHTEPECax ONpEACTICHHS AITOPUTMa PadOTHI IPOTPAMMBI MOTEHLIMAJIOM, | IPUKIATIHOE
U [TIOMCKA B HEM YSA3BUMOCTEM. Buyrpennuit IpOrpaMMHOE
JlanHast yrpo3a oOycioBiieHa C1a00CTIMI MEXaHU3Ma 3alIUThI HapyLIUTEIh oOecrnieuyeHue,
KOJIa IPOrpaMMbl OT UCCJIEIOBAHMUS. CO CpeHUM CeTeBoe
Peanu3zanus 1aHHOHN yrpo3bl BO3MOXHA B CIIy4asx: MOTEHLIMAJIOM  |[IPOrpaMMHOE
HaJIW4Us y HApYIIUTENs JOCTYIa K UCXOTHBIM (haiiinam o0ecreyeHue,
MIPOTPaMMBlI; MUKPOIPOTrpaMMHOE
HaJIW4Us y HAPYIIUTENs JOCTYyMa K TUCTPUOYTHUBY MPOTPaAMMBI o0ecrieueHue
Y OTCYTCTBHSI MEXaHU3Ma 3aIIUTHI KOJa MPOrpaMMBbl
OT HCCIIEIOBaHUS
3.4 102 |¥Yrposa VYrpo3a 3akir04aeTcss B BO3MOKHOCTH OIOCPEIOBAHHOTO Buemnuii CucremHoe
OIIOCPEIOBAaHHOTO M3MEHEHHUS HapYIIUTEIEM alTOpUTMa paboThl TPYIIBI IPOTpaMM, | HAPYLIUTENb IpOrpaMMHOE
yIpaBIeHUS TPYIIION HCIOJIb3YIOUINX OJIHOBPEMEHHO OOIIME JaHHbIE, Uepe3 IepexBaT | CO CPEAHUM oOecrnieuyeHue,
porpamm 4epes YIOPABICHUS HaJ OJHOW U3 HUX (SYEHKH OllepaTUBHOM NaMSTH, MOTEHIMAJIOM, |[PUKIAJHOE
COBMECTHO ry100anpHbIe TEpeMEHHbIe, (Paiiibl KOH(UTypaIuu 1 ap.). Bryrpennuit MIPOrpaMMHOE
ucnons3yembie qanuble/ | laHHast yrpo3a o0ycioBlieHa HAIMYHEM claboCTeil B MEXaHU3Me | HAPYLIUTEINb o0ecrieyeHue,
JLI KOHTPOJISI BHECEHHBIX U3MEHEHHUH B 00IIIE JaHHBIE KaXKI0H CO CpETHUM CETEBOE
W3 OPOrpaMM B TpYIIIIE. MOTEHIMAJIOM | IPOrPAMMHOE
Peanu3zanus 7aHHOH yrpo3bl BO3MOXHA B ClTydae YCIEITHOTO o0ecrnieueHue

repexBaTa HapyLIMTEJIEeM YIIPaBICHUs HaJ OJHOM U3 IIpOorpaMm
B IpyMIe NPOrpaMM, UCHOJB3YIOUINX OOIIME TaHHbIE
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
35 131 |¥Yrpos3a noaMeHsl VYrpo3a 3akitoyaeTcsi B BO3SMOXXHOCTH OCYILIECTBICHUS Buemrnuit [Ipuknannoe
CyOBeKTa CeTeBOrO HapyIIUTEIeM HECAaHKITHOHUPOBAHHOTO JIOCTYIIA K 3alIUIIAEMbIM | HAPYIIUTEIb IPOrpaMMHOE
nocryma/ JAaHHBIM TIOJIb30BATENCH CETH WM MPOBEACHHS PA3TUYHbBIX CO CpeTHUM obecrnieueHue,
KIJ MOULICHHUYECKUX JTEUCTBUHI IIyTEM CKPBITHOM IOIMEHBI [IOTEHLIMAJIOM | CETEBOE
B OTMPABISEMBIX JUCKPEIUTHPYEMbBIM MOJIb30BATEIEM CETEBBIX IpPOrpaMMHOE
3arpocax CBeIeHUH 00 oTmpaBuTese coodmenns. JJanHyio yrpo3y obecrieyeHue,
MOKHO OXapaKTepU30BaTh KaK «IMHUTAIIUS JEHCTBUI cepBepay. ceTeBoi Tpaduk
Jlarnast yrpo3a 00ycaoBlieHa CIA00CTAMU TEXHOJIOTHIA CETEBOTO
B3aMMO/ICICTBUS, 3a4aCTyIO0 HE MO3BOJISIOIIMMHU BBHITIOTHUTH
MIPOBEPKY MOUTMHHOCTH UCTOYHUKA WH(OPMAIINH.
Peanu3arus 7aHHO# yrpo3bl BO3MOXHA MPHU YCIOBUH YCIICIITHOM
BbIIauX ce0s1 HApyIIUTEIEM 32 3aKOHHOTO OTIPABUTEIS
(HarmpuMep, ¢ MOMOUIBIO JIOKHBIX (PUITMHIOBBIX BEO-CaTOB).
KiroueBoe oTiim4me oT «yrpo3bl IMOAMEHBI COJIEPKIMOTO CETEBBIX
PECYPCOB» 3aKIFOYAETCsl B TOM, UTO B JAHHOM CJy4ae HapyIIUTeNb
HE U3MEHSET OPUTHHAIBHOTO COAEP)KUMOTO JIEKTPOHHOTO
pecypca (BeO-caiiTa, 3IeKTPOHHOTO TUChMa), a TOJIBKO CITy>KEOHbIE
CBEJICHUS
3.6 132 | Yrposa nomy4yeHus Yrpo3a 3akitouaeTcsl B BOSMOKHOCTH PACKPBITHS HapymuTeneM | BHemHui CereBoii y3em,
npeBapUTEeLHON 3alUIAEMBIX CBEICHUI O COCTOSHUY 3aIUIIEHHOCTH HApYIIUTEIh CeTeBOe
uH(pOopMaIuu TUCKPEIUTUPYEMOM CUCTEMBI, €€ KOHPUTYpallun CO CpeHUM IpOTrpaMMHOE
00 00BEKTE 3aIuThI/ Y MOTEHIUAIBHBIX YA3BUMOCTAX U JIp. IyTEM MPOBEIACHUS MOTEHITMAJIOM | o0ecredyeHue,
K MEpPOIPUATHI 10 cOOpy U aHATU3y JOCTYIMHOU WH(pOpMAIIUN ceTeBoi Tpaduk,
0 CHUCTEME. MIPHUKIIATHOE
JlanHast yrpo3a o0yciaoBleHa HATUYHEM YSI3BUMOCTEH B CETEBOM IPOrpaMMHOE
MIPOrPaMMHOM 00eCTIeUeHUH, TO3BOJISTIOIINAM TOTYYUTh CBEICHHSI obecrieyeHne
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1/

Howmep
yIpO3bI
B 0aHK
e YbU

HaumenoBanue
yrpo3bl/HapylIaeMoe
cBoiictBo b1
KOH(UIEHIINATBHOCTD
(K), nocrynnocts (),
1esoctHOCTS (1)

Copepxanuie yrpossl

Hcrounuk
yIpo3bl
(XapakTepucTuK
a ¥ MOTEHITHAI
HapYIITUTES)

OO0BeKT
BO3JICUCTBUA

2

3

4

5

0 KOH(Urypaluu OTAENIBbHBIX IPOrPaMM UM CUCTEMBI B LIEJIOM
(oTCyTCTBHE KOHTPOJISI BXOJHBIX JAHHBIX, HATMYUE OTKPBITHIX
CEeTEBbIX IIOPTOB, HENIPABUIIbHASI HACTPOUKA MOJIUTUK
0€30MacHOCTH H T.I1.).

Peanuzanus 1aHHON yrpo3bl BO3MOXKHA IIPH YCIOBUU NOTYYEHUS
nHGOpPMAINU O JUCKPEAUTUPYEMOM CUCTEME C TIOMOIIHIO

XOTs ObI OIHOTO U3 CJIEAYIOLIUX CIIOCOOOB U3YyUCHHUS
JTUCKPEIUTUPYEMON CUCTEMBI:

aHaJM3 peakluil CUCTEMbI Ha CETEBbIE (B T.4. CHHTAKCUYECKH
HEBEpHbIE WM HECTaHAaPTHBIE) 3aIIPOCHI K OTKPBITHIM B CUCTEME
CETEBBIM CEPBHUCAM, KOTOPBIE MOTYT CTaTh IPUYNHON BBI30BA
HeoOpabOoTaHHBIX UCKIIFOUEHUH C MOAPOOHBIMU COOOLIEHUSIMU
00 ommoOKax, coaepKalx 3alniaeMyo HHGopMaIuo

(0 TpaccupoBKe cTeKa, 0 KOHPUTypaluu CUCTEMBI, O MapUIpyTe
MIPOXOKJICHHSI CETEBBIX MTAKETOB);

aHanu3 peakuuii cucreMsl Ha cTpokoBble URI-3ampocsl

(B T.4. HeBepHBIe SQL-3ampockl, ajdbTepHATUBHBIE YTH JTOCTYIIA
K (paiinam).

JlaHHas yrpo3a OTJIM4aeTCsl OT YTpo3bl epexBaTa JaHHbBIX

U APYruX yrpo3 cOopa JaHHBIX TEM, YTO HAPYIIUTENb aKTUBHO
OIpaIIMBaeT JUCKPEAUTUPYEMYIO CUCTEMY, a HE IIPOCTO

3a Hell HaboaaeT

3.7

212

VYrpo3sa nepexsara
yIIpaBIICHUS
UH(POPMALIMOHHOM
CUCTEMO/

Yrpo3a 3aKiIr04aeTcs B BOSMOKHOCTH OCYILECTBIICHUS
HapyLINUTEIEM HECAHKITMOHUPOBAHHOIO JOCTYIIA K
MH(POPMAIMOHHBIM, TPOTPAMMHBIM

Y BBIUMCIIUTEIbHBIM pecypcaM HH()OPMAIIMOHHONW CUCTEMBI B

Buyrpennui
HapyIUTEIb
CO CPETHUM
MOTEHIAATIOM

Hndpactpykrypa
MH(OPMALIMOHHBIX

CHUCTEM

43




HaunmenoBanue

Hcrounuk
Howmep | yrpossl/Hapyuiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MoTeHIM Al
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6

KJILL pe3yJIbTaTe NOAMEHBI CPEJCTB LIEHTPAIUN30BAHHOIO YIIPaBJICHHUS
MH(POPMAIIMOHHOHN CUCTEMOM HITH €€ KOMITOHECHTAMH.
JlanHas yrpo3a oOyciioB/ieHa HAIUYHEM Y CPEJICTB
[EHTPAIIM30BAaHHOTO YIPABJICHUS IPOTPAMMHBIX HHTEp(]ErcoB
B3aUMOJICHCTBHUSI C IPYTMMHU CyObEKTaMU J10CTyMa (IpoLieccami,
[IpOrpaMMaMu) U, KaK CJI€JCTBUE, BOZMOKHOCTBIO
HECaHKLIMOHMPOBAHHOTO JJOCTYIA K JaHHBIM CPEJICTBAM
LEHTPAJIU30BAaHHOTO YIPABJIEHUS, a TAKXKE HELOCTATOYHOCTHIO
Mep 10 pa3srPaHUUEHUIO JOCTYIA K HUM.
Peanu3zanus 1aHHO# yrpo3bl BO3MOXHA MPU YCIOBUU HATUUUS
y HapyIlIUTEIs IIpaB Ha OCYIIECTBICHUE B3aUMOIEUCTBHS
CO CpEeJICTBaMU LIEHTPAIU30BAaHHOIO YIIPaBICHUS

4 YTrpo3bl YHUUTOXKEHUS, XUILIEHUS, MOAUpUKaluu nHGopMaluu, HocuTenel nHpopmaiuu, annaparibix cpeacts MC MAO
4.1 27 | Yrpo3a ucKaxeHus VYrpo3a 3akio4yaeTcss B BO3MOXKHOCTHU J1€3MH()OPMUPOBAHUS Baemnuit CucremHoe

BBOJMMON U BBIBOJUMOM |10JIb30BATENECH UM aBTOMAaTUYECKUX CUCTEM YIPABJICHUS IyTEM |HapYyLIUTENb IpOrpaMMHOE

Ha nepudepuiinble ITOJIMEHBI MJIM MCKAXKEHHSI HCXOIHBIX IaHHBIX, TIOCTYTIAIOINX C BBICOKUM o0ecrieyeHue,

ycTpoiicTBa OT JJaTYMKOB, KJIaBUATYPhl WM JIPYTUX YCTPONUCTB BBOAA MOTEHLIMAJIOM, | PUKIAIHOE

uHpopmanuu/ uH(pOpMaINH, a TAaKXKe MOIMEHbI MM UCKaKEHUs HH(pOpMaIny, BHyTpeHHnit IIPOrpaMMHOE

1 BBIBOJMMOI Ha MPUHTEP, NUCILIEH ONlepaTopa WIK Ha Ipyrue HapyLIUTEIb oOecrnieuyeHue,
nepudepuiinpie ycTpoiicTBa. C HU3KUM CETEeBOE
Jlannast yrpo3a o0ycioBiieHa claboCTIMU MEP aHTUBUPYCHOM MOTEHIIMAJIOM  |[IPOrpaMMHOE
3alUTBl U KOHTPOJI JOCTOBEPHOCTH BXOAHBIX U BBIXOJHBIX o0ecrieyeHue,
JTAaHHBIX, a TAKXKE OMIMOKaMHU, JOMYIIEHHBIMH B X0J1€ IPOBEICHHUS anmnaparHoe
CIEIMAJIbHBIX IIPOBEPOK aIINapaTHBIX CPEACTB BHIYUCIUTEIBHON o0ecrieueHue

TEXHHUKU.

44




HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
Peanu3anus 7aHHO# yrpo3bl BO3MOXHA MPU YCIOBUH HaTHUHUS
B JMCKPEAUTUPYEMOI HH(OPMAIIMOHHON CHCTEME BPEIOHOCHOTO
MIPOrpaMMHOTO o0ecrieueHus (Hanpumep, BUPTYaTbHBIX
JIpaiiBEpOB YCTPOMCTB) WM alMapaTHBIX 3aKIaJ0K
4.2 63 | Yrpo3a HEeKOppeKTHOTO | YTrpo3a 3aKII04aeTcss B BO3MOKHOCTH MCIIOJIb30BAHUS Buemnuit CucremHoe
UCTIOJIb30BaHUS JICKJIApUPOBAHHBIX BO3MOKHOCTEH MPOTPAMMHBIX H aIMIAPaTHBIX | HAPYITUTEIb POrpaMMHOE
dbyHKIIMOHATa CPEICTB OIpeIeTIeHHBIM (HeCTaHJapPTHBIM, HEKOPPEKTHBIM) CO CpeTHUM obecrieueHue,
IPOTPaMMHOTO CIIOCOOOM C LIENBIO IECTPYKTUBHOTO BO3CHCTBUS MOTEHINAJIOM, | TIPUKJIaTHOE
obecrnieueHus/ Ha THGOPMAITMOHHYIO CUCTEMY U 00pabaThIBaeMYIO BuyTpennuit IpPOrpaMMHOE
KL €10 HH(POPMAIIHIO. HapyIIUTETh obecrieueHue,
JlarHast yrpo3a cBsizaHa co C1a00CTSIMH MeXxaHU3Ma 00paboTKU CO CpeHUM CeTeBoe
JTAHHBIX H KOMaH], BBOJJUMBIX TIOJTb30BATEIISIMH. MOTEHINAJIOM | TIPOTPaMMHOE
Peanu3anus 7aHHO# yrpo3bl BO3MOXKHA B clTydae HATMYHS o0ecreyeHue,
Yy HApYIIUTEIS TOCTYTA K TIPOTPAaMMHBIM U allapaTHBIM MUKPOIIPOTPAMMHOE
CpeacTBam obecrnieueHue,
anrmaparHoe
o0ecrieueHue
4.3 111 | VYrposa nepenauu Yrpo3a 3akitouaeTcsi B BO3SMOKHOCTH OCYIIECTBICHUS Buemnuit CereBoit y3emn,
JAQHHBIX 110 CKPBITHIM HapYIIMTEJIEM HEIPAaBOMEPHOTO BBIBOJIA 3alIAIIIaeMON HApYIIUTEIh CeTeBOe
KaHajam/ nH(OPMAIIUY U3 CUCTEMBI TyTEM €€ HECTaHIapTHOTO CO CpeHUM IpOTrpaMMHOE
K (HEe3aMeTHOT0, CKPBITOTO) Pa3MEIICHHUS B JISTHTUMHO MOTEHINAJIOM, | 00ecIeueHue,
nepeiaBaeMbIX MO CEeTH (MU COXPaHAEMBIX Ha OTUYXIaeMbIe BuyTpennuit ceTeBoi Tpaduk
HOCHTEITN ) OTKPBITHIX JAHHBIX ITyTeM €€ MaCKUPOBAHHUS HapYIIATEITh
MOJ1 CITyeOHbIe MPOTOKOJIBI, COKPBITHS B TOTOKE JPYTUX JAHHBIX |CO CPEIHHUM
(creranorpadusi) u T.1I. MOTEHIMAJIOM
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HaunmenoBanue

Hcrounuk
Howmep | yrpossl/Hapyuiaemoe 031
Ne | yrpo3ssl cBoiictBo b1 yrp OOBexT
CopneprxaHue yrpo3sl (XapakTepUCTHK .
n/n | B 0aHK | KOH(UACHIIMAILHOCTD BO3JICHCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
JlaHHas yrpo3a 0o0ycioBJIeHa HEOCTATOYHOCTBIO MEp 3aIlUTHI
nH(POPMAIIUU OT YTEUKH, & TAKXKE KOHTPOJISI TOTOKOB JTaHHBIX.
Peanu3anus g1aHHON yrpo3bl BO3MOXKHA MIPU YCIOBUU HAJIMYUS
y HapyIIUTEIs IpaB B IUCKPEIUTHPYEMOM CUCTEME:!
YCTQHOBKH CHEIMATIM3UPOBAHHOTO IPOrPaMMHOI0 00ecredeHus,
peanu3yomero GyHKIIUN BHEPEHUS B MTAKETHI JAHHBIX,
(bopMHUpyEMBIX /7S Iepelaul B cUcTeMe, COOCTBEHHOM
nH(pOpMAIHH;
JIOCTyIa K KaHaJlaM [epeJauu JaHHbIX
4.4 117 | VYrposa nepexsara VYrpo3a 3akitouaeTcsi B BO3SMOYKHOCTH OCYIIIECTBIIEHUS Buemnuit CucremHoe
NPUBUJIIETUPOBAHHOTO | HApyLIUTEJIEM HECAaHKIIMOHMPOBAHHOTO JOCTYIA K MOTOKY HapyLIUTEIb IpOTrpaMMHOE
oTOKa/ JAHHBIX, CO3JAHHOTO MPHUIIOKEHUEM C JTOTIOJIHUTEITLHBIMHU CO CpeIHUM oOecrieyeHue,
KA NPUBUIIETUSAMH (K IPUBUIETUPOBAHHOMY IOTOKY JIaHHBIX) IyTEM  |OTEHLUMANIOM, |[PHUKIATHOE
CUHXPOHHOTO (BBI30B ITPUBWJIETUPOBAHHON (DYHKIIUH, Bryrpennuit [IpOrpaMMHOE
BO3Bpalllalollell HeMPaBUIbHOE 3HAUE€HUE) WIN AaCUHXPOHHOTO HapyLIUTEIb o0ecrieyeHue,
(cozmanne 0OpaTHBIX BHI30BOB, MAHUITYJIMPOBAHNE YKA3aTEIAMHA | CO CPETHUM CeTeBOe
U T.I1.) JECTPYKTUBHOI'O IPOTPAMMHOTO BO3IEWCTBUS HA HETO. MNOTEHIMAJIOM | IPOTrPaMMHOE
JlanHast yrpo3a 00ycIlioBlIeHa YsI3BUMOCTSIMH IPOTPaMMHOTO oOecrieueHne

obecrnedeHus, UCTIONB3YIOIIET0 B CBOEH padoTe y4acTKH KOJa,
HCIIOJIHACMOI'0 C JOMMOJTHUTCIIbHBIMU IIpaBaMH, HACJIICAYEMBIMU
CO3/1aBa€MbIMU MPUBUIETUPOBAHHBIMU TIOTOKAMU (HaJIH4YKE
OIMMOOYHBIX yKa3aTelieh, HEeKOPPEKTHOE OCBOOOKICHHE MTaMSITH
U T.IL.).

Peanm3arust JaHHOH yrpo3bl BO3MOXHA B CISTYIONTUX YCIOBUSIX:
B TUCKPEIUTUPYEMOM MPUIOKESHUH CYIECTBYIOT YYaCTKH KOJIa,
TpeOyroIIe NCIOJHEHUS C TpaBaMU, IPEBbIIIAIOIIMMY PaBa

46




HaunmenoBanue

Hcrounuk
Howmep | yrpossl/Hapyuiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MoTeHIM Al
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
OOBIYHBIX MOJIb30BATENCH;
HapyLIUTENIb 00J1a1aeT NPUBUIIETUAMH, TIO3BOJISIOLIUMU BHOCUTh
W3MEHEHHMsI BO BXOJIHBIE IaHHBIE IUCKPEIUTHPYEMOTO
PUIJIOKEHHUS
4.5 119 |VYrposa nepexBata ¥Yrpo3a 3aKkiI04aeTcsl B BO3MOXKHOCTU OCYILECTBICHUS Buemnuit CucremHoe

yIpaBiIeHUS HapyLIMTEIEM HECAHKIIMOHUPOBAHHOTO J10CTyIa HapyLIUTEIh IPOrpaMMHOE

TUIIEPBU30pPOM/ K HH(GOPMAIMOHHBIM, IPOTPAMMHBIM U BBIYMCIUTEIbHBIM CO CpeHUM obecreyeHue,

KL pecypcam, 3ape3epBUPOBAHHBIM U YIIPABJISAEMBIM THIIEPBU30POM, | IIOTEHLIHAIOM, |THIIEPBHU30D,
3a CYEeT MOJIy4YEHHUS HapYLIUTEIEeM IIpaBa yIpaBIeHUs Buytpennunit KOHCOJIb
TUIEPBU30POM ITyTEM IKCILTyaTalluH YSI3BUMOCTEN KOHCOIH HapyLIUTETh yIpaBIeHUS
YIIPaBJIEHHS TUIIEPBU30POM. CO CPEITHUM TUIIEPBU30POM
JlanHast yrpo3a o0ycioBlieHa HAIMYUEM Y KOHCOJIU YIIPaBIICHUS MOTEHIINAJIOM
TMIIEPBU30POM IIPOTPaMMHBIX HHTEP(EHCoB B3aMMOIEHCTBHS
C IpyrUMH cyObeKTaMM JocTyna (IIpoleccaMu, MporpaMMaMH )
U, KaK CJIEICTBHE, BO3MOKHOCTbIO HECAHKIIMOHUPOBAHHOTO
JIOCTyTa K JaHHOM KOHCOoJU (TIporpamMma ypoBHSI BUPTYyaIU3alun),
a TaK)Ke HEJOCTaTOYHOCTBIO MEp MO Pa3srpPaHUYEHUIO JOCTYIA
K JIaHHOW KOHCOJIH.
Peanu3zanus naHHOM yrpo3bl BO3MOXHA IPU YCIOBUM HAJIUYUs
y HapyLIUTENs IPaB Ha OCYILECTBICHNE B3aUMOCHCTBUS
C KOHCOJIBIO YIIPABJIEHUS THIIEPBU30POM

4.6 139 | ¥Yrpo3a npeogoncHus VYrpo3a 3akir04aeTcs B BO3MOKHOCTH OCYIIECTBICHUS Buemnuii Cepsep, pabouas

¢u3uUecKoil 3aUTh)/ | HApYHIMTENEeM MPAaKTUYECKH JTI0OBIX IeCTPYKTUBHBIX ACHCTBUI HapyLIUTEIh CTaHIIMsI, HOCUTEIb

KL B OTHOUIEHUH JUCKPEIUTUPYEMON NH(DOPMALIMOHHON CUCTEMBI CO CpPEIHUM nHpopmanuu,
IIPU MOJYYEHUU UM (PU3MYECKOro J0CTYyIa K arnapaTHbIM MOTEHLIMAJIOM | alIapaTHOe
CPEICTBaM BBIYUCIUTEIbHOW TEXHUKH CUCTEMBI TyTEM o0ecrnieuyeHne
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MoTeHIM Al
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
MIPEOIONICHUS] CUCTEMbI KOHTPOJISl (GU3UYECKOTO JIOCTYIIA,
OpPraHU30BaHHOM B 3[JaHUU MPEATIPUATHS.
JlanHast yrpo3a o0ycaoBlieHa YSA3BUMOCTSMHU B CUCTEME KOHTPOJIS
¢bu3nveckoro nocrymna (OTCYTCTBHEM 3aMKOB B IIOMEIIICHHH,
omuOKaMu TIEpCcoHaja | T.11.).
Peanusanus naHHOM yrpo3bl BO3MOXKHA IIPU YCIOBUU YCIIEIIHOTO
MIPUMEHEHUSI HApYIIUTENIEM JIF000T0 U3 METOJ0B MPOHUKHOBEHHUS
Ha 00beKT (0OMaH nepcoHasa, B3JIOM 3aMKOB U Jp.)
4.7 187 |¥Yrposa VYrpo3a 3akiouaeTcsi B BO3SMOXKHOCTH OCYILIECTBICHUS Buemnuit CpencTBo 3aluThl
HECaHKIMOHUPOBAHHOTO |HAPYLIMTEIEM HECAHKIIMOHUPOBAHHOI'O JOCTYIA K MPOTPAMMHOM | HAPYLIUTEIb uH(pOopMauu
BO3JEHCTBUS Cpeze ynpaBJIeHUs CPEICTBOM 3aLUThI UH(YOPMAIIMK U U3MEHEHHUS | CO CPETHUM
Ha CPEZCTBO 3aILUTHI pexumMa ero (yHKIMOHUPOBAHUS. MOTEHIIUAJIOM,
uHpopmanuu/ VYrpo3a 00yciaoBiIeHa HAIMYMEM Y CPEJCTB 3alUThl MHpopManuu | BHyTpeHHui
KALL IIPOTPaMMHOM CpeJIbl YIIPABICHUS U B3aUMOJCHCTBUSA HapyLIUTEIb
C MOJIb30BATENISIMUA CUCTEMBI. CO CPEITHUM
Peanu3zanus 1aHHOH yrpo3bl BO3MOXHA MPU YCIOBHUM MOJIYYE€HUSI | TOTEHIIMAJIOM
HapyIluTeNneM MpaB J0CcTyIa K IporpaMMHOMY HHTepdency
YIpaBJIE€HUS] CPEJCTBOM 3alUThl HHpOpMaLUu
4.8 193 | VYrposa yreuku VYrpo3a 3akioyaercsi B BO3SMOKHOCTH YTEUKH HH(POpMaluu Buemnuit WNndopmannonusie
uH(pOpMalK 3a CUET 3a CYeT MPUMEHEHHsSI BPEJJOHOCHBIM TPOrPaMMHBIM 00€CTIeYeHUEM | HApYLIUTEINb pecypchl, OOBEKTHI
IPUMEHEHUS ITOPUTMOB IIH(PpOBaHUA TpaduKa, CKPhIBAIOIIUX caM (pakT CO CPETHUM ¢aiinoBoil cucTembl
BPEIOHOCHBIM neperayu JaHHBIX. MOTEHIINAJIOM
POTPaMMHBIM JlaHHas y Tpo3a 00ycJIoBIeHA CIa0OCTIMH MEp 3alUThI
obecrieueHneM nH(pOpMalUY IPU XpaHEHUH, 00paboTKe U nepenaye
QITOPUTMOB MH(POPMAIMOHHBIX PECYPCOB.

mdpoBanus rpapuka/

Peanuzanust naHHOW yrpo3bl BO3MOYKHA:
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HaunmenoBanue

Hcrounuk
Howmep | yrpossl/Hapyuiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MoTeHIM Al
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
K IIPY YCJIOBUU YCIIEUIHOT'O BHEJPEHHUS B TUCKPEAUTUPYEMYIO
CHCTEMY YKa3aHHOTO BPEAOHOCHOTO ITPOrPaMMHOT0 00ecieueHHS;
IIPY OTCYTCTBUU WJIXA HEJOCTATOYHOU pean3alun
Mep MEXKCETEBOr0 SKPaHUPOBAHUS
4.9 198 | Yrposa ckpbITHOI ¥Yrpo3a 3aKkiIt04aeTcsl B BO3MOXKHOCTU CKPBITHOT'O CO3JaHMs Buemnuit Cucrema
perucrpanuu BHEJIPEHHOM BPEAOHOCHOM NPOrpaMMON YUYETHBIX 3alIUCEU HapyLIUTEIb yIIpaBICHUS
BPEIOHOCHON C MMpaBaMU aJIMMHHUCTPATOPA € LEJBIO MOCIEIYIOIIETO CO CPETHUM JOCTYIIOM,
IIPOrpaMMOM YUETHBIX  |HX MCIIOJIb30BaHMS JUIsl HECAHKIIMOHUPOBAHHOTO J10CTyIa MOTEHLIMAJIOM  |BCTPOEHHAas
3anucen K [10JIb30BaTEIbCKON MH(POPMALIMU U K HACTPOHKaM MPOrpaMMHOIO B OIIEPALIMOHHYIO
aJMMHHCTPATOPOB/ o0ecrnieuyeHuns, yCTaHOBJIEHHOTO Ha UHPUIIMPOBAHHOM CUCTEMY
L1 KOMIIBIOTEPE. KOMIIBIOTEpA
JlanHast yrpo3a 00ycI0BJI€Ha HEIOCTATOYHOCTHIO (mporpammHoOe
Mep 10 aHTUBUPYCHOM 3alIUTE, YTO MO3BOJISET BHIIIOJIHUTD obecrieueHue)
HEKOHTPOJIMPYEMBII 3aIIyCK BPEJOHOCHOTO IPOTPAMMHOI0
obecrnieyeHus (OTCYTCTBHE KOHTPOJIS pa3pelieHHOro
nporpaMMHoro obecneuenusi). Kpome toro, nanHas yrposa
00yCJI0BJI€Ha HEIOCTaTOYHOCTBIO MEp M0 pa3rpaHUUuCHHIO JOCTYIa
(KOHTPOJIb CO3/1aHUS YUETHBIX 3allUCEl MoIb30BaTeNeil).
Peanu3zanus 1aHHOHN yrpo3bl BO3MOXHA IIPU YCIOBUH,
YTO HA aTaKyeMOM KOMIIbIOTepe OTKpbIT RDP-niopT
4.10 217 | VYrposza ucronb30BaHUS | YTpo3a 3aKIH0YaeTCsl B BO3MOKHOCTH BHEJIPEHUS BpeAOHOCHOTO | BHyTpeHHwMi HNndopmanmonnas
CKOMIIPOMETHUPOBAHHOTO | KOJa B MHPOPMAIIMOHHYIO CUCTEMY 3a CUET HCIOJIb30BaHUS HapyLIUTETh cucrema, (anibl
JIOBEPEHHOT'0 UCTOYHHKA | CKOMIIPOMETUPOBAHHBIX JOBEPEHHBIX HCTOUHHUKOB OOHOBIICHHIH CO CpPEITHUM
0OHOBIICHUI MIPOTPAaMMHOTO 00€CTICUeHHUSI. MOTEHIIMATIOM
IIPOrPaMMHOT0 Peanu3zanus 1aHHON yrpo3bl BO3MOXHA IIPH UCTIOIb30BaHUU Buemnuit
obOecnieueHus/ HapyIIUTETh
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
KL CKOMIIPOMETHPOBAHHBIX TOBEPEHHBIX CEPBEPOB OOHOBICHUM CO CpeTHUM
POrPaMMHOTO 00ecrieueHUs MOTEHIHAIIOM
5 YTpo3bl, peanu3yemble C HCTO0Ib30BaHUEM HHTEPHET-TEXHOIOTHI
5.1 42 | VYrpo3a MexcaiToBOI VYrpo3a 3akiro4aercs B BO3MOKHOCTH OTIPABKU HAPYIIUTEIEM Buemnwnit CereBoii y3em,
MOJIJICNIKH 3ampoca/ JTUCKPEIUTUPYEMOMY TMOJIB30BATENIO CCHUIKH HA COJIePKaIUil HaPYIIUTETh CEeTeBOe
KALL BPEIOHOCHBIN KOJI BeO-pecypc, MpH Nepexoie Ha KOTOPHIH CO CpEIHUM MPOrpaMMHOE
ABTOMATHUYECKU OYAYT BBIMOJIHEHBI HEMPABOMEPHBIE BPEIOHOCHBIE |[TOTEHIIMAJIOM | 00OecledeHue
JICWCTBUS OT IMEHHU TUCKPETUTHPOBAHHOTO MOJB30BATEIS.
JlanHast yrpo3a o0ycioBlieHa yI3BUMOCTSIMH Opay3epoB, KOTOphIE
TTO3BOJISIFOT BBITTOJTHATE JACUCTBUS O€3 TTOTBEPIKICHUS
WM ayTEeHTU(DUKAIIUN CO CTOPOHBI TUCKPEAUTHPYEMOTO
MOJTE30BATEIIS.
Peanu3arust yrpo3sl BO3MOXKHA B clyuae,
€CITU TUCKPETUTHPYEMBIN TI0JIH30BATENb COXPAHSIET
ayTeHTU(UKAIMOHHYIO HH(OPMAIIHIO C TOMOIIBI0 Opay3epa
5.2 92 | VYrpoza VYTpo3a 3akio4yaeTcss B BO3MOKHOCTH TOIyYeHUS HapymuTeneM | BHenrHwiA Nudopmann
HECAHKIMOHUPOBAHHOTO |IPUBUJICTHI YIIPAaBIEHUS CUCTEMON MyTEM MCTIOIb30BaAHUS HAPYIIUTETh OHHAsl CUCTEMA,
YIAIEHHOTO yIaIEHHOTO BHEMOJIOCHOTO (TI0 HE3aBHCUMOMY C BBICOKHM ammaparHoe
BHEMOJIOCHOTO I0CTyna |BcroMoratenbHoMy kanainy TCP/IP) nocryma. MOTEHIMAJIOM | o0ecrieueHue

K allmmapaTHbIM
cpeacTBaM

JlaHHas yrpo3a 00yclIOBJIEHa HEBO3MOKHOCTBIO KOHTPOJIS

32 MEXaHU3MOM, PeAN3YIONIero GyHKINUN yAanE€HHOTO 10CTyIa
Ha aIrapaTHOM YPOBHE, Ha YPOBHE OIEPAllOHHON CUCTEMBI, a
TaK)K€ HE3aBUCUMOCTBIO OT COCTOSIHUS ITUTaHUS allllapaTHBIX
YCTPOWCTB,
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
T.K. JaHHBII MEXaHU3M IPEyCMaTPUBAET MPOLEAYPY YAAIEHHOTO
BKJTFOUCHHSI/BBIKITFOUEHHSI alllIapaTHBIX YCTPOMCTB.
Peanu3anus gaHHO# yrpo3bl BO3MOXHA B YCIOBHUSAX:
HAJIMYHSI B CUCTEME aIlapaTHOro 00eCTIeYeHHUs,
MO/IJICP>KMUBAIOIIETO TEXHOJIIOTHIO YAAIEHHOTO BHETIOJIOCHOTO
JOCTYTIA;
HaJIMYUs MOIKIIOUEHHUS CUCTEMBI K CETAM OOIIEro MoJIb30BaHuUs
(ceru UnTepHer)

5.3 190 |¥Yrposa BHeapeHus VYrpo3a 3akitoyaeTcsi B BO3SMOXXHOCTH OCYILIECTBICHUS Buemnuit CereBoe
BPEIOHOCHOTO KOJIa HapyIIUTEIEM BHEJPEHUS BPEIOHOCHOTO KO/Ia B KOMITBIOTEP HaApYIIUTETh IPOTPaMMHOE
3a CYET MOCEIEeHUs MI0JIb30BATEJIs IPH NMOCEUIEHNH 3apaXeHHbIX caiiToB. HapymuTens |co cpenHum o0ecrieueHue
3apakeHHBIX CalTOB BBISIBIISIET HanOO0JIEe TI0CEIIaeMbIe TI0JIh30BATENIEM CAWThL, 3aTEM | TIOTEHIIMAIOM
B cetu MHTepHeT/ WX B3JIaMbIBA€T U BHEJPSIET B HUX BPEIOHOCHBIN KoA. JlaHHas
KL yrpo3a o0ycioBiieHa cllaboCTIMU MEp aHTUBUPYCHOM 3aIlUTHI, a

TaKXe OTCYTCTBUEM IPABHJI MEKCETEBOI0 SKPAaHUPOBAHMUS.
Peanuzanus qaHHOW yrpo3bI BO3MOXKHA MIPH:
HEOrPaHUYEHHOM JIOCTYIIE MOJIb30BaTeNs B ceTh MIHTEpHET;
HAJIMYNM Y HAPYIIUTENS CBEICHUM O CalTax, MOCEIAeMbIX
M10JIb30BaTEIEM

5.4 197 | Yrpo3a xumieHus VYrpo3a 3akitoyaeTcsi B BO3SMOKHOCTH XMILEHUS C UCTIONIb30BaHueM | BHemHuit Nudopmanus,
ayTeHTU()UKAMOHHOM | BpeIOHOCHOI NMporpaMMbl ayTeHTU()UKATMOHHOW HHPOPMALIUU HapyLIUTEIb XpaHsIascs
uHpOpMaIUN MOJTb30BATENICH, X CUETOB, XPAHSIIEHCS BO BDEMEHHBIX (aifjlax | Cco CpeIHUM Ha KOMITBIOTEpPE
U3 BpeMEHHBIX (aityioB | COOKie, u nepenaun 3Toi HHGOpMALIUY HAPYLIUTENSIM Yepe3 MOTEHIMAJIOM | BO BPEMEHHBIX
cookie/ OTKPBITBIN daiimax
K RDP-nopr. (mporpammHoOe

o0ecrniedeHune)
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
JlanHast yrpo3a o0yciaoBlieHa HEIOCTaTOYHOCTHIO
Mep aHTHBHPYCHOMU 3aIUTHI, YTO MMO3BOJISIET BBHIIIOTHUTH
HEKOHTPOJIHMPYEMBIH 3aITyCK BPEJOHOCHOTO MPOTPAMMHOTO
oOecnieueHus (0OTCYTCTBHE KOHTPOJIS pa3peIIeHHOTO
MIPOTPAMMHOTO 00ECTICUCHHS ).
Kpowme Toro, nannas yrpo3a o0ycioBI€Ha HEIPHHATHEM
Mep 10 CTUPAHUIO OCTaTOYHOM MH(OPMALINK U3 BPEMEHHBIX
(aitioB (OYUCTKE BPEMEHHBIX (haiiyioB).
Peanu3anus 7aHHO# yrpo3bl BO3MOXKHA MPU YCIOBUU,
YTO HA aTaKyeMOM KOMIIbIOTepe OTKpbIT RDP-niopT
5.5 201 |VYrposza yredku VYrpo3a 3akioyaeTcss B BO3MOXKHOCTH YTEUKH MOJIb30BaTENbCKUX | BHenHMi AyTeHTH(PHUKAIIMOHH
MI0JTb30BATEIBCKIX JAHHBIX 32 CYET UCTIOJIh30BAHMUS PEATM30BaHHON B Opay3epax HaApYIIUTETh bIC JTAHHBIC
TTAHHBIX (GYHKIIMK aBTOMaTHYECKOT0 3all0JIHEHHE ()OPM aBTOPU3ALIH. CO CpeHUM 0JIb30BaTENs
MIPU UCTIOJIb30BAaHUH Peanuzarust nanHOM yrpo3sl 00yciioBlIieHa XpaHEHHEM B Opay3epax |[TOTEHIIMaaoM  |[(IporpaMMHOE
byHKIMI B OTKPBITOM BHJIE MT0JIb30BATEIbCKUX JAHHBIX, HCHOIb3YEMBIX oOecrieueHue)
ABTOMATHYECKOTO JUTSL aBTO3AIOTHEHHS ()OPM aBTOPU3ALINH.
3aI10JIHEHUS Peanuzanus 1aHHON yrpo3bl BO3MOXHA MIPU YCIOBHUH,
ayTeHTH()UKAIMOHHOW | 4TO MOJIb30BaTeINh HCIIONIB3YET Opay3ep, B KOTOPOM pealin3oBaHa U
uH(pOopMaIuu aKTUBUPOBaHA (YHKIMS aBTOMaTHYECKOTO 3al0JHEHUs (opM
B Opaysepe/ aBTOPH3ALUN
K
5.6 203 | VYrposza yreukn VYTrpo3a 3akio4yaeTcsi B BO3SMOKHOCTH XHIICHUS TaHHBIX Brytpennnii [Iporpammuoe
uHpopMaun C HEMOJIKIIIOYEHHBIX K ceTH MIHTepHeT KOMIIBIOTEPOB 3a CUET HapyLIUTEIb o0ecrieueHue
C HETIOIKITFOYECHHBIX KOMITPOMETAIIMH WX allapaTHbBIX JIEMEHTOB HIIH YCTPOHCTB CO CpeIHUM
K cetu HTEepHeT KOMMYTaIlMOHHOT'O 000py10BaHMs (Harnpumep, MOTEHIHAJIOM

KOMITHIOTEPOB/

MapuIpyTu3aTopoB), ocHameHHbiXx LED-nnaukaropamu, pukcanum
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MoTeHIM Al
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6

K MEpIaHUsI STUX UHIUKATOPOB U paciii(PpOBKU MOTYyUEHHBIX Buemnuit
pe3yJIbTaToB. HapyLIUTEIh
Peanu3anus ganHo# yrpo3sl 00yCIOBIEHA TEM, YTO CYHIECTBYET  |CO CPEAHHUM
BO3MO>KHOCTh HECAHKIIMOHUPOBAHHOI'O TIOJYYEHUS YIIPABIICHUS MOTEHLIMAJIOM
STUMH MHJIUKATOPaMU (C MOMOIIBIO CIICIHAIBHOMN MPOIINBKH
WJIM TIOBBIILIEHUS IPUBUJIETUN U BBITIOJHEHMS BPEJOHOCHOTO
KOJ1a), TO3BOJIAIOIIETO NepeaBaTh HHPOPMAIUIO TyTeM
ee npeoOpa3oBaHUs B OCIEI0BATEIbHOCTh CUTHAJIOB
WHJMKATOPOB KOMITBIOTEPOB M KOMMYTAI[HOHHOTO 000PYyI0BaHHUSI.
Peanu3zanus 1aHHON yrpo3bl BO3MOXHA MPU YCIOBUH,
YTO 3JI0YMBIIIUIEHHUKOM MOJy4YeH (PU3NYECKHM JOCTyI
K KOMIIPOMETHPYEMOMY KOMIIBIOTEPY WJIM KOMMYTAIIHOHHOMY
000pYZIOBaHUIO /1711 YCTAHOBKHU CPE/ICTBA BU3YaJIbHOI'O CheMa
curHanoB LED-unankatopos

6 YTpo3bl 10cTyMa, peajlu3yeMble B BUPTYaJlbHOW HHPPACTPYKTYpe
6.1 10 | VYrposa Beix0ga VYrpo3a 3akiro4aercs B BO3MOKHOCTH 3aIlycKa BPEIOHOCHOM Bryrpennuit Nudopmannonnas

Ipoluecca 3a Mpeaessl IporpamMmMoii coOCTBEHHOIO THIIEPBU30PA, GPYHKLIMOHUPYIOIIETO | HAPYLIUTENb CUCTEMA, CETEBOU

BUPTYaJIbHON MAIIUHbI / |10 YPOBHIO JIOTUYECKOTO B3aUMOJICHCTBUS HIKE CO CpEeTHUM y3€I1, HOCUTEIb

KL KOMITPOMETUPYEMOTO TUIIEPBU30PA. MOTEeHIIUAJIOM; |WH(OpMAILINH,
JlanHas yrpo3a o0ycCiIOBJIeHa YI3BUMOCTSIMU TTPOTPAMMHOTO BHEIIHUH 00BeKTHI (paitioBoOM
o0ecreyeHrs: TUIIEPBU30Pa, PEATHU3YIOMIETO (YHKIIHIO HapyLIUTEIh CHUCTEMBI, YUETHBIE
M30JIMPOBAHHON IPOrpPaMMHOM cpenibl 11 GQYHKIIMOHUPYIOIIUX B | CO CPEAHUM JTaHHbBIE
HEel Tporpamm, a TakKe ClIadoCTIMU WHCTPYKIIUI anmapaTHOM MOTEHIMAJIOM | OJIb30BaTels,

MOAJIEPKKH BUPTYyaIN3allii Ha YpOBHE IpolLieccopa.
Peanu3zanus naHHOM yrpo3bl IPUBOAUT HE TOJIBKO
K KOMIIPOMETAIIMU TUIIEPBU30pa, HO U 3alyIIEHHBIX B CO3aHHOMN

00pa3 BUPTyaIbHOMI
MaluHbI
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MOTEHITHAI
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
UM BUPTYaAJIbHOU Cpe/ie CPEACTB 3allUTHI, a, CIIE0BATEIbHO, K UX
HECTIOCOOHOCTH BBITTOJHATH (DYHKIIUU O€30MMaCHOCTH B OTHOIIICHUU
BPEJIOHOCHBIX MPOrpaMM, (HYHKIIMOHUPYIOIIUX MO YIPaBICHUEM
COOCTBEHHOTO THIIEPBH30PA
6.2 44 | VYrposa HapylIeHHs VYrpo3a 3akitoyaeTcsi B BO3SMOKHOCTU HapylleHus 6e3omacHOCTH | BHyTpenHumii Bupryanpnas
U30JISIIAH OJIB30BATEIBCKUX JTAHHBIX TPOTrpamMM, PYHKITHOHUPYIOITIX HapYIIATEITh MaIlfHAa,
MOJIb30BATEIBCKUX BHYTPHU BUPTYaJIbHON MAIIMHBI, BPEJOHOCHBIM ITPOrPAMMHBIM CO CpeTHUM TUIEPBU30P
JTAHHBIX BHYTPH obecrnieueHreM, GyHKITMOHUPYIOIIUM BHE BUPTYAIbHON MAIlIMHBL. | TOTCHIIMATIOM;
BUPTyanbHOU MamuHbl/ | JlaHHast yrpo3a 00yciaoBlieHa HATUYMEM YS3BUMOCTEH BHEITHHH
KALL MIPOTPaMMHOTO 00€CTIeUeHUsI TUTIEPBU30pa, 00ECIIEYNBAIOIIETO HAPYILIUTEID
W30JIMPOBAHHOCTH JPECHOTO MPOCTPAHCTBA, UCTIOIB3YEMOTO Ul | CO CPEAHUM
XpaHEHUS T0JIb30BaTEIBCKUX JaHHBIX MPOTPAMM, MTOTCHIIMAJIOM
(G YHKIIMOHUPYIOIIUX BHYTPH BUPTYaIbHOM MaIIHHBI,
OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA CO CTOPOHBI BPEIOHOCHOTO
MPOrPaMMHOTO o0ecrieueHusi, PyHKIIMOHUPYIOLIETO
BHE BUPTYaIbHOW MAIIHHEI.
Peanu3arust JaHHO# Yyrpo3bl BO3MOXHA MPU YCIOBUH YCIEIIIHOTO
MIPEOI0JICHUS BPEIOHOCHBIM ITPOTPAMMHBIM KOJIOM T'PAHHMII
BUPTYaJIbHOW MAIIMHBI HE TOJILKO 33 CYET IKCILTyaTaIlluu
VSI3BHUMOCTEH TUTIEPBU30pa, HO U IIyTEM OCYIIECTBICHHUS TAKOTO
BO3JICHCTBUS ¢ OoJiee HU3KUX (110 OTHOIICHHUIO K TUIIEPBU30DPY)
ypoBHEH (YHKITMOHHPOBAHHS CHCTEMBI
6.3 48 | VYrposa HapylieHHs Yrpo3a 3akitouaeTcsi B BO3SMOXKHOCTH OCYIIIECTBICHUS BuyTpennuit O0pa3 BUpTyanbHOI
TEXHOJIOTHH 00Pa0OTKH | IECTPYKTUBHOTO MPOTPAMMHOTO BO3JICHCTBUS HapYIIATEITh MaIIWHBI, CETEBON
uH(pOpMaIIUU TyTEM Ha JUCKPETUTHPYEMYIO CUCTEMY WIIH OMTOCPEAOBAHHOTO C HU3KHM y3€ll, CETEeBOE
HECAHKITMOHMPOBAHHOTO | IECTPYKTUBHOTO MPOTPAMMHOTO BO3JICHCTBUS Yepe3 MMOTCHIIMAJIOM;, | TPOrPaMMHOE
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MoTeHIM Al
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
BHECEHUS N3MEHEHUI Hee Ha IPYTHe CUCTEMBI ITyTeM OCYIIECTBICHUS BHEITHHH obecrnieueHue,
B 00pa3bl BUPTYAIBHBIX | HECAHKIIMOHUPOBAHHOTO JAOCTYNA K 00pa3aM BHPTYaIbHBIX HApYIIUTEIh BUpPTYyaJIbHAs
MaIH/ MaIlIHH. CO CpeTHUM MalInHa
KALL Jarnast yrpo3a 00ycoBIIeHa CIA00CTIMU MEP pa3rpaHUYCHUS MOTEHILIMAJIOM
J0CTyMa K 00pa3aM BUPTYaJbHBIX MAIlIWH, PeaTu30BaHHBIX
B [IPOrPaMMHOM OOECIIEUEHUN BUPTYaJIU3alUH.
Peanu3anus 7aHHOI Yyrpo3bl MOKET IPUBECTH:
K HapyIIEHUIO KOH(OUACHIINAILHOCTH 3aIIUIIaeMOl HHPOpPMAIINH,
o0OpabaTeiBaeMOM C MOMOIIBIO BUPTYaIbHBIX MAIlIUH, CO3/IaHHBIX
Ha OCHOBE HECAHKI[MOHUPOBAHHO U3MEHEHHBIX 00pa30B;
K HapyIIEHHIO LIEJIOCTHOCTU MPOTrpaMM, YCTAaHOBJIEHHBIX
Ha BUPTYAJIbHBIX MalIMHAX;
K HapyIIEHHIO JIOCTYITHOCTH PECYPCOB BUPTYaJIbHBIX MaIlIHH;
K CO3J]aHUI0 OOTHETA IyTeM BHEJIPEHUSI BPEJOHOCHOTO
IIPOrpaMMHOTr0 obecreueHus: B 00pa3bl BUPTYaJIbHBIX MAIlIKH,
HCI0JIb3YEMBIE B KaU€CTBE 111a0JI0HOB (3TaJIOHHBIE 00pa3bl)
6.4 73 | Yrposa ¥Yrpo3a 3aki1ro4aeTcsi B BO3MOKHOCTH U3MEHEHUS BPEIOHOCHBIMY | BHyTpeHHMI CereBoe
HECaHKIIMOHMPOBAHHOIO |[IPOrpaMMaMi aJITOPUTMa pabOThI MPOrPaMMHOI0 00eCTIeYeHUs HapyLIUTETh o0opyoBaHue,
JIOCTYTIA K aKTUBHOMY | CET€BOTr0 00OPYA0BaHUS U (WJIN) MapaMeTPOB €ro HaCTPOUKH CO CpeHUM MHUKPOIPOTPaMMHOE
U (W) TAaCCHBHOMY MyTeM SKCIUTyaTalluu yA3BUMOCTEN IPOrpaMMHOTO noTeHuuaiaoM; |obecredyeHue,
BUPTYaIbHOMY U (MIM) MUKPOIPOTPaMMHOTO 00€eCTIeYeHHsl yKa3aHHOTO BHEUTHUM CETEBOE
U (unu) gusndeckoMy | 000pyAOBaHUS. HapyILIUTEIb MIPOrpaMMHOE
CETEBOMY JlanHas yrpo3a 00ycioBlieHa OTPaHUYEHHOCTbIO CO CpPEITHUM o0ecrieyeHue,
000pyI0BaHHIO (b YHKIIMOHATIBHBIX BO3MOXKHOCTEH (HATHMYHUEM CITa00CTei) MOTEHIIMAJIOM | BUPTyaJIbHbIE
U3 GU3NIECKOil aKTUBHOTO M (MJIN) MTACCUBHOT'O BUPTYaJIbHOTO yCTpoiicTBa

U (111) GU3NYECKOro CETEBOro 000pYy10BaHUS!, BXOASILETO
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HaunmenoBanue

Hctounuk
Homep | yrpo3ssi/Hapyiiaemoe 031
No | yrpo3ssl cBoiictBo bU yrp OOBekT
Copepxanuie yrpossl (XapaKTepucTuK .
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD BO3JICUCTBUS
a ¥ MOTEHITHAI
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
U (UK) BUPTYaIbHOM B COCTaB BUPTYaJbHOU UH(PACTPYKTYPBI, HATUYUEM
cetn/ y JAaHHOTO 000pYI0BaHMs (PUKCUPOBAHHOTO CETEBOTO aJIpeca.
KL Peanu3anus ganHO# yrpo3bl BO3MOXHA MPU YCIOBUH HaJIHUHUs
YSI3BUMOCTEH B MPOTPAMMHOM U (HJTH) MUKPOTIPOTPAMMHOM
o0ecrevyeHnr CETeBOro 000pyA0BaHUS
6.5 76 | Yrposa VYrpo3a 3akiiro4aeTcs B BO3MOKHOCTH NPUBEACHUS HapymuresieM | BHemHui I'uniepuzop

HECAHKIMOHUPOBAHHOTO |BCeH (eclu TUIIEPBU30P — OMH) UM YaCTH (€CJIU UCTIONIB3YEeTCs HapYIIUTETh
JOCTYTIA K TUTIEPBU30PY | HECKOJIBKO B3aUMOJICHCTBYIOIINX MEXKTy COOOH THIIEPBU30POB) CO CpEeTHUM
U3 BUPTYaIbHOU BUPTYaJIbHOU HH(PACTPYKTYPHI B COCTOSIHUE «OTKa3 B MOTEHIIUAJIOM,
MaITHHBI 00CITyKUBaHUMY TTyTEM OCYIIIECTBICHUS AECTPYKTUBHOTO BHYTpEHHUH
U (unu) Gusndeckon MIPOrPaMMHOTO BO3/AEHCTBUS HapYIIUTETh
cetn/ Ha THIIEPBU30P U3 3aIYIICHHBIX B CO3JJaHHOW UM BUPTYaJIbHOM CO CpeTHUM
A cpelie BUPTYaJIbHBIX MaIINH, UM OCYIIECTBICHUS BO3ICHCTBUS Ha |TOTEHIIMATIOM

TUIEPBU30p Yepe3 ero NOAKIYEHHE K PU3NUECKON
BBIUUCIIUTENILHON CETH.

JlanHast yrpo3a 00ycioBlieHa HATMYMEM MHOXKECTBA
pa3Ho00pa3HbIX HHTEP(EiCOB B3aUMOJCHCTBUS MEXKITY
TUIEPBU30POM U BUPTYaJIIbHON MaIIMHON U (W1K) pU3NYecKOn
CeThI0, YA3BUMOCTSIMU TMIIEPBU30PA, A TAKKE YA3BUMOCTIMHU
MPOTPAaMMHBIX CPEICTB U OTPaHHYEHHOCTHIO (PYHKITMOHATBHBIX
BO3MOKHOCTEH anmapaTHBIX CPEJCTB, UCTIONb3YEMBIX JUIS
obecrieueHus ero paboToCIOCOOHOCTH.

Peanu3zanus naHHON yrpo3bl BO3MOXHA B OJHOM U3 CIEIYIOIINX
CIIy4aeB:
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HaunmenoBanue

Hctounuk
Homep | yrpo3ssi/Hapyiiaemoe 031
No | yrpo3ssl cBoiictBo bU yrp OOBekT
Copepxanuie yrpossl (XapaKTepucTuK .
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD BO3JICUCTBUS
a ¥ MOTEHITHAI
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
HaJIW4Yue y HApYIIUTENs IPUBHIETHiA, JOCTATOUHBIX
JUTSL OCYIIECTBIICHUS JCCTPYKTUBHOTO IMMPOTPAMMHOTO BO3JICHCTBHS
13 BUPTYaJbHBIX MAILIWH;
HaJIM4YMe y THIIEPBU30pa aKTHBHOTO HHTEpdeiica B3auMOICHCTBHS
¢ (U3NYECKOM BHIYMCIUTENHLHOMN CEThIO
6.6 77 | Yrpoza VYrpo3a 3aKi1r04aeTcs B BO3MOKHOCTH HapYLIEHUS] BPEAOHOCHOM Buemnuii Cepgsep, pabouas
HECaHKIIMOHUPOBAHHOTO |IPOrpaMMOi, PYHKIIMOHUPYIOIEH BHYTPU BUPTYaTbHON MAIlIMHBI, | HAPYLITUTEIb CTaHIIHS,
JOCTYyTIA K IaHHBIM IIEJIOCTHOCTH MIPOTPaMMHOTO KOJIa CBOCH U (WJTH) IPYTHX CO CpEeTHUM BUPTYaJIbHAS
3a mpeenamMu BUPTYaJIbHBIX MAlIUH, PYHKIIMOHUPYIOUIUX OJ1 yIIPABICHHEM MOTEHIIMAJIOM, |MaIlHlHA,
3ape3epBUPOBAHHOTO TOTO K€ THIIEPBU30PA, a TAK)KE U3MEHECHHS ITapaMeTpoB ee (¥1X) BHYTpEHHUH TUTICPBH30D,
aJIPEeCcHOT0 HACTPOMKH. HapYIIUTETh MAaIIMHHBIN
MIPOCTPAHCTBA, B TOM Jannas yrpo3a 00ycaoBlieHa HAUTHIHEM c1a00CTel MPOrpaMMHOTO | CO CPEIHUM HOCHTEITh
YrcIie BBIIEICHHOTO 0/ | 00ecredeHns THIIEpBU30pa, 00eCTIeYMBAIONIET0 H30JIMPOBAHHOCTh |MOTEHIIMAIOM | MH(OpManuu,
BUPTYaIbHOE aJIPECHOTO MPOCTPAHCTBA, UCIIOJIBE3YEMOTO ISl XPAHCHHUS HE MeTaIaHHbIC
anmaparHoe TOJILKO 3alUIIaeMOoi HH(pOpPMAIK U TPOTPAMMHOTO KO/1a
obecrnieuenue/ o0pabaThIBarONIUX €€ MPOTrpaMM, HO M IIPOTPAMMHOTO KOJa,
AL pealn3yIolIero BUpTyalbHOE anmnapaTHoe obecredueHme

(BUpTyanbHBIE YCTpOMCTBA 00paOOTKH, XpaHEHHUS U TIepeIaun
JTAaHHBIX ),

OT HECAHKIIMOHUPOBAHHOIO JIOCTYTIA CO CTOPOHBI BPEIOHOCHOU
porpamMmsl, (PYHKIIMOHUPYIOIIEH BHYTPH BUPTYaTbHON MAaIIMHBI.
Peanusanus naHHOM yrpo3sl BO3MOYXKHA IIPH YCIOBUU YCIIEIIHOTO
OCYLIECTBJICHUSI HECAHKIUOHUPOBAHHOT'O TOCTYIIA CO CTOPOHBI
BPEOHOCHOM MpOorpaMMbl, (HYHKIIMOHUPYIOLIEH BHYTPU
BUPTYyaJIbHOW MAIIMHBI, K TaHHBIM, XpaHALIMMCs 3a IpeesiaMu
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ MoTeHIM Al
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
3ape3epBUPOBAHHOTO MOJ] MOJIH30BATENLCKHUE JaHHBIE aIPECHOTO
IIPOCTPAHCTBA JAHHON BUPTYaJIbHON MalIUHBI
6.7 80 |VYrpoza VYrpo3a 3akitoyaeTcsi B BO3SMOXKHOCTHU yAICHHOTO OCYIIecTBIeHUs | BHemHui Buprtyanbubie
HECaHKIMOHUPOBAHHOIO | HAPYILIMTEIEM HECAHKIMOHUPOBAHHOI'O JOCTYIA K BUPTYalIbHBIM | HAPYLIUTEIb yCTpoOiicTBa
JOCTYTA K 3aIIMIIAEMbIM | yCTPOICTBaM U3 BUPTYaAJIbHOM U (WiH) (PU3HUECKOM CeTH C CO CpeHUM XpaHeHwus,
BUPTYaTbHBIM MTOMOIIIBIO PA3JIMYHBIX CETEBBIX TEXHOJIOTHH, HCIIONB3YEMbIX JUISl | TTIOTEHIMAIOM, |00paboTKH
yCcTpoiicTBam OCYIIIECTBICHUS OOMEHA TaHHBIMH B CUCTEME, TIOCTPOCHHOM C BHYTpPEHHUI U Tiepeiaun JaHHbBIX
U3 BUPTYalbHOU HCII0JIb30BAHUEM TEXHOJIOTUN BUPTYyaIU3a1H. HapyLIUTETh
U (unu) Gusndeckon JlanHast yrpo3a o0ycioBlieHa HATMYHEeM cIaboCcTeil B ceTeBbIX CO CpeTHUM
cetu/ MIPOrpaMMHBIX HHTEp(delicax runepBU30pOB, NPEAHAZHAYEHHBIX MOTEHIINAJIOM
KL JUISL YAAJIEHHOTO YIIPaBIEHUS COCTaBOM U KOH(UTYypaIieit
BUPTYaJIbHBIX YCTPONCTB, CO3/IaHHBIX (CO3/1aBAE€MBIX) TaHHBIMH
TUNIEPBU30PAMHU.
Peanu3zanus gaHHOM yrpo3bl BO3MOXHA MPU YCIOBUU HATUYUS
y HapyIIUTeNs MPUBUIETHI TOCTATOUYHBIX JUIS OCYIIIECTBICHUS
oOMeHa JIaHHBIMH B CHCTEME, IOCTPOECHHON € UCHOIb30BAaHUEM
TEXHOJIOTHI BUPTYyaIn3aluu
6.8 85 |VYrpoza VYrpo3a 3akiro4aercs B BO3MOKHOCTH HapyILIEHUs Buemnwuit Hocurens
HECAHKIMOHUPOBAHHOTO | KOH(UIEHIIMATLHOCTH HH(OPMAIIUHU, COAEpIKaIIelcs B HAPYIIUTETh uH(pOopMaIuy,
JIOCTyNa K XpaHUMOM pacrpeieNieHHbIX (aiinax, coaepKaliux 3alnuiaeMyro CO CpETHUM 00BeKTHI (paitioBoOM
B BUPTYAIbHOM nH(OPMAIIHIO, TYyTEM BOCCTAHOBJICHHSI IAHHBIX PACIIPEICICHHBIX |MMOTCHIIMAIOM, |CHCTEMBI
MIPOCTPAHCTBE (haitIoB U3 UX MHOXECTBA OTAEIbHBIX (ParMeHTOB BHYTpEHHUH
3aluuaeMon C TMOMOIIBIO TPOrPAMMHOT0 o0ecredeHus: 1 UHHOPMaIIHOHHBIX HaPYIIUTETh
uHpopmanun/ TEXHOJIOTHH 10 00paboTKe pacnpeneieHHO HHPOPMAIIHH. CO CpeIHUM
K JlaHHas yrpo3a 0o0yclioBlieHa TE€M, YTO B CBSI3U C IPUMEHEHHEM MOTEHLIMAJIOM

MHOKECTBA TEXHOJIOTHI BUPTYyaJIM3alun, MpEeaAHa3HAYCHHBIX
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
JUIs paboThI C TaHHBIMHU (pacnpeaeNeHUue TaHHbIX BHYTPH
BHPTYaITbHBIX
Y JIOTHYECKUX JHUCKOB, pacIpe/ie]ieHHe JaHHBIX MKy TaKUMU
JIMICKaMH, pacrpeesIeHUe JaHHBIX MEeXIY (pU3HuecKuMu U
BUPTYaJIbHBIMU HAKOMHUTENISIMU €IMHOTO JUCKOBOTO IPOCTPAHCTBA,
BBIJICJIEHUE 00J1acTel IMCKOBOTO MPOCTPAHCTBA B BUJIE OTACIBHBIX
JIICKOB U JIp.), IPAaKTUYECKHU BCe (pailiibl XpaHSITCs B BUJIE
MHOYKECTBA OTICIBHBIX CErMEHTOB.
Peanu3anus 7aHHO# Yyrpo3bl BO3MOXKHA MPU YCIOBUU
HEI0CTaTOYHOCTH MJIH OTCYTCTBUS MEp 110 00ECTIEYCHHUIO
KOH(UIEHINATbHOCTH WH(OPMALIUY, XPaHSIIEeNHCcs Ha OTJEIbHBIX
HaAKOTIHTEJSAX
6.9 120 |VYrpo3a nepexBaTa VYrpo3a 3akiroyaeTcss B BO3SMOKHOCTH OCYILECTBICHHS Buemnuit WNndpopmanronnas

yIIpaBJICHUS CPENIOH HapYyIIUTENIEM HECAaHKIIHOHUPOBAHHOTO JIOCTYTIA HApYIIUTETh cucTeMa, CHCTEMHOE

BUPTYaIu3auu/ K UH(OPMAIIMOHHBIM, TPOrPAMMHBIM CO CpeHUM IpOTrpaMMHOE

KALL Y BBIYUCIIUTEIIBHBIM PECYpPCaM, 3ape3€pPBUPOBAHHBIM U MOTEHLIMAJIOM, |oOecredeHue
yIIpaBJIIEMbIM BCEMH 'MIIEPBU30PAMH, PEATU3YIOLIUMHU CPETY BHYTPEHHUI
BUPTYyaJIU3aIiH, HaApYIIUTETh
3a CUET MOJIy4YEHUS HapyILIUTeJIeM IIpaBa yrpaBleHUs CO CpeHUM
STHMH THIIEPBU30PAMH ITyTEM IKCIUTyaTalluy ysI3BUMOCTEH MOTEHINAJIOM

KOHCOJIIM CPEJICTBA YIPABIICHUS BUPTYATbHONH HHPPACTPYKTYPOH.
JlanHas yrpo3a o0ycIOBJICHa HATMYUEM Yy KOHCOJIU CPEJICTBA
yIpaBIeHUS BUPTYaTbHON HHPPACTPYKTYpOii, pean3yeMoro

B paMKax OJHOU

W3 BUPTYaJbHBIX MAIlIMH, TPOTPAaMMHBIX HHTEP(EHCOB
B3aMMO/ICHCTBUS
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe 031
No | yrpo3ssl cBoiictBo bU yrp OOBekT
Copepxanuie yrpossl (XapaKTepucTuK .
n/n | B 0aHK | KOH(UACHIIMAILHOCTD BO3JICHCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
C IpYrUMH cyObeKTaMH JocTyna (IpoleccaMu, NporpaMMaMH) U,
KaK CJIEJICTBHE, BO3SMOXHOCTHIO HECAaHKIIHOHUPOBAHHOTO JTOCTYIIA
K JAaHHOW KOHCOJIH (TIpOrpaMMa YpOBHS YIIPaBJICHUS
BUPTYaJIU3aIMH), & TAKXKE HEJOCTATOYHOCTHIO MEp 110
pa3rpaHUYeHHIO JOCTYIA K JAHHONH KOHCOJIH.
Peanuzanus JaHHON yrpo3bl BO3MOXKHA MTPH YCIOBUU HATTMYHUS
y HapyILIUTels MpaB Ha OCYIIECTBICHUE B3aUMOICHCTBUS
C KOHCOJIBIO CPE/ICTBA YIPABICHUS BUPTYaJIbHON
HH(PaCTPYKTypoi
7 YTpo3bl HCTIONIE30BaHMSI MOOMIJIBHBIX TEXHHUECKUX CPEICTB
7.1 184 |VYrposa arperupoBaHusi | Yrpo3a 3aKIH04aeTCs B BO3MOXXHOCTH OCYILECTBIICHUS BHyTpeHHni MoGunbHoe

JTaHHBIX, HapyuuTeaeM coopa u aHanu3a nHdopmaiuu, oopadbaTbiBaeMoi ¢ | HApYIIUTETh YCTPOMCTBO

00pabaTbIBaeMBbIX € MIOMOIIIbI0 MOOMIIBHOTO YCTPOMCTBA, 32 CUET UCIOIb30BAHUS CO CpeHUM

MOMOIIIBI0 MOOWIJIBHOTO | CHIEIIMATBHOTO MPOTPaMMHOT0 00€CTIeYeHNs, BCTPAUBAEMOTO MOTEHIHAJIOM

ycTpoiicTBa/
K

MI0JIb30BaTEIeM B CUCTEMHOE IPOrpaMMHOE oOecrieueHue
MOOUJIBHOTO YCTPOMCTBa, a TAaKXKe BCTPAUBAEMOr0 B MOOMIJIbHbBIE
IIPOrpaMMBl 110/1 BUIOM MPOTrPaMMHOMN IIIATHOPMBbI

JUISL KX pa3pabOTKU APYTMMU KOMIAHUSIMHU.

JlanHas yrpo3a o0ycioBiieHa HATUYHEM B MOOMIIBHOM yCTpOICTBE
MHO>KECTBA KaHAJIOB Mepelayl JaHHBIX, a TAK)KE CII0)KHOCTBIO
KOHTPOJISl TOTOKOB MH(OPMAIIUHN B TAKOM YCTPOMCTBE.
Peanu3zanus 1aHHOH yrpo3bl BO3MOXHA MPU YCIOBUU
WCIOJIb30BAHUS MOOMIIBHBIX YCTPONCTB MOJIb30BaTensiMu. B
KauecTBe coOMpaeMoil HHPOpMAaIK MOTYT BBICTYTATh:
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HaunmenoBanue

HcTounuk
Howmep | yrpossl/Hapyuiaemoe
Ne | yrpo3ssl cBoiictBo b1 YIPOsHl OOBexT
n/m | B 0aHK | KOH(PHUACHIMATHHOCTD Conepxanie yrpossi (xapaiTepucTuK BO3JICUCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
NEePCOHAJIbHbBIC JaHHbIE [10JIb30BATENS U KOHTAKTUPYIOIIUX
C HUM JIUII (T10J1, BO3PACT, PEIUTHO3HBIE U TIOJIUTUIESCKUE B3TIISIBI
¥ 71p.);
nH(MOpMAILIHS OTPAHUYCHHOTO JTOCTyTa (UCTOpHs Opay3epa, CITUCOK
KOHTAKTOB I0JIb30BAaTeJIs, HICTOPUS 3BOHKOB U JIp.);
JaHHbIE 00 OKpY’Karollel cpee (TeKyIlee MECTOIOI0KEHHE
MOOMJIBHOTO YCTPOMCTBA, MapLIPyThl JBM)KEHUS, HATUYHE
OeCIpOBOHBIX ceTei
B paJyce JI0CTyIa);
BUJICOIAHHBIC, CHUMAeMbI€ BHICOKAMEPaMH MOOMIIBHOTO
YCTPOMCTBA;
ayJIMoJaHHbIe, CHUMaeMble MUKPO(OHOM yCTpOiicTBa
7.2 194 | VYrposa VYrpo3a 3aKkiIt04aeTcsl B BO3MOXHOCTU CHATHS HAPYLIUTEIEM Baemnuit MoGunbHoe
HECAHKIIMOHUPOBAHHOTO |TIPEIYCTAHOBICHHBIX MIPOU3BOIUTEIEM OTPaHUICHUI HApYIIUTETh YCTPOHCTBO
UCTIOJIb30BaHUS Ha KOH(UTYpUpOBaHUE MPUBUICTUPOBAHHBIX (DYHKIIMIA C BBICOKUM
NPUBUJIETUPOBAHHBIX MOOMIJIBHOTO ycTpoicTBa. JlanHas yrpo3a o0ycloBieHa HAIMYHEM | TIOTSHIIAAIOM
(GyHKLIMH MOOMIIBHOTO | yAI3BUMOCTEH
yCTpOHCTBA B OTIEPALMOHHBIX CHCTEMaX MOOHMIBHOTO YCTPOMCTBA,
MO3BOJISIOIIMX MOJIYYUTh JOCTYI K HACTPOHKaM
MPUBHJICTUPOBAHHBIX ()yHKIIHH.
Peanuzanus 1aHHON yrpo3bl BO3MOKHA MTPH MOTyYSHUN
HapYIIUTENIEM JTOCTYNa K MOOMIBHOMY YCTPOUCTBY
7.3 196 | Yrposa koHTpONA VYTrpo3a 3aKiI04aeTcsl B BO3MOKHOCTH MCIIOJIb30BaHUS Buemnuit MoGunbHoe
BPEJOHOCHOM BPEIOHOCHOM ITPOTpamMMBl JIJIs1 KOHTPOJIS CITUCKA IPUIIOKEHHM, HapyLIUTEIb YCTPOHCTBO
pOTrpaMMoOil criucka 3aIyIeHHbIX C BBICOKUM
IPUJIOKEHUH, Ha MOOMJIBHOM YCTPONCTBE. IIOTEHIIMAJIOM

61




HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe 031
No | yrpo3ssl cBoiictBo bU yrp OOBekT
Copepxanuie yrpossl (XapaKTepucTuK .
n/n | B 0aHK | KOH(UACHIIMAILHOCTD BO3JICHCTBUS
a ¥ IOTEHIHAJ
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 B 6
3aIlyIIeHHbIX Ha JlanHast yrpo3a o0yciaoBlIeHa HEIOCTATOYHOCTHIO MEp IO
MOOMIIBHOM YCTPOICTBE |aHTHBHPYCHOH 3aIIUTE, YTO IMTO3BOJISAET BHIIOIHHUTH
HEKOHTPOJIMPYEMBIil 3aITyCK BPEJOHOCHBIX MPOTrpamMMm (OTCYTCTBUE
KOHTPOJISI pa3pelIeHHOr0 POrpaMMHOI0 00€CIIEUeHHUS ).
Peanu3anus gaHHO# yrpo3bl BO3MOXHA MPU YCIOBHUU, YTO
BPEIOHOCHAS MTPOTpaMMa BHEIPeHa Ha MOOUIIBHOM YCTPOWCTBE H
HenpeIHaMEPEeHHO 3amylleHa CaMUM MOJIb30BaTeIeM
7.4 199 | Yrposa nmepexBata VYrpo3a 3aKi10yaeTcsi B BO3SMOKHOCTHU YIIPaBJIEHUSI MOOMIIBHBIM Buemnuit MooOunpsHOE
yIpaBIeHUS YCTPOMCTBOM U 3aIyIIEHHBIMU HA HEM MPUIOKEHUSIMH OT HMEHH | HAPYLIUTEIb YCTPOMCTBO
MOOMIJIBHOTO YCTPOMCTBA |JIETATbHOTO TIOJIB30BATEINS 32 CUET Mepeladn ITHX KOMaH/I CO CpeIHUM ¥ 3aIyIIeHHBIC
IPY UCTIOJIb30BaHUH yepe3 BUPTYaIbHBIX TOJIOCOBBIX aCCUCTEHTOB (HAIpUMeEp, Yepes MOTEHIIMAJIOM  |Ha HEM MPUIOKEHUS

BUPTYaJIbHBIX
TOJIOCOBEBIX
ACCHUCTEHTOB/

K1

Siri qus IPhone).

JlanHas yrpo3a oOycioBiieHa pobieMaMy ayTeHTU(PUKALUU
oJap30Bareis, B yactHocTd 1o Voice ID. T'onocoBoii accucTeHT
HE MOXKET OBbITh MOJHOCTBIO YBEPEH B TOM, YTO OOpallarouuiics

K HEMY I'0JIOC IPUHAJICKUT BIAJEIbILy YCTPOICTBA, TO3TOMY
11 y0O0CTBA MOJIb30BaTeel U rapaHTHH CpadaThIBAaHUS
yCTaHABIIMBACTCS HU3Kas 4yBCTBUTEILHOCTH Voice ID. Do
MO3BOJISICT HAPYILIUTEIIO UCIIOJIb30BaTh 3alMCAaHHYIO Ha JUKTO(OH
pedb Biaaenblia MOOWIBHOTO YCTpoiicTBa. Peanm3anus nanHoi
yIpo3bl BO3MOKHA MPH YCIIOBHH, YTO BUPTYaAJIbHBINA T'OJIOCOBOM
ACCHCTEHT HAaXOJUTCS B aKTHBHOM COCTOSIHUH (TO €CTh, HE
OTKJIIOYEH) M YCTAaHOBJICHA HU3KAasl YyBCTBUTEIBHOCTh I'OJIOCOBOTO
uaeHTHQUKaTOpa

(mporpammHoe
obecrneueHue,
amrmaparHoe
YCTPOKICTBO)
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HaunmenoBanue

Hcrounuk
Homep | yrpo3ssi/Hapyiiaemoe 031
Ne | yrpo3ssl cBoiictBo b1 yrp OOBexT
Copepxanuie yrpossl (XapaKTepucTuK .
n/n | B 0aHK | KOH(UACHIIMAILHOCTD BO3JICHCTBUS
a ¥ MOTEHITHAI
e YU | (K), nocrynuocts (),
HapYIITUTES)
1esoctHOCTS (1)
1 2 3 4 5 6
7.5 200 |VYrpoza xuiieHus VYrpo3a 3akitoyaeTcsi B BO3SMOXKXHOCTH XUIIEHUS TaHHBIX Buemrnuit Jlannbie
uH(pOpMaITUU IIOJIB30BATENIS C €F0 MOOHMIILHOTO YCTPOMCTBA Yepe3 BUPTYAIBHBIX |HAPYITUTEIb MI0JTE30BATEIIS
C MOOHMJIBHOTO rOJIOCOBBIX aCCUCTEHTOB (Hampumep, uepes Siri aas IPhone). CO CpeIHUM MOOMJIBHOTO
YCTPOMCTBA IIPpH JlanHast yrpo3a oOycioBiieHa mpodieMaMu ayTeHTH(UKauu MOTCHIIMAJIOM | yCTPOMCTBA
MCIOJIb30BaHUU moJb30BaTess, B yactHoctH mo Voice ID. T'o10coBo#t acCuCTeHT (anmapatHOe
BUPTYaIbHBIX HE MOXXET OBITh MOJHOCTBHIO YBEPEH B TOM, YTO OOpaIIaroeics YCTPOUCTBO)
TOJIOCOBBIX K HEMY T'0JIOC IPUHAJICKHUT BIAACIbIYy YCTPOICTBA, TO3ITOMY
ACCHUCTEHTOB/ JUTSL yI0OCTBA MOJIB30BATEIICH M rapaHTUU CpadaThIBaHUS
K yCTaHABJIMBACTCS HU3Kast 4yBCTBUTEILHOCTH VOice ID. Dto

MO3BOJISIET HAPYIIUTENIO UCIIOIb30BaTh 3aIIMCAHHYIO Ha TUKTO()OH
peub Biajienbla MOOUIBHOTO YCTpoiicTBa. Peanusanus qaHHoi
YI'pO3bl BO3MOXHA IIPU YCIOBUH, YTO BUPTYaJIbHBIN T'OJIO0COBON
ACCHUCTEHT HaXOJIUTCS B aKTUBHOM COCTOSIHUU (T.€. HE OTKJIIOUEH)
1 yCTAaHOBJICHA HU3KAasl YyBCTBUTEIBHOCTH FOJIOCOBOTO
UACHTU(DUKATOPA
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