®EJEPAJIbBHOE ATEHTCTBO
No TEXHNYECKOMY PETYIIMPOBAHUIO N METPOJOI A

HAUUMOHANBHBIA rocTP

CTAHOAPT (npoekr,
POCCUMNCKOM nepBast peAakums)
®ENEPALINY

3awuTa uHcpopmaumm
OBHAPYXXEHMWE, NPEAYNPEXOEHUE U NUKBUOALUWA MOCNEACTBUN
KOMMbKOTEPHbLIX ATAK U PEATUPOBAHUE
HA KOMIMNbKOTEPHbLIE VUHUMOEHTDbI

TepMuHbI 1 onpeaeneHus

HacTosawumn NPOEKT CTaHAapTa He NnoANeXXUt NnpuMeHeHUIo A0 ero yreepxaeHus

MockBa
CraHpapTtuHdopm
202X



roCcTt P
(npoekm, nepgasi pedakyusi)
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1 PASPABOTAH ®eaeparnbHbiM rocygapCTBEHHbIM Ka3eHHbIM yypexaeHuem «Bowcko-
Basd yactb 43753», OOWECTBOM C OrpaHUYEeHHOW OTBETCTBEHHOCTbIO «LleHTp 6e3onacHocTn
nHcdopmauuny (000 «L|BN»)

2 BHECEH TexHu4eckum  komMuTeToM no  crtaHgaptusaumm  TK 362  «3awmrta

nHdopMauum»
3 YTBEPXOEH W BBEJEH B OEWCTBWE npukasom ®PenepanbHOro areHTCTBa Mo
TEXHUYECKOMY perynmpoBaHuio U METPONOMNN OT «  » 202X r. Ne

4 BBE[JEH BINEPBbIE

lpasuna npumeHeHusi Hacmosiw,e2o0 cmaHOapma ycmaHoenieHbl 8 cmambe 26
®edeparnbHo20 3akoHa om 29 urwHs 2015 2. Ne 162-®3 «O cmaHdapmu3sauuu 8 Poccutickol
®edepavyuuy. UHpopmauyus 06 u3MeHeHUsIX K Hacmosiwemy cmaHdapmy nybrukyemcs 8
€XXe200HOM (110 cocmosiHU0 Ha 1 siHeapsi mekyuieao 2oda) UHEOPMaUUOHHOM yKalamerie
«HauyuoHanbHble cmaHOapmebl», a ocuyuarbHbIl MeKcm U3MEHEHUU U [0ornpasok — 8
€eXXeMeCsIYHHOM UHOPMaUUOHHOM yKasamene «HauuoHanbHble cmaHOlapmbl». B cnyyae
nepecmompa (3aMeHbl) UnU OMMeHbl Hacmosuwie2o cmaHOapma coomeemcmayujee
ysedomneHue  6ydem  onybniukogaHo 8  bnuxauweMm  8bifyCKe  eXeMeCsA4YHO20
UHGbOPpMaUUOHHO20 yKalamens «HauuoHanbHble cmaHOapmebl». Coomeemcmesyoujas
UHbopmauus, yeedoMreHue U meKkcmbl pa3mMewaromces makxe 8 UHGhopmayuoHHOU cucmeme
obweao nonb3ogaHuss — Ha ogpuyuanbHoM caume ®edepanbHO20 azeHmcmea o
MeXHUYeCKOMy pezyruposaHuto U Memposioauu 8 cemu MiHmepHem (Www.gost.ru)

© CtangapTuHdopm, 202X

Hactosawmnn CTaHOapT HEe MOXET ObITb BOCMnpoun3seneH, TMpaxmnpoBeaH U pacnpoctpaHeH
B Ka4yecTtBe Od)I/ILl,I/IaJ'IbHOFO n3gaHus 6es pa3peLueHunsa CDe,D,epaanoro areHTctea no
TEXHUYECKOMY perynmpoBaHunio 1 METpPOJ10Tn
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BBepeHue

HacTtosilumin ctangapT npegHasHadeH Ans cTaHOapTM3auumn NOHATUIA U TEPMUHONMOMUN B
obnactn obHapyXeHus1, NpeaynpeXxaeHns U NMKBMAALUMM NOCNeacTBUA KOMMNbIOTEPHbLIX aTak U
pearMpoBaHUs Ha KOMMbIOTEPHbIE UHLUWAEHTbI ANA UX AanbHeWLero Ucnonb3oBaHus npu pas-
paboTke HauMOHanbHbIX CTaHAAPTOB, HOPMATMBHbLIX MPABOBbLIX AKTOB M METOAMYECKUX OOKY-
MEHTOB.

HacTtosilumin ctaHaapT coaepXXnT TePMUHbLI 1 ONpeaeneHnst OCHOBHBIX MOHATUA, UCMOSb-
3yeMblx B 06nactv obHapyxeHusi, npeaynpexaeHnss U NMKBuaaumMm nocneacTBuii KOMnboTep-

HbIX aTaK 1 pearmpoBaHnAa Ha KOMMNbOTEPHbIE MHUNOEHTHI.
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HAUMOHANbHbLIW CTAHOAPT POCCUNCKOWU ®EQEPALIA

3awmTta uHcpopmaumm
OBHAPYXXEHUE, NPEAYNPEXAEHUE U NUKBUOALMA NOCNECTBUA
KOMMNbKOTEPHbLIX ATAK U PEATUPOBAHUE HA KOMMNBIOTEPHbIE
WHUUWAOEHTDI

TepMMHbI n onpepeneHunsa

Information protection. Detection, prevention and liquidation of consequences computer attacks and

response to computer incidents. Terms and definitions

[laTta BBeaeHus -

1 O6nacTtb NnpUMMeHeHus

HacTtoawun CTaHOapT coaepXUT TEPMUHbI N onpeneneHna OCHOBHbIX NMOHATUN, UC-
NnoJib3yeMbIX B obnactu 06Hapy>KeH|/|$|, npegynpexageHnda n nukemngauunm nocneacTemn KOM-
NbOTEPHbIX aTakK N pearnpoBaHnNA Ha KOMMNbOTEPHbIE NHLNOEHTHI.

TepMVIHbI, YCTaHOBJ1EHHbIE B HACTOALWLlEM CTaHOapTe, npegHa3HavyeHbl anda npuMeHe-

HUSi BO BCEX BUOax AOKyMeHTaumu, Bxoasiern B obnactb NnpUMeHeHUss ctaHaapTa.

2 HopmaTuBHbIE CCbINKK

B HacTosiwem cTaHgapTe MCNoNb30BaHbl HOPMATUBHBIE CChISTKU Ha CrieayoLlmne cTaH-
AapThbl:

FOCT P NCO/M3K 15408-1-2012 UHdpopmaumnoHHaa TexHonorna. Metoasl n cpea-
cTtBa obecneveHunsn 6esonacHocTn. Kputepumn oueHkm 6€30nacHOCTM MHPOPMALMOHHBIX TEX-
Hororun. YacTtb 1. BBegeHne n obuwasa moaens;

FOCT P NCO 22301-2014 CuctemMbl MeHe)XKMeHTa HenpepbIBHOCTN BusHeca. Obuwue
TpeboBaHus;

FOCT P NCO/MBK 27033-1-2011 UHdopmaumoHHaa TexHonorma. Metoabl n cpea-
cTBa obecneyeHns 6esonacHocTn. besonacHocTb ceTen. Hactb 1. O630p 1 KOHUEeNuuu;

FOCT 27.002-2015 HagexXHOCTb B TEXHUKE. TepMUHbI 1 onpeaeneHns;

FOCT P 34.003-90 NHdopmaunoHHasa TexHonorusi. Komnnekc ctaHaapToB Ha aBTO-

MaTu3npoBaHHbIE CUCTEMbI. ABTOMaTI/ISVIpOBaHHbIe CUCTEMblI. Tele/IHbI n ornpegernieHna,
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FOCT P 50.1.031-2001 NHopMaLMOHHbIE TEXHONOMMK NOAAEPKKN KNUIHEHHOTO LMK-
na npogykumn. TepmuHonornyeckni cnosapb. Yactb 1. CTtagum XM3HEHHOrO LMKa nNpoayk-
unn;

FOCT P 50922-2006 3awwuTa nHgopmaumm. OCHOBHbIE TEPMUHbI U ONpeaeneHus;

FOCT P 51275-2006 3awmTta nHdpopmaumn. O6bekTbl MHopMmaTusaunn. Pakropsl,
BO3aencTByoLWME Ha nHgopmaumio. ObLmne NoONoXeHNs:;

FOCT P 51583-2014 3awwmta nHdopmauun. MNopagok cosgaHns aBToMaTU3MpPOBaH-
HbIX CUCTEM B 3aLUULLEHHOM McnosiHeHun. OBLme NonoxeHus;

FOCT P 53113.1-2008 WHpopmaumoHHasa TexHonorus. 3awmTta UHOPMAaLNOHHBIX
TEXHOSOMMM N aBTOMaTMU3MPOBAHHbBIX CUCTEM OT Yrpo3 MHOopMauUmnoHHoOM GesonacHocTu, pe-
anuM3yembIX C UCNOSMb30BaHNEM CKPbITbIX kKaHanoB. Yactb1. O6Lwmne NnonoxeHus;

FOCT P 53114-2008 3awmrta mHdopmaumn. ObecneyeHne MHGpOpMaUMOHHON 6es-
onacHocTtu B opraHusaunn. OCHOBHblE TEPMUHBI U ONpeaeneHus;

FOCT P 3awmrta nHpopmaummn. MoHUTOPUHT MHGOopMaumoHHon 6esonacHocTn. O6-
LLME MOMOXEHNS.

MpumeyvyaHune —Tlpu nNONb30BaHUM HACTOALWMM CTaHAapToOM LenecoobpasHo nNpoBepUTb
OEVNCTBME CCbIMIOYHbIX CTaHOAPTOB B MH(OPMALMOHHOW cucTeme obLiero nonb3oBaHus — Ha oduumanbHOM
cavite ®enepanbHOro areHTCTBa MO TEXHUYECKOMY PEryrMpoBaHUi0 U METPOoriorMn B cetn MHTepHeT mnnu no
€XerogHomMy WHoOpMaUMoOHHOMY YyKasaTento «HaumoHanbHble CcTaHAapThl», KOTOpPbIM  OnybnukoBaH no
COCTOSIHMIO Ha 1 siHBaps Tekylwlero roga, M Mo BbIMyCKaM €XeMeCsMHOro MH(OPMaLMOHHOIO YyKasaTerns
«HaumoHanbHble cTaHgapTbi» 3a TeKywun rog. Ecnv 3aMeHeH CCbINOYHBIM CTaHOapT, Ha KOTOpbI AaHa
HeJaTMpOBaHHas CCbifka, TO PEKOMEHAYETCSA UCMONb30BaTh AENCTBYHOLLLYIO BEPCUIO 3TOr0 JOKYMEHTA C y4eTOM
BCEX BHECEHHbIX B [OaHHYK BEpCcUl0 M3MeHeHun. Ecnn 3ameHeH CCbINIOYHBLIN CTaHOapT, Ha KOTOPbIA AaHa
OaTVpPOBaHHasi CCbifika, TO PEKOMEHAYETCSA UCMOMb30BaTb BEPCUIO 3TOMO AOKYMEHTA C YKa3aHHbIM BbILLE FO40M
yTBEepXaeHusa (npuHsaTtusa). Ecnu nocne yTBepXOeHWA HACTOSILLEro CTaHAapTa B CChIIOYHbIA CTaHAapT, Ha
KOTOpbIN AaHa OaTupOBaHHasi CCblflka, BHECEHO M3MEHeHWe, 3aTparnBaiolliee MOSioXKeHue, Ha KOTopoe AaHa
CCblfIKa, TO 3TO MOMOXEHWE PEKOMEHAYEeTCH MPUMEHSTb 6e3 yyeTa AaHHOro M3MEHEeHUsl. Ecnu cCbiNoYHbIn
CTaHOapT OTMeHeH 6e3 3aMeHbl, TO NOMOXeHNe, B KOTOPOM [aHa CChIfika Ha Hero, pekoMeHayeTcs NPUMEHATb

B 4actu, He 3anar|/|Barou.|,el71 3TY CCbIJIKY.

3 O603Ha4YeHUA 1 coKpalleHus

BrNo — BPEAOHOCHOE nporpammMHoe obecneyeHne
MocCOIMKA — rocygapcCTBeHHasi cuctema obHapyXeHus, npeaynpexneHiss n nukenaa-
UMa nOCneacTBUM KOMMbHOTEPHbBIX aTak Ha MHGOPMaLMOHHbIE PeCcypChl

Poccunckon denepaunn
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3n — 3awuTa nHdopmauunm

713) — WHopmaunoHHasa 6e3onacHoOCTb

N — uMHdOopMaLMOHHas NHPpaCcTpyKTypa

KU — KpuTuyeckaa nHopMaunoHHasa MHpPacTpyKTypa

HKLKW — HauMoHarnbHbI KOOPANHALMOHHBLIA LIEHTP MO KOMMbIOTEPHbLIM UHUNOEH-
Tam

MrKA — MOWUCK NPU3HAKOB KOMMbIOTEPHbLIX aTak B CETHAX 3N1IEKTPOCBA3U

COIlMKA — cuctema obHapyXeHud, npeaynpexaeHus v nMKBuMaauun nocrneacTBun

KOMMbKOTEPHbIX aTakK

4 TepMUHbI U onpeaeneHus

4.1 OpraHM3aUMOHHO-TEXHUYECKasA CTPYKTypa rocyaapCTBeHHOM CUCTEMbl 06-
HapyXXeHusi, NpeaynpexaeHUa U NUKBUAAUUM NOCNEeACTBMA KOMMNbLIOTEPHbIX aTak Ha
MHcpopmaumnoHHble pecypcbl Poccunckon Penepaumm

4.1.1 Cunbl rocyfapCTBEHHOM CUCTEMbI OOHapPYXXeHUA, NpeaynpeXxXaeHnsa U nNuk-
BMaauMm nocneacTBUM KOMMNbIOTEPHbIX aTak Ha MHOpMaUUOoHHbIe pecypcbl Poccun-
ckon ®depepauun

4.1.1.1 cunbl rocyaapCTBEHHOW CUCTEeMbl OOHapyXeHusi, npeaynpexaeHus u
nMKBUAAUUMN NocneacTBMN KOMNbIOTEPHbLIX aTak Ha MH(popMaLMOHHbIe pecypcbl Poc-
cumnckon ®depepauun; cunbl NocCOMNKA: HaunoHanbHbIM KOOPAWUHALMOHHBIA LEHTP MO
kKomnbtoTepHbIM MHUngeHtam (HKLKW), ueHtpbol TocCOIMKA u gpyrvme nogpasgeneHuns m
AOSMKHOCTHbIE nunua cybbektoB N0cCOIKA, KoTopble NPUHUMAOT ydyacTue B OBHapyXeHuu
KOMMbIOTEPHbIX aTak, NpeaynpexaeHuyM KOMMNbIOTEPHbIX aTak, NMKBMAauMM nocneacTsui
KOMMbIOTEPHbIX aTak 1 pearMpoBaHnn Ha KOMMbIOTEPHbIE MHLMAEHTDI.

4.1.1.2 HaUMOHaNbHbIN KOOPAWHALUNOHHBLIN LIEHTP NO KOMMNbIOTEPHbLIM UHUMUOEH-
Tam; HKLUKW: OpraHmnsauus, ocywecTtBndawowas KoopavHauui AOeATeNbHOCTU CyObekToB
MHOpMaUNOHHON UHGPacTpyKTypbl (M) no Bonpocam oBHapyXeHNs KOMMbOTEPHbIX aTak,
npeaynpexaeHns KoOMMNbOTEPHbIX aTak, NMKBMAAUUW NOCNEeACTBUA KOMMBIOTEPHbLIX aTak U
pearMpoBaHUs Ha KOMMbIOTEPHbIE MHUMAEHTHI.

4.1.1.3 TexHU4ecKas MH(pacTPyKTypa HaLUMOHaNbHOro KOOPAUHALMOHHOIO LeH-
TpPa NO KOMMNbKTEPHbIM WHUMAEHTaM; TexHuyeckaa WHdppacTpyktypa HKL-
KW: CoBOKYNHOCTb TEXHUYECKMUX CPEACTB U peanu3oBaHHbIX Ha X nnatgopme nHopmauu-

OHHbIX TexHonornn, ncnonsdyemblx HKLIKW anga otnpaBku, nonyyeHns, o6paboTtkun n xpaHe-

3
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HUS yBEOOMITEHMI 1 3aMpOCOB B paMKax MH(POPMaLNOHHOIO B3aMMOAENCTBUA C CyDbekTaMmum
KpUTUYECKON MHopMaunoHHoOn nHgpacTpyktypbl (KUN), a Takke C MHbIMKU, HE ABNAKOLM-
mucs cybbektammn KW, opraHamun 1 opraHm3auusimum, B TOM YUCIE MHOCTPaHHbIMU U MEXAY-
HapOOHbIMWN.

4.1.1.4 cy6beKTbl rocyfapCTBEHHOM CUCTEeMbl OOHapyXeHusl, npeaynpexaeHus
M NUKBUAAUUWN NOCNEACTBUMA KOMMbIOTEPHbIX aTak Ha MH(OPMaLMOHHbIe pecypchbl
Poccuickon ®epgepaumnm; cybvektbl FocCONMKA: NocygapcTBeHHble opraHbl Poccuinckom
depnepaumm, poccuimckme ropngndeckme nuua n nHausmuayanbHble npegnpuHuMaTenu B cuny
3aKOHa MW Ha OCHOBAHWW 3aKMOYEHHbIX COrfalleHuKr, OCyLlecTBnsawLwWmMe obHapyxeHue
KOMMbIOTEPHbIX aTak, npefynpexaeHne KOMMNbITEPHbIX aTak, NMKBMAAUMIO nocneacTBum
KOMMbIOTEPHbIX aTak, U pearMpoBaHne Ha KOMMNbIOTEPHbIE UHLUNAEHTDI.

4.1.1.5 30Ha OTBETCTBEHHOCTU (CyObeKTa rocyaapCTBeHHOM CUCTeMbl OOHapy-
XeHus, npeaynpexaeHUa U NUKBUAALUMA NOCNeACTBUMA KOMMNbIOTEPHbIX aTak Ha WH-
copmaumoHHble  pecypcbl  Poccuinckon  depepaumm; cyobekta [ocCOIll-
KA): CoBOKYNHOCTb MH(POPMAaLMOHHLIX PecypcoB, B OTHOLUEHUM KOTOpbIX cybbekTom [oc-
COIMKA obecneumBatotca ObHapyXeHMEe KOMMbIOTEPHbIX aTak, NpeaynpexneHue KoMMblo-
TEePHbIX aTak, NMKBMAAUNA NOCNeACTBMIA KOMMbIOTEPHBIX aTak U pearMpoBaHne Ha KOMIbHo-
TEePHblE NHUNOEHTHI.

4.1.1.6

rocyaapcTBeHHas cucteMa oOHapyXeHus, npegynpexaeHnsa U NUKBMAaLmMm no-
CneacTBMU KOMMNbIOTEPHbIX aTak Ha MH(opMmauUOHHbIe pecypcbl Poccumnckon depe-
paumun; NocCOINKA: EanHbin TeppuTOopranbHO pacnpeesieHHbId KOMMNEKC, BKIIYaowmm
CUnbl N CpeacTBa, NpeAHasHadeHHble ANns obHapyXeHus, npegynpexneHns 1 nukeMaauum
NOCnNeaCTBMIA KOMMbIOTEPHBIX aTak U pearmpoBaHns Ha KOMMNbIOTEPHbIE NHLUNOEHTHI.

[AgantupoBaHo u3 [1], ctatba 5, NyHKT 1]

4.1.1.7 CTPYKTYypHass eguHuLa rocyfapCTBEHHOM CUCTEeMbl OOHapyXeHus, npe-
aynpexaeHus u nukBMaauunm nocreAcTBUMA KOMMbIOTEPHbIX aTak Ha MHMOPMAaLMOH-
Hble pecypcbl Poccunckon ®Pepepaumnm; cTpykrtypHaa eguHmua NocCOINKA: OpraHuaa-
Unsa unu nogpasgeneHne ans KoopaMHaumMm Unu OCyLeCcTBNEHNA AeaTeNbHOCTM No 0BHapy-
XXEHUI0 KOMMNbIOTEPHBIX aTak, npeaynpexgeHuio KOMNbLITEPHbIX aTak, JIMKBMaaumn nocneg-
CTBUA KOMMbIOTEPHbLIX aTak U pearnpoBaHUI0O Ha KOMMbIOTEPHbIE MHUWOAEHTLI, OCHALLEHHOEe
NporpaMMHO-TEXHUYECKUMU CpeacTBaMu ONSA OCYLLEeCTBEeHUs yKasaHHOW OeATenbHOCTH, He

3aBUCMMO OT ero nonoxeHus B nepapxmm B FocCOTKA.
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4.1.1.8 uUeHTp rocynapCTBEeHHOW CUCTEeMbl OOHapyXeHUA, npeaynpexaeHusa u
nMKBUAAUMMN NocneacTBMN KOMNbIOTEPHbLIX aTak Ha MH(popMaLMOHHbIe pecypcbl Poc-
cuuckon depepaummn; ueHTp NocCOINKA: CtpyktypHaa eavHunua TocCOlMKA, npencras-
ngaLwWwaa CoBOKYMHOCTb NogpasgeneHnin n (Mnn) AoOSMKHOCTHLIX nuy, cydbekta MocCOlMKA,
KOTOpble OCYLLECTBNAIT OEATENbHOCTb NO OBHAPYXEHUIO KOMMLIOTEPHBLIX atak, npegynpe-
XOEHWIO KOMMbITEPHLIX aTak, NMMKBMAALUMM NOCneacTBUA KOMMbIOTEPHBLIX aTak U pearnpoBa-
HUN HA KOMMbKOTEPHbIE MHUNOEHTbLI B CBOEN 30HE OTBETCTBEHHOCTM.

4.1.1.9 Knacc ueHTpa rocyfapCTBeHHOW CUCTEMbl OOHapyXeHusi, npeaynpexae-
HUA U NUKBUAALMK NOCNEeACTBUA KOMNLIOTEPHbLIX aTak Ha MHOpPMaLUOHHbIE pecyp-
cbl Poccumnckon ®epepaumm; knacc ueHtpa NocCOIKA: MNMoHsaTre, ob6o3HavatoLlee cCoBo-
KynHocTb (pyHKumn ueHtpa MocCOlNKA, Ha ocHoBaHun koTopbix LeHTpbl TocCOIMNMKA moryT
OblTb OTHECEHbl OOHOW M3 YCTAHOBIIEHHbIX 3akoHogaTenbcTBoM Poccunckon depepaumm
rpynne ueHTpoB NocCOIMKA (knaccnpuumpoBaHbl).

4.1.1.10

MHcpopmaLMOHHOE B3aMmoaencTBue (CyOBbLEKTOB rocyAapCTBEHHOW CUCTEMbI
obHapyXeHu s, npeaynpexaeHus u NMKBMAaumMm NnocrneacTBMN KOMMNbIOTEPHbIX aTakK Ha
MH(pOPMaLMOHHbIE pecypcbl Poccumnckon Pepepauuu; cy6beKkToB
FocCOIMKA): CoBmecTHOe ncnosib3oBaHue MHgopmaumm (4aHHbIx), Haxogawmxea B HKLIKA
n obbektax NN, n obmeH paHHbIMKM, ocyuwlecTBnsemble cybbektamm [0cCOlMKA, B
COOTBETCTBUMN C YCTAHOBMEHHBIMW NMpaBuiiaMy 1 ¢ Lenbio NpeaoTBpaleHns KOMMbITEPHbIX
MHUMOEeHToB Ha obbekTax UW.

[AgantnposaHo n3 FOCT P 50.1.031-2001, pasgen 3, nogpasgen 3.2, nyHKT 3.2.6]

4.1.1.11 cneymanncTbl LeHTpa rocyaapCTBEHHON CUCTEMbl OOHapyXeHus, npe-
AynpexaeHna v NMUKBMAaUMM nocneacTBUM KOMNbIOTEPHbIX aTak Ha MHdOopMaLUOH-
Hble pecypcbl Poccunckon depgepaumm nepBoM NIMHUK; cneuyuanucTbl LeHTpa loc-
COIKA nepBon nuHuun: CotpygHukn ueHTpa [ocCOIlMKA, BbinonHswowme ponu «cneuma-
NUCT NO B3aUMOAENCTBUIO C NEePCOHarioM 1 nosib3oBaTensiMn», «cneunanucT no obHapyxe-
HUIO KOMMbIOTEPHbBIX aTak U MHUMAEHTOB» U (MNK) «cneynanuct no obcnyXnBaHuUio cpeacTs
ueHTpa MocCOlMKAY.

4.1.1.12 cneymanucTbl LeHTpa rocyfapCcTBeHHOM CUCTEeMbl OOHapyXeHus, npe-
AynpexaeHna M NMUKBMAALMU NOCNeACTBUMA KOMNbIOTEPHbIX aTak Ha MH(OpPMaLMOH-
Hble pecypcbl Poccuinckon Pepepaumm BTOPOM NMHMM; cneuuanuctbl ueHtpa loc-
COINKA Btopon nuHum: CotpygHukn ueHtpa NocCOIlMKA, BbinonHsawowme ponu «cneuma-

NUCT NO OLEeHKe 3alUULLEHHOCTUY, «CNneunanucT no fmMkengaummn nocrnencraum KOMMNbLOTEP-
5
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HbIX MHUMAEHTOBY», N (UNX) «CneunanucT No YCTaHOBMEHUIO MPUYNH KOMMBbIOTEPHbBIX UHLM-
OEHTOBY.

4.1.1.13 cneuManucTbl LleHTpPa rocyaapCTBEHHOW CUCTeMbl OOHapyXeHus, npe-
aynpexaeHusa u nukBMaauunm nocrneacTBUA KOMMNbIOTEPHbIX aTak Ha MHGOpPMaLMOH-
Hble pecypcbl Poccuinnckon Pepepaumm TpeTtben NIMHUK; cneumanucTbl ueHTpa lMoc-
COIKA Tpetben nuHuun: CotpyaHukn ueHTtpa MocCOIlKA, BbinosHAKOWME ponv «aHanm-
TUKY», KTEXHUYECKUI IKCNEPT», «CNELNANUCTY», KPYKOBOAUTENDbY.

4.1.1.14 cneymanuct nNo B3aMMOAEUCTBUIO C MEpPCOHarioM U nonb3oBaTens-
mu: CotpyaHuk ueHtpa MocCOIKA, ocywecTBnAwWMn npmem coobLieHnin nepcoHana wm
nonb3oBartesien MHPOPMaLMOHHBIX PEeCypcoB M NOArOTOBKY MHOpMauuMn Ons npegocTtas-
nexnunsa B HKUKWN.

4.1.1.15 cneymanMct nNO OOHapPYXEHMIO KOMMNLITEPHbIX aTtak U MWHUMOEH-
ToB: CoTpyaHuk ueHTpa [ocCOIMKA, ocywecTBnsowmMin aHanna cobbiTnin 6e30nacHoOCTM,
perncTpaumnio KOMMNbKTEPHbIX aTak N UHUWMAEHTOB.

4.1.1.16 cneymanucT nNo obCcnyXnBaHUIO CpPeACTB LieHTpa rocyaapCTBEHHOW CU-
CTeMbl OOHapyXeHUs, npeaynpexaeHusa U NMKBMAaLMM NOocneacTBMN KOMMNbIOTEPHbIX
aTtak Ha uMHdopMaLUOHHble pecypcbl Poccumnckon Pepepauum; cneuymanuct no ob-
cnyxuBaHuto cpeactB ueHTpa NocCOlNKA: CotpyaHuk ueHTtpa NocCOlMKA, ocyuwectBng-
ownn obecnevyeHne PYHKUMOHUPOBAHUA cpencTB, pas3meltaemMblx B LeHTpe MocCOlKA, a
TakKe AONOSTHUTENbHbIX CPEACTB 3aLWunTbl MHGPOPMALMOHHON NHPPACTPYKTYPbI.

4.1.1.17 cneymannuct no oueHke 3awmweHHocTn: CotpyaHuk ueHTpa MocCOIlKA,
OCYLLECTBNALWNA WUHBEHTapM3aumio UHPOPMALMNOHHBLIX PECYpCoB, BbISIBIiEHWE YA3BUMO-
CTeN, aHanun3 BbISIBNEHHbIX YySA3BUMOCTEN U yrpo3 6e3onacHOCTU MHopMaumm, ycTaHoBre-
HMEe COOTBETCTBUSA NPUHUMAEMbIX Mep TpeboBaHMsM No 3awmuTe MHGPOopMaL K.

4.1.1.18 cneymannucTt nNo NUKBMAALUWN MOCNEACTBUA KOMMbIOTEPHbLIX MHLUUAEH-
ToB: CoTpyaHuk ueHTpa NocCOlKA, ocylecTBRSOWMIA KOOpaMHALMIO AENCTBUMIA NO pearn-
POBAHUIO Ha KOMMbIOTEPHbIE UHUMAEHTHI U MPUBEAEHUIO MHPOPMALMOHHON NHMPPACTPYKTY-
pbl B LUTATHbIA pexum paboTbl.

4.1.1.19 cneumanuct nNO YCTAaHOBIEHUIO MPUYNH KOMMbLIOTEPHbLIX WHUUAEH-
ToB: CoTpyaHuk ueHTpa MNocCOlKA, ocyliecTsnaowmm aHanna npuymH KOMMNbOTEPHbIX UH-
UMOEHTOB, aHanu3 nocrneactBuMm MHUNMOAEHTOB U NOLTOTOBKY MEPEYHS KOMMbIOTEPHbLIX NUHLK-
AeHToB Ans npeactasneHvs B HKLIKW.

4.1.1.20 ananutuk: CotpygHuk ueHtpa [ocCOIlMKA, ocywiecTBnawWMIA aHanms3 WH-

C*)OpMaLl,I/II/I, ﬂpeD,OCTaBﬂFIeMOVI cneunanmncrtramm ﬂepBOVI n BTOpOVI NVHNI; BbISIBIIEHWE N aHa-
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nn3 yrpo3 6e3onacHoOCTM MHGOpPMauuK, NPOrHO3MPOBaHME Pa3BUTUS yrpo3 Ge3onacHOCTU
nHpopmauun, paspaboTky npeanoxeHnn No gopaboTke HOPMATUBHBIX U METOOUYECKUX O0-
KyMEHTOB MO BONpocam 3auTbl MHopMaumn.

4.1.1.21 TexHn4yeckun akcnept: CoTpyaHuk ueHTpa MocCOIMKA, ocywecTBnsaoLwmi
9KCNEePTHY NMOAAEPXKKY B COOTBETCTBMM CO chneuunanumsaunen (BpeaoHOCHOE nporpaMmHoe
obecneyeHne, HaACTpoOMKka CPeACTB 3alUnTbl, MPUMEHEHME CMeuMannu3npoBaHHbIX TEXHUYe-
CKUX CPEACTB, OLEHKa 3alUMLLEHHOCTM U T.M.), pOpMUPOBaHME NPESSIOKEHMI NO MNOBbILLE-
HUIO YPOBHS 3aLUMLLEHHOCTU; pa3paboTky npennoxeHun no gopaboTke HOPMATUBHBLIX U Me-
TOANYECKNX AOKYMEHTOB MO BOMpocam 3aLumTbl MHpopMaumn.

4.1.1.22 cneumnanuct. CotpyaHuk ueHTpa [ocCOIlNKA, ocyliecTenaowmm HopMaTne-
HO-NPaBOBOE N MeToAMYECKOE ConpoBOXaeHne geatenbHocTn ueHTpa [ocCOlMKA.

4.1.1.23 pykoBoguTtenb: CotpyaHuk ueHTpa [ocCOIMKA, ocyuwiecTBnsawowmnm ynpas-
nenune pgestenbHocTblo ueHTpa MNocCOlKA, B3anmoaenctene ¢ HKLKW, BHeceHne nameHe-

HUN B cooTBeTCTBYOWME HOpMaTuBHbIE N METOONYECKMNE OOKYMEHTDI.

4.1.2 CpeactBa rocynapCTBeHHOM CUCTEMbl OOHapYXeHus, npenynpexneHnsa m
nMKBUAAUUN NocneacTBUMA KOMNbLIOTEPHbLIX aTak Ha UHopMmaLuuoHHbIe pecypcbl Poc-
cunuckon Pepepaumu

4.1.2.1 cpencTBa rocyaapCTBEHHON CUCTEMbl OOHapyXeHUs, npeaynpexaeHus u
NMKBUAALUN NOCNeaAcTBUMA KOMNbIOTEPHbLIX aTak Ha MH(popMaLMoHHbIe pecypcbl Poc-
cumnckon Pepepauum; cpepacrtea NocCOINKA: TexHnyeckmne, nporpammMHble, NPOrpamMmMHO-
annapaTtHble U MHble CpeacTBa Ansi OOHApPY>XeHUs1 KOMMNbIOTEPHbIX aTak (B TOM 4yucne ansd
noncka NpuU3HaKoB KOMMbIOTEPHbIX aTak B CETAX ANEKTPOCBA3N, UCMOMb3yEMbIX AN OpraHu-
3aumm B3aumogencTeus obvektoB VM), npeaoynpexaeHusi KOMNbIOTEPHbIX aTak, NMKBuaauum
nocneacTBMi KOMMbIOTEPHBIX aTtak n (Mnn) obmeHa uHdopmauuen, Heobxoammon cybbek-
Tam [ocCOlKA npu obHapyXeHUn KOMMNbIOTEPHbIX aTak, NpeaynpexgeHnn KOMMNbITEPHbIX
aTtak u (Mnun) NMKBMgAULUKN NOCNeACTBMIA KOMMbIOTEPHbIX aTak, a Takke CpeacTBa Kpuntorpa-
domyeckon 3amnTbl MHopMaLmn.

4.1.2.2 cpencTBoO ANs O6Hapy)XeHUsi KOMNbIOTEPHbIX aTakK; CpeacTBO OOHapyxe-
HUA (CPeAcCTBO yrnpaBrieHUs COObITUAMM MHOPMaLNMOHHON 6e30MacHOCTU; CPeacTBO
ynpasneHus cobbituamm UB): Cpeacteo NocCOIMKA, npegHasHayeHHoe Ang aBToMaTusa-
unn cbopa n aHanmsa gaHHbIX O PErMCTPUPYEMbIX COBbITUSIX 6E€30MacHOCTUN U UHbIX AAHHbIX

C UueJ1blo BbIiABITIEHUA KOMIMbIOTEPHbLIX MHLUNOEHTOB (KOMI'IbI-OTeprIX aTaK).
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4.1.2.3 cpeAcTBO ANS npeaynpexaeHUa KOMNbIOTEPHbIX aTakK; cpeacTBO npeay-
npexaeHus: Cpeacteo NocCOlMKA, npeaHasHavyeHHoe ansa cbopa n obpaboTkm cBeaeHun,
HeobxoaMMbIX Anst bopMUpoBaHUS pekoMeHAaumi no MUHUMMU3AUUN U CHUXKEHUIO OMacHo-
CTK yrpo3 6e3onacHoCcT MHpopmMaummn Ha obbekTax NUN.

4.1.2.4 cpencTtBO ANs NMUKBMAAUUMU MOCNEACTBUA KOMMbIOTEPHLIX aTak; cpea-
cTBO nukeuaauum nocnepcteun: Cpencteso 'ocCOIMKA, npegHasHayeHHOe ANS yyeTa U
006paboTKn KOMMBIOTEPHBLIX WMHUMAEHTOB (KOMMbIOTEPHBIX aTak), ynpaBfeHus npoueccamu
pearMpoBaHUsa Ha KOMMbIOTEPHbIE MHUMAEHTbI (KOMMNbIOTEPHbIE aTakn) U B3auMMOAENCTBUS C
HKLKW.

4.1.2.5 cpeacTBO NOUCKa NMPU3HAKOB KOMMbLIOTEPHbIX aTaK B CETAX 3NEKTPOCBSA-
3u; cpeactBo [MMKA: Cpencteo NocCOIlMKA, npeaHasHayeHHoe Onsi OBHapyXeHus B CeTu
9NEKTPOCBA3M MPU3HAKOB KOMMbIOTEPHBIX aTak M NPU3HAKOB HENPaBOMEPHOro ynpaBreHus
TenekoMMyHUKaLMOHHbIM 06opyagoBaHneM, a Takke (popMmnpoBaHma UHopmaLmm, Heobxo-
ANMON ONsi permcTpaumm CBs3aHHbIX C HUMU KOMMbIOTEPHbBIX NHLUNOEHTOB.

4.1.2.6 cpeacTtBo o6MeHa UHcpopmaumen (B pamkax rocyaapCTBEHHOU CUCTEMbI
obHapyXeHus, npeaynpexaeHus u NMKBUAauumM nocrneacTBMN KOMMNbIOTEPHbIX aTak Ha
MHcpopmauunoHHble pecypcbl Poccumnckon Pepepaumm; NocCOIKA): Cpeactso [oc-
COIKA, npegHasHadeHHOe Ans 3awMLeHHON nepegaym u npuema nHdopmauum, Heobxo-
anmvon cybbvektam [ocCOlMMKA npu obHapyxeHuu, npegynpexgeHnn u (unu) nukeungauumm

nocnencTaum KOMIMbIOTEPHbIX aTak.

4.2 NHcbopMmaLMOHHbIe pecypcebl KaK 00 BbEeKTbl aTaku

4.2.1 KoMnoHeHTbl MHPOPMALIMOHHBLIX pecypcoB

4.2.1.1 BnagenbLbl NH(HPOPMALIMOHHBLIX pecypcoB: (0CyfapCTBEHHbIE OpraHbl, roc-
YAAPCTBEHHbIE YYpPEXOEHUSA, POCCUNCKME topuanyeckme nuua wm (unu) umHaMBuAyanbHble
npeanpyHUMaTenn, KOTopbiM Ha NpaBe COBCTBEHHOCTU, apeHabl NN Ha MHOM 3aKOHHOM OC-
HOBaHMM NpUHagnexat MHPOPMaLMOHHbIE PECYPChI.

4.2.1.2 nHcpopMaLMOHHBbIN pecypc: NHPOPMaLMOHHBIA akTUB U UCNosib3yemas ass
ero obpabotku NN.

4.2.1.3

MHcpopmaumnoHHbIe pecypcbl Poccunckon ®depepauumn: MHpopMaunoHHbIE pecyp-
Cbl, Haxoaswwuecs Ha Tepputopun Poccunckon degepaunn, B AUNIoMaTuyeckmx npeacra-
BUTENbLCTBAX U (UNN) KOHCYNbCKMUX yupexaeHusx Poccunckon ®epepaumu.

[AganTupoBaHo 13 [1], cTaTbs 5, NyHKT 1]
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42.1.4

MHdopmMaunmoHHaa MHdppacTpykTypa: O6bekTbl MHPOPMALMOHHOW MHEPACTPYKTY-
pbl, @ TakkKe CeTU CBA3W, UCMONb3yeMble AN OpraHu3auun B3anMOLENCTBUS Takux obbek-
TOB.

[AganTtnpoBaHo u3 [1], ctatbs 2, NYHKT 6]

4215

KpuTnyeckaa uHcgpopmaumoHHaa uHdpactpykrypa; KUU: O6bektol KU, a Takke
CeTu CBA3U, UCMOoSb3yeMble ANA oOpraHM3aummn B3anmMoaencTBus Takux O6bekToB.

[ApanTupoBaHo [1], ctaTbd 2, NYHKT 6]

42.1.6

06beKkTbl MHPOPMaLMOHHON MHDPACTPYKTYPbI; 06 bekTbl U VIHopMaLMOHHbIE
CUCTEMbI, UH(POPMALNOHHO-TENEKOMMYHUKALMOHHbBIE CETU, aBTOMATU3NPOBaAHHbIE CUCTEMBbI
ynpaBneHus.

[AgantupoBaHo u3 [1], ctatbs 2, NYHKT 7]

42.1.7

O0BbEeKTbl KPUTUYECKOU UH(pOPMaUMOHHOU UHMDPACTPYKTYpPbl; OOBEKTHI
KUWU: NHdopmaunoHHbIe cUCTEMbI, MH(POPMAaLIMOHHO-TENEKOMMYHUKALUMOHHbIE CETWU, aBTo-
MaTM3npOBaHHbIE CUCTEMBI YripaBneHnsa cybbektoB KUN.

[[1], cTaTba 2, NyHKT 7]

42.1.8

mHdopMaunoHHasa cuctema: CoOBOKYNHOCTb COoAepxallenca B Gasax [aHHbIX WH-
dopmaumm n obecneumsaromx ee ob6paboTKy MHPOPMALMOHHBIX TEXHOSOMMA N TEXHUYE-
CKWUX CpeacTB.

[[2], cTaTba 2, nyHKT 3]

42.1.9

VIH(*)OpMaLIMOHHO-TeﬂeKOMMyHMKaLWIOHHbIe ceTtn:. TexHonormn4yeckas CcuctemMa,
npegHa3Ha4vYeHHada Ond nepegadn rno JnIMHUAM CBA3U I/IH(*)OpMaLI,VII/I, AOCTyn K KOTOpOIZ OCy-
wiecTBndaeTcq C Ucrnosrnb3oBaHnem cpeacTts BbIYNCINTENBHON TEXHUKM.

[[2], cTaTba 2, NyHKT 4]

4.2.1.10

aBToMaTuanpoBaHHasa cucTeMa ynpaBlieHUA. Komnnekc nporpamMmmMmHbIX U nporpam-
MHO-annapaTHbIX CcpeacTB, nNpegHa3Ha4YeHHbIX OnA KOHTPOJIA 3a TeXHOJIOTM4YeCKUM U (I/IJ'II/I)

npon3BoacTBEHHbLIM O60pyﬂ,OBaHMeM (VICI'IOJ'IHVITeJ'IbeIMVI yCTpOVICTBaMI/I) N Npon3BoaANMbIMUA
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MW NpoLieccamMu, a Takke Ans ynpasneHns Takumm o6opyaoBaHMemM 1 npoLeccamu.

[[1], cTaTba 2, NnyHKT 1]

42.1.11

3Ha4YMMbIN OOBLEKT KpUTUYECKOU MHGOPMaALMOHHON MHMPACTPYKTYpPbI; 3HAYMU-
MbI 06 bekT KUU: O6bekt KW, koTopomy B COOTBETCTBUM C 3aKOoHOAATeENbCTBOM Poccun-
ckon degepaunn NpUCBOEHa odHa U3 KaTeropum 3Ha4YMMOCTU U KOTOPbIA BKIAOYEH B peecTp
3Ha4YMMbIx 06bekToB KNWN.

[AganTtnpoBaHo u3 [1], ctratbs 2, NyHKT 3]

4.2.1.12

CYyObeKTbl KPUTUYECKON MUH(POPMALUMOHHOM MHPPACTPYKTYpPbl; CYObLEKTbI
KWUMWU: NocynapcTBeHHble opraHbl, roCy4apCTBEHHbIE yYpexaeHNa, POCCUNCKNE opuandeckme
nuua n (MnNn) uHavMBMAyanbHble MNpeanpuHUMaTenu, KOTOPbIM Ha npaBe COBCTBEHHOCTM,
apeHapbl NN Ha MHOM 3aKOHHOM OCHOBaHUM NpuHaanexart MHPOPMaLMOHHbIE CUCTEMBI, UH-
HopMaLMOHHO-TENEKOMMYHMKALNOHHbIE CETU, aBTOMaTU3NPOBaHHbIE CUCTEMbI YrpaBeHus,
YHKUMOHUPYOLWKNE B chepe 34paBOOXpPaHEHUSA, Hayku, TpaHcnopTa, CBSA3W, SHEPreTukw,
BaHkoBckoM cdepe N UHbIX cdhepax PMHAHCOBOMO PbiHKA, TOMSIMBHO-3HEPreTUYECKOro KOM-
nnekca, B obnactn aToOMHOW 3Heprnn, 06GOPOHHON, PaKETHO-KOCMUYECKOW, rOpHOA0OLIBaO-
Len, MeTansyprmyeckon 1 XMMm4eckom NPOMbILLIIEHHOCTU, POCCUNCKMNE topuanyeckme nuua
n (unNu) vHamMBMAyanbHble nNpeanpuHMMaTenu, Kotopble obecnevvBaloT B3aMMoAenCcTBUE
YyKa3aHHbIX CUCTEM WUIN CETEN.

[[1], cTaTba 2, NnyHKT 8]

4.2.1.13 nHpopMaUMOHHBbIN aKTUB: NHGopmaums ¢ pekBuanTamu, Nno3BOSSHOLLMMU
ee nageHTnmuMpoBaTb, UMeLWas LeHHOCTb ANA opraHu3auun u npeacTaBneHHas Ha nio-

6om MaTepuanbHOM HocuTene B oopme, NPUrogHoN Ans o6paboTkun, XpaHeHUsa unu nepeaa-

yu.
4.2.1.14
nHcpopmauma: CeegeHns (coobuieHns, gaHHble) He3aBUCMMO OT POpPMbl UX Npen-
CTaBleHus.

[[2], cTaTbsa 2, nyHKT 1]

4.2.1.15

3auumuiaemasn MH(*)OpMaLWIﬂI MHd)OpMaLI,I/IFI, ABNAKOLLAACA npeamMmeTom CoOCTBEHHO-
CTn U noanexawad 3alnte B COOTBETCTBUN C Tpe6OBaHI/IFIMI/1 NnpaBoOBbIX OOKYMEHTOB WUITU

Tpe6OBaHVIFIMI/I, yCTaHaBliMBaeMbIMUA CcOBCTBEHHMKOM VIHC*)OpMaLI,VIVI.

10




roCT P
(npoekm, nepgasi pedakyusi)

[FOCT P 50922-2006, pasgen 2, nogpasgen 2.5, nyHKT 2.5.2]

4.2.1.16

3awmwaembin npouecc: Npouecc, ucnonb3yembln gna obpaboTkn 3auimuiaemomn
NHdopMaLun.

[AnantuposaHo n3 NOCT P 53114-2008, pasgen 3, nogpasgen 3.2, nyHKT 3.2.3]

4.2.1.17

o6bekT goctyna: EanHnua nHpopmaumnmoHHoro pecypca (cainsn, TexHmyeckoe cpegn-
CTBO, y3€n CeTW, NMHUA (KaHarn) cBA3W, MOOUITbHOE YCTPOWCTBO, NporpaMmma, TOM, KaTanor,
3anuncb, Nose 3anucen n UHble 06BLEKTHI), AOCTYN K KOTOPOW pernameHTUpyeTcs npasumnamm
pasrpaHuyeHnsa OCTyna 1 MO OTHOLLEHUIO K KOTOPOW CyOBbEeKTbl 4OCTYNa BbINOSHAOT onepa-
uuu.

[ApanTupoBaHo 13 [4], npunoxeHne Ne 1]

4.2.1.18 aktmB (opraHmsauum): MatepnanbHass WnM HemaTepuanbHasi CyLHOCTb
(06bekT, NpeaMeT), KOTopbIN NpeAcTaBnseT LEHHOCTb AN opraHM3aumMm unv Bnagensua.
4.2.1.19

KaTeropupoBaHue Oob6beKTa KpUTUYECKOU UHMOPMaLMOHHON UHMPACTPYKTYPbI;
kaTeropupoBaHue ob6bekTa KUWU: Komnnekc meponpuatumn, nposoanmMbix PCTIK Poccum n
cybbektom KWW, no onpegeneHvio Kateropum 3Ha4YMMOCTM MpuHagnexailero gaHHoMmy
cybbekty KUN Ha npaBe cOBCTBEHHOCTU, apeHdbl UM MHOM 3aKOHHOM OCHOBaHWM OObeKTa
KWW, koTopbin obpabaTtbiBaeT nHdopMauuio, Heobxoanmyto ans obecnevyeHns BbINOSTHEHUS
KPUTUYECKUX MPOLECCOoB, U (MNKN) OCYLEeCTBASET ynpasreHne, KOHTPOMb UM MOHUTOPUHI
KPUTUYECKNX NPOLECCOB.

[AoantnpoBaHo n3 [13], NyHKT 5]

4.2.2 UICTOYHUKN AaHHbIX ANS perucTpauum Npu3HakoB KOMMbIOTEPHbIX aTak
n/MNn KOMNbIOTEPHbIX UHLMOEHTOB

4.2.2.1 cpencTtBo 3awuTtbl MH(popmauum; cpeacteo 3U: TexHnyeckoe, nporpamm-
HOEe UnM NporpamMMHO-TEXHUYECKOE CPeaCcTBO, NpeaHa3HayvyeHHoe ansa 3.

4.2.2.2 mexxceTeBOW 3KpaH: [MporpaMMHOe MnNn NporpaMmMHO-TEXHMYECKOE CPeacTBO
3, peanusyiowlee yHKUUN KOHTPONSA 1 ounbTpauumn B COOTBETCTBMM C 3a4aHHbIMU NpaBu-

namu nNpoxoasimnx Yepes Hero MHPOPMaLMOHHbIX MOTOKOB.

11
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4.2.2.3

aHTUBUPYCHOE CpeaAcTBO; CpPeAcCTBO aHTUBUPYCHOW 3awmThbl: [porpammHoe
cpeacteo 3, peanusylowee OyHKUUN OOHApPY>XEHUS KOMMNbIOTEPHbIX NporpamMmm nNmMdo MHowm
KOMMbIOTEPHON MHOPMaLMK, NpefHa3Ha4YeHHbIX ANA HeCaHKUMOHUPOBAHHOIO YHUYTOXe-
HWUS, OnNOKMpOBaHWA, MoAUMUKAUMK, KOMMPOBAHUS KOMMbIOTEPHOW MHGOPMaUUM Unu
HenTpanusaumm cpeactB 3M, a Takke pearMpoBaHus Ha OBHapyXeHwe 3TUX Mporpamm u
NHdopMaLun.

[AgantupoBaHo u3 [5], pa3gen 1, nogpasgen 1.5]

4.2.2.4 cpencTtBo Kpuntorpadumyeckon sawmnTtbl MHcpopmauum: NporpammHoe nnm
nporpaMMHo-TexXHMYeckoe cpeactso 3, peanusyowlee anropuTMbl KpunTorpauyeckoro
npeobpasoBaHust HpopMaLmN.

4.2.2.5 cpenctBo ynpaBrneHusa uHdopmaumen o6 yrposax 6e30onacHOCTU MH-
cdopmauuu: lNporpammHoe cpencteo 33U, peanusyrowlee ¢yHKUnn cbopa mHpopmaumm o
CYLLIECTBYIOLLNX aKTyarnbHbIX yrpo3ax 6e30MacHOCTU U3 pasnuyHbiX UCTOYHWKOB, NpeaocTas-
NALWMX Takyo MHPopMaumio.

4.2.2.6 cpencTtBO  AOBEpeHHOW  3arpy3ku: [lporpammHoe wnn  nNporpammHO-
TexHudeckoe cpencrteo 3U, peanuayrollee yHKLMM NO NpesoTBpaLLEHN0 HECAHKLMOHUPO-
BaHHOro 4OCTyNa K NPOrpaMMHbIM U (UNM) TEXHUYECKMM pecypcaM CpeacTBa BblYUCIIUTESb-
HOW TEXHWKM Ha 3Tane ero 3arpysku.

4.2.2.7 cpeACTBO KOHTPONIA CbEMHbIX MalUMHHbIX HoOcuTenem uHdcpopma-
umun: MNporpaMmmHoe MnNn nporpamMmMHoO-TeXHU4eckoe cpenctso 3U, peanuayowee yHKLNN
no NpefoTBpaLleHN0 HECAHKLUMOHUPOBAHHOMO OCTyna K MHopmaumMmM C UCNosib30BaHNEM
CbEMHbIX MAaLUWHHbIX HOCUTENEen MHgopMaLmm, NOAKNIYaEMbIX K MHPOPMALIMOHHON CUCTe-
Me, 1 (MnNn) No NPenoTBPaLLEHNIO HECAHKLMOHMPOBAHHOIO OTYYXAeHus (nepeHoca) nHop-
MaLMM OrpaHNYEHHOro AO0CTyna C 3aperMcTpuMpoBaHHbIX (YYTEHHbIX) CbEMHbIX MaLUMHHbIX
HocuTenen nHgopmauuu.

4.2.2.8 cpeACTBO KOHTPOSS MNOAKMIOYEHUA YCTPOUCTB: [MporpaMmHoe CcpeacTBo,
obnagatwuiee QYHKUMOHANOM KOHTPOMS WCMNONb30BaHUA WHTEPdENCOB BBOAA/BbIBOAA
CPEACTB BbIYUCIIUTENBbHON TEXHUKW, MNOOKMIOYEHUS BHELLUHMX MPOrpaMMHO-annapaTHbIX
YCTPOWCTB N CbEMHbIX MaLUMHHbBIX HOCUTENEN MHpopMaLun.

4.2.2.9 cpenctBo oObHapyXxeHus aTtak: [lporpammHoe UM NporpaMmMHO-TEXHUYECKOE
CpeacTBO 3aWmTbl UHOPMaUuK, peanusyroliee PYHKUUN aBTOMATUYECKOroO BbIABIIEHUS CO-
ObITMIn 6Ge30NacHOCTK, YKa3bIBaKOLLMX HA NMPU3HAKM KOMMbIOTEPHbIX aTak, HanpaBSieHHbIX Ha

KOHTPONUPYEMYIO AaHHbIM cpeacTsom V.
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4.2.2.10 cpepctBO aHanusa 3awuueHHocTu: [lporpaMmMHoe wnNM  NpPorpaMMHoO-
TexHunyeckoe cpeactso 3W, peanusyollee (PyHKUUN BbIABNEHUSA (MOMCKa) YA3BUMOCTEN B
nporpammMmHom obecneyeHuun, nmerollee CTaHaAapTU30BaHHble (YHUULNPOBAHHbIE) B COOT-
BETCTBUW C HaUMOHarnbHbIMW CTaHA4apTaMu ONUcaHne 1 nepeyHy ya3sumMocTen nporpaMmMmHo-
ro obecrne4vyeHuns, oWNMBOYHbIX KOHUrypauumm, npasusi onnucaHus ya3ssBMMOCTEN, NPOBEpOY-
HbIX CMWCKOB, MpoLeayp TECTUPOBAHMSA U A3blka TECTUPOBAHMUSA CUCTEMbI HA Hanvyne ysa3su-
MOCTEN U MMeloLlee BO3MOXHOCTb ornepaTUBHOIrO 06HOBMeHUsa 6asbl AaHHbLIX BbISIBNISEMbIX
YA3BUMOCTEN.

4.2.2.11

CpeAcTBO 3alUTbl OT HeCAHKLMOHUPOBaAHHOro goctyna: MNporpaMMHoe MM npo-
rpaMMHO-TeXHMYeckoe cpepctBo 3W, npegHasHayeHHOe AN NPeAoTBpaLLEHUs UK cylue-
CTBEHHOro 3aTpyAHeHust gocTyna K MHdopmaumm nnm K MHOpPMaunMoHHOMY pecypcy, ocy-
LLLeCTBMNSIEMOr0O C HapyLUEHMEM YCTaHOBIEHHbIX NPaB W/uUnu npaeun 4ocTyna K MHopmaumm
UM K MHPOPMALMOHHOMY pecypcy C UCMONb30BaHMEM LUTATHLIX CPEACTB, NpeaocTaBnse-
MbIX CPeACTBaMM BblYMCIIUTENBHOM TEXHUKN.

[AgantnposaHo n3 FOCT P 53114-2008, pasgen 3, nogpasgen 3.6, nyHKT 3.6.7]

4.2.2.12 cpeACTBO KOHTPOSNA LenocTHocTu: [lporpaMMHOe unv  NporpamMmmMHoO-
annapatHoe cpeacTtso 3, peanusyowee OYHKUMN KOHTPONS OBBLEKTOB JOCTyna Ha OTCyT-
CTBUE HECAHKLNOHNPOBAHHbIX U3MEHEHUN.

4.2.2.13 3aMKHyTasa cpeaa npeaBapuUTeribHOro BbINONMHEHUA NporpamMm («necoy-
Huuar): Cuctema Ans BbISIBIIEHUA BPEOOHOCHOro nporpaMmmHoro obecneyenus (BI1O), ny-
TeM 3anycka nogo3puTenbHOro obbekTa B BblAeNeHHoM obnactu namstv, UMUTUPYLOLLEN
NporpaMmMHyto cpefy ero yHKLUMOHNPOBAHUS U aHanu3a ero garbHENLWero noBeaeHns.

4.2.2.14 cpencTtBO ynpaBnieHusi cobObiTuaMmM 6e3onacHocTu: [porpaMmHoe mnu
nporpaMmHo-TexHn4yeckoe cpenctso 3U, peanusyowee gyHKUMM cbopa u aHanmsa pesyrb-
TaTtoB perucTpaumm cobbITUn 6e30MacHOCTM U MHbIX AAHHbIX C LEeNb NOUCKax MpU3HaKoB

nHUMaeHTa nHdopMaunoHHON Be3onacHoOCTH.

4.2.3 MOHUTOPUHI MHOPMaLIMOHHON 6e30nacHOCTH
4.2.3.1

MOHUTOPUHI UHOpMaUNOHHON Ge3onacHocTU; MoHuTOopuHr WUB: MNMpouecc no-
CTOSIHHOrO HabnAeHWs U aHanuMsa pesynbTaToB perncrpauumn cobbiTii 6e3onacHOCTU U

MHbIX OaHHbIX C Lieliblo BbIABITIEHUA HaprJeHMVI BGe3onacHocTu I/lHq)OpMaLI,I/II/l, KOMMNbOTEPHbIX
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aTak U KOMMbIOTEPHbIX UHUMOEHTOB.
[ApantnpoeaHo u3 NOCT P 3awwuta mHpopmaumn. MOHUTOPUHI MHAOPMALVNOHHOM

6esonacHocTn. ObLme nonoxeHus, pasaen 3, nyHKT 3.6]

4.2.3.2 c60p AaHHbIX MOHUTOpPMHra: [pouecc nonyvyeHuss MHopMauum O 3aperu-
CTPMPOBaHHbIX COBLITUAX 6E30MaCHOCTU U UHbIX LaHHbIX MOHUTOPMHra OT PasfiMYHbIX UC-
TOYHWUKOB, TakMx Kak cpegcrtea 3W, nporpaMmHoe obecneyeHne, NporpammMHO-TEXHUYECKNE
cpeacTtea, MHPOPMaLMOHHbIE CEPBUCHI, cpeaa (pyHKUnoHMpoBaHus obbekToB U, nepcoHan
N UHbIE UCTOYHUKN AAHHbIX.

42.3.3

AaHHble MOHUTOpPMHra: [laHHble O COCTOSAHMM 0OGBHLEKTOB MOHUTOpUHra UMb, a Takke
AaHHble, noriyyaemble M3 cpefbl (PYHKLMOHMPOBAHUA OBbekTa MOHUTOPUHIA U BHELUHWUX
CEepBUCOB, KOTOPblE MOMYT UCNOSb30BaTbCA AS1S BbIABNEHNA YS3BUMOCTEN 1 yrpo3 Gesonac-
HOCTU MHpopMaLmn.

[FTOCT P 3awwuta nHdopmaumm. MoHUTOpUHI MHopMaunoHHon 6esonacHoctn. O6-

LMe NonoXxeHus, pasgen 3, NyHKT 3.2]

4.2.3.4 c60p AaHHbIX 0 COObLITUAX 6e3onacHocTu: [pouecc nHBeHTapmsauun U v
nony4eHnst nHopmMmaumm o cobbiTuax 6e30NacHOCTH, BbISBMEHHbIX YA3BMMOCTAX, AEACTBUSX
nonb3oBaTenien, a Takke AaHHbIX 0 paboTOCNOCOOHOCTM NPOrpaMMHbIX, TEXHUYECKUX U NPO-
rPaMMHO-TEXHUYECKNX CPEACTB U MHbIX AaHHbIX.

4235

cobbiTne 6e3onacHocTu (MH(popmaunMoHHOM): 3adPUKCMPOBAHHOE COCTOSIHUE WH-
dopmaLMoHHON (aBTOMATM3MPOBAHHOMW) CUCTEMbI, CETEBOro, TENEKOMMYHUKALNOHHOIO,
KOMMYHMWKALMOHHOTO, NHOrO NPUKNagHoro cepsuca nnn NHpOPMaLMOHHO-
TENEeKOMMYHUKALUNOHHOW CeTW, YyKasbiBalollee Ha BO3MOXHOE HapyleHue 6Ge3onacHoCTU
nHdpopmauumn, cbon cpencts 33U, nnu cutyaumo, Kotopas MOXeT OblTb 3Ha4YMMon ans 6es-
0OnacHOCTU NMHopMaLmn.

[FTOCT P 3awwuta nHdopmaumm. MoHUTOpMHIr nHdopMaunoHHon 6esonacHoctn. O6-

LMe nonoxenus, pasgen 3, nyHkT 3.12]

4.2.3.6 c60p AaHHbIX O BbIABMIEHHbIX yA3BUMOCTAX: [1pouecc nonyvyeHus nHdop-
MaLmmM O BbisiBNEHHbIX B W yasBumocTax B obwecnctemHom (obLiem), npuknagHoM u cne-
UnanbHOM nporpaMMHOM obecneyeHun, ys3BUMOCTSIX B TEXHUYECKUX CpeacTBaX, YSa3BUMO-
CTAX B CETEBOM (KOMMYHWKALMOHHOM, TENEKOMMYHMKALNOHHOM) 060pyaoBaHUM U yYsi3BUMO-

CT4X B cpeactBax 31 ot npUMeHAeMbIX B obbekTax A cpeacTtB aHannaa 3alueHHOCTN.
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4.2.3.7 c60p AaHHbIX O pe3ynbTaTax KOHTPOJIS COOTBETCTBUSA HacTpoek: Npouecc
nony4YeHnss Hpopmauumn o pesyrbTaTax KOHTPOMS COOTBETCTBUSA HACTPOEK MPOrpamMMHOro
obecneyeHunsa n cpeacts 3U, ucnonbdyemoix B o6bektax M, yctaHoBNEHHbIM TpeboBaHUAM
B6esonacHocTn (nonutukam GesonacHocTn) oT cpenctB 33U, oCyLecTBNSAWNX TaKOW KOH-
Tponb B o6bekTax UW.

4.2.3.8 c60p AaHHbIX O AeUCTBMAX Nnonb3oBartenen: [lpouecc nonyyeHns mnHgop-
MaLMM O OEeNCTBUAX NONb30BaTeNen 1 3anyckaembiX OT X UMEHM NPOLLECCOB, HEOBXOAMMbIX
ANSA BbIABNEHNA NpeAHaMepeHHOro Unn HenpeaHamMepeHHOro HapyLlleHUs YCTaHOBIIEHHbIX
nonuTUK GesonacHoCTU, pernameHToB paboTbl, PaKTOB 3anpeLleHHON OeATeNbHOCTH, Nonbl-
TOK COBEpPLUEHNS HECAHKLMOHMPOBAHHOMO AOCTyNa U yTeYkn KoHduaeHumManeHon nHgpopma-
unn ot cpenctB 33U, ocylwecTBNAOLWNX KOHTPOSb 3a A4ENCTBMAMM NOSb3oBaTenen.

4.2.3.9 c60op paHHbIX paboTtocnocobHocTu: [Mpouecc nonydeHns uHdopmaumm o
peaynbTartax KoOHTponsi paboTocnocobHOCTM nporpaMMHoro obecneveHna m cpeacte 3U,
npumMmeHsiembix B o6bekTax NN.

4.2.3.10 c60p AaHHbIX O pe3yfnbTaTaX KOHTPONA NOTOKOB MHdopmauun: MNpouecc
nony4YeHnss MHpopmauumn o pesynbTaTtax KOHTPONA NOTOKOB MHopMauun B ceTu obbekTa
NN, npn BBOAE/BbIBOAE MHGOPMALMM HA CbEMHbIE MAaLUMHHbLIE HOCUTENWU WHOPMaLUN U
BblBOAE MHGOPMaLUMM Ha nevatb, a Takke MHPOPMaLMn O BbISIBIIEHHbIX MO pe3ynbTaTtam Ta-
KOro KOHTPOMSi MOAO3PUTENBbHON CETEBON aKTUBHOCTW, KOMMbIOTEPHbIX aTtakax Unn npuaHa-
Kax noaroToBKW K HWUM, 3anpeLlleHHOW OeATenbHOCTU, MOMbITKax nepedayn 3anpeLueHHoro
NN NOJO3PUTENBHOIO KOHTEHTA M HECAHKLMOHWPOBAHHOW BbIFPY3KM KOHMOEHUMANbHOM
nHpopmauun, ot ucnonbsyemolix B N cpencts 3U, ocyllecTBRASIOWMX KOHTPOSb NOTOKOB
MHopMauuu.

4.2.3.11 c60p cnpaBoO4HbIX AaHHbIX: [Tpouecc nonyyeHmss nHopmaumm O Mnokasa-
Tene JoBepusa (penytaumm) ceTeBbIX agpecoB, AOMEHHbIX UMEH, CEPBEPOB 3MEKTPOHHOW MNo-
YTbl, CEPBEPOB JOMEHHbLIX MMEH, O BNnagenblax ceTeBbiX agpecoB, JOMEHHbIX UMEH, cepBe-
POB 3NIEKTPOHHOM MOYTbI, CEPBEPOB LOMEHHbLIX MMEH, O MECTOMNOSTOXEHMM U reorpadn4eckom
NPUHAANEXHOCTM CceTeBbiX agpecoB, 06 M3BECTHbIX YA3BUMMOCTHAX MCMOMb3yeMoro npo-
rpamMMHOro obecneyeHns, 0 KOMMNbIOTEPHbLIX CETHAX, COCTOALWMX U3 yNpaBngeMblX C UCNOSb-
3oBaHnem BIMO cpenctB BbIMUCNIMTENBHOM TEXHUKMK, BKMOYas cBegeHus o6 mx ynpaensito-
LLMX cepBepax U3 BHELLHUX CEPBMCOB, NPeAOCTaBNSLWMNX Takyro MHOPMaLMIO.

4.2.3.12 nOTOK AaHHbIX 00 yrposax, cogepXawwnm MHAUKATOPbl KOMMpomeTa-

umu: Micnonb3yembliii NPy OCYLLECTBIEHUN MOHUTOPWUHIa Habop MHOMKATOPOB KOMMpOMeTa-
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Lnun, nonyqaeMbM N3 NCTOYHUKA, pacrnpocTpaHAawero ceegeHmna o BbidBIIEHHbIX NHOUKATO-

pax KomnpomeTaLluu.
4.2.3.13

MHAUKaTOpP KomMmnpomeTtauuu: /3BecTHble AaHHble, yKasblBawolne Ha To, 4To 6es-
ONacHOCTb 06BbEKTA MOHUTOPMHIA YXXe HapyLueHa.
[FOCT P 3awmta nHcbopmaumm. MoHUTOPUHI MHpopmaunoHHon 6esonacHocTn. O6-

LMe nonoxeHus, pasgen 3, nyHkT 3.3]

4.2.3.14 obpaboTKa AaHHbIX MOHUTOpPUHra: [pouecc dpunbTpaumm, Hopmanmsauum
arperaumm unn aHanu3 gaHHbIX MOHUTOPUHTA.
4.2.3.15

dunbTpaumus (AaHHbIX MOHUTOpPMHra): Boibopka [aHHbIX, nepefaBaemMbiX ANis
AanbHenwero MoHmTopuHra b nnn gonrocpoyHoro xpaHeHus no onpeneneHHbIM Kputepu-
am (npasunam) moHuTopuHra b n3 coctaBa AaHHbIX MOHUTOPUWHIA, NONy4YaemMbiX OT UCTOY-
HWKOB [@HHbIX MOHUTOPWUHra.

[AgantnpoBaHo n3 NOCT P 3awwuta mHbpopmaumm. MOHUTOPUHI MHGOPMALVOHHOM

6esonacHocTn. Obwme nonoxeHus, pasgen 3, NyHKT 3.16]

4.2.3.16

HOpManusaums (JaHHbIX MOHUTOpPUHra): [NpuBeaeHe nosydyaemMblX OT PasfUYHbIX
MCTOYHMKOB AaHHbIX MOHUTOPUHra K popmarty, HeobxoaumomMy AN AanbHenwen mx obpa-
BOTKM M XpaHEeHUs1.

[FTOCT P 3awwuta nHdopmaumm. MoHUTOpUHI MHopMaunoHHon 6esonacHoctn. O6-

LMe NonoXeHus, pasgen 3, nyHkT 3.8]

4.2.3.17

arperauus (co6biTn 6esonacHocTn): MNpouecc o6begMHEHNA OAHOPOOHbIX AaHHbIX
0 cobbITnaAX 6e3onacHOCTH, Nony4yaeMblx B pedyrbTaTe MoOHMTOpUHra Mb.
[AgantnpoBaHo u3 NOCT P 3awwuta mHdopmaumm. MOHUTOPUMHI MHGOPMALVOHHOM

6esonacHocTn. Obwme nonoxeHus, pasagen 3, nyHkT 3.1]

4.2.3.18 aHanu3 paHHbIX MOHUTOPUHra: Npouecc noncka cBA3en Mexay AaHHbIMU O
3aperncTpupoBaHHbIX COBbITUSAX 6E30NaCHOCTU U MHbIMU AAHHBIMW MOHUTOPUHIA, MNONy4YeH-
HbIMW OT pa3HbIX MCTOYHUKOB C LIENbIO BbISBIEHNSI MPU3HAKOB KOMMNbIOTEPHbLIX MHLUMAEHTOB.

4.2.3.19 koppensuus cobbiTum 6e3onacHocTn: Bug aHanusa gaHHbIX, npegycmaT-
pUBAIOLLMIA BbISBNIEHME MPU3HAKOB KOMMbIOTEPHbLIX MHUMOEHTOB Ha OCHOBE AaHHbIX O 3ape-

TMCTPUPOBAHHDbIX cobbITMSAX Be3onacHoOCTH.
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4.2.3.20 npaBMNo perncrpauum npu3HakoB KOMNbITEPHbIX aTak U/MnnM KOMNbIo-
TEepPHbIX MHUMAEHTOB: OnncaHHbIN B onpeaeneHHon opme anroputMm aHanu3a coObiTui
6e30nNacHOCTM N WHbIX AAHHbIX MOHWUTOPWHra, MCNOMb3yeMbl ONS BbIABNEHUSA NPU3HAKOB

onpeaeneHHon KOMMbIOTEPHOWM aTakn U/Mnn KOMMNbIOTEPHOIO UHUMAEHTA.

4.2.4 Ponu nonb3oBaTesnie MHpOPMaLMOHHbIX pecypcoB

4.2.4.1 ponn nonb3oBaTesnien MH(popMaLMOHHBLIX pecypcoB: [pefonpeneneHHas
COBOKYMHOCTb MpaBusl, yCTaHaBnMBaloLWmMX SOMYCTMMOE B3auMOOeNCcTBMe Mexay Nnorb3oBa-
Tenem n obbektom UN.

4.2.4.2

nonb3oBaTtenb: JINLO, KOTOPOMY paspeLleHO BbINOSTHATbL HEKOTOpPbIE AenCTBUS (one-
pauum) no obpaboTke MHPoOpMaUUM B MHPOPMALNOHHOM CUCTEME UIM UCMONb3ytoLlee pe-
3ynbTaTbl €e (PYHKUMOHMPOBAHUS.

[[4], npunosxerne Ne 1]

4243

apMmuHucTpartop: lNonb3oBaTenb, YMNOMHOMOYEHHLIN BbINOMHATL HEKOTOpblEe Aen-
CTBMSI NO aAMWHUCTPUPOBAHUIO (MMEKLWMA aaMUHUCTPATMBHbLIE MOSTHOMOYNSA) B COOTBET-
CTBMM C YCT@HOBJIEHHOW POSibI0 U TpebyeMbiMU NPUBUMENNAMM Ha BbIMOSIHEHUE ITUX Oen-
CTBUMN.

[AgantupoBaHo n3 [4], npunoxeHune Ne 1]

4.2.4.4 cyb6bekT gocTtyna: Npouecc, nopoxgaembin Nonb3oBaTenemMm, agMMHUCTPATO-
pOM.

4.2.4.5 ynonHOMOYEHHbIX HeNpUBUIIErMpoBaHHbIN CyOBbeKT poctyna: [Npouecc,
nopoXxgaembin Nonb3oBaTeNemM B COOTBETCTBMM C NpaBaMu JOCTyNa K 00bEeKTy gocTtyna.

4.2.4.6 ynonHOMOYEHHbIN NMPUBUNErMpoBaHHbIN CYOBbEKT gocTtyna: Npouecc, no-
poXgaemMblt aAMUHUCTPATOPOM UK OT UMEHU CIYXeOHOM y4eTHOM 3anncu B COOTBETCTBUU
C pOnbHo.

4.2.4.7 HeyNnONMIHOMO4YEeHHbIN cybbeKT goctyna: [lpouecc, nopoxgaembii nuuamu,

He ABNALWNMNCA NoJib3oBaTeNAMU, NMpn NonbiTke HECAHKLUMOHNPOBAHHOIO A0CTYyNa.

4.2.5 Mepbl 3awmThbl MH(popMaLUK
4251

cuctema 3allinTbl MHCbOpMaLI,VIM; cucrtema 3MU.: COBOKyI'IHOCTb OopraHn3aunoHHbIX

MEpPONPUATUA, TEXHUYECKMX, NPOrpamMMHbIX M NpPOrpamMmMHO-TEXHMYECKMX cpeacts 33U u
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cpeacTB KOHTpons adpdekTuBHocTH 3.
[AgantnposaHo n3 NOCT P 51583-2014, pasgen 3, NyHKT 3.3]

4.2.5.2 TeXHU4ecKue Mmepbl 3awWmTbl MH(popmauum; TexHnyeckme mepbl 3U: Mepbl
obecneyeHnsa 3aWwmnTbl HOPMaLMK, NpeaycMaTpmBaloLne npuMeHeHne TEXHUYECKNX, Nnpo-
rPaMMHbIX U NPOrPaMMHO-TEXHUYECKNX CPEACTB 3aliuTbl MHOpPMaLUn N CpeacTB KOHTPONS
3(PPEKTUBHOCTU 3aLLMUTbI MHGOPMALUMN.

4.25.3

OpraHu3auuoHHble  Mepbl  3aWMTbl  MHhoOpMauMKU;  OpraHU3auUOHHbIe
Mepbl 3U: Mepbl obecneveHns 3awmTbl MHOpMaLun, npegycMaTpyBaloLLMe yCTaHoBNeHNe
BPEMEHHbIX, TeppPUTOpPUarnbHbIX, NPOCTPAHCTBEHHbIX, MPaBOBbIX, METOANYECKMX W WHbIX
OrpaHUYEHNn Ha YCINOBUS UCMONb30BaHUS U PeXMMbl paboTbl 0b6bekTa MHEPOPMAaLMOHHOW

NHQPACTPYKTYpbI.
[AgantnposaHo n3 NOCT P 53114-2008, pasgen 3, nogpasgen 3.6, nyHKT 3.6.4]

4254

nonutuka 6esonacHocTn (MHopmaumm B opraHmsaumm). CoBOKyNnHOCTb JOKYMEH-
TMPOBaHHbIX NpaBwi, Npoueayp, NPakTUYeCKUX NPUEMOB MMM PYKOBOASLUMX MPUHLMIMIOB B
obnactn 6esonacHOCTM MHopMauuKn, KOTOPbIMU PYKOBOACTBYETCS OpraHuM3aumsi B CBOEWN
AEeATENBHOCTH,

[FTOCT P 50922-2006, pasagen 2, nogpasgen 2.4, nyHkT 2.4.4]

4.3 Peanusauus yrpo3s
4.3.1 O6wwme TepMUHbI
4311

yrpo3sa (6esonacHoctn uHdopmauumn). COBOKYNHOCTbL YCrNoBU N (PaKTOpPOB, CO-
3[aloWwmx NoOTeHUManbHy NN peanbHO CYLLECTBYIOLLYHO OMAacHOCTb BO3HWMKHOBEHUS MHLM-
aeHta Vb (koMnblOTEPHOrO MHUMAEHTA), KOTOPbIA MOXET NPMBECTM K HEraTMBHbIM nocnen-
cTBuaM (Bpea/ywepb) ana opraHmsaumn.

[AnantupoBaHo u3 [7], pa3gen 3, nyHKT 3.14]

4.3.1.2 peanusaums yrpo3sbl (6esonacHoctTn uMHcpopmaumm): [lenctems Hapywmte-
ng, npueeaLwume K nHunaeHty b (KoMnbloTEPHOMY MHUMOEHTY), KOTOPLIN NPUBEN K HEraTus-
HbIM nocneacTemam (Bpeay/ywepby) ana opraHmsaumm.

4.3.1.3

Moaenb yrpo3 (6esonacHoctun wuHcpopmauum): OnvcatenbHoe npeacTaBneHne
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CBOWNCTB UIN XapakTepucTuk yrpo3 6e3onacHoOCTN Hopmauuu.
[AgantnposaHo n3 FOCT P 50922-2006, pasgen 2, nogpasgen 2.6, nyHKT 2.6.8]

43.1.4

MUCTOYHMUK Yyrpo3bl (6esaonacHocT nHdopmaummn): Cyovekr (pusnyeckoe nuuyo, ma-
TepuanbHbI OOBEKT U (PU3NYECKOE SIBIIEHUE), SABMSIOWNNCA HEMOCPEACTBEHHOW NpUYn-
HOW BO3HMKHOBEHMS Yrpo3bl 6€30MacHOCTU MHpopmauunu.

[FTOCT P 50922-2006, pasgen 2, nogpasgen 2.6, nyHKT 2.6.3]

4315

HapywwuTtenb (MHcdopMaunoHHon GesonacHocTu); HapywuTtens UB (3noymbiw-
neHHuK): dnsmyeckoe nNUUO, Cny4armHo NN npegHamepeHHo coBepLUMBLLEE OEeNCTBUS B OT-
HOLLEHMW aKTMBOB OpraHu3auuv, crnefcTBMeM KOTOpbIX SBNseTcs HapyweHue NB opraHusa-
UunK, BbI3blBaKOLLME HeraTUBHbIE nocneacTens (Bpe/ywepb) ana opraHnsaumu.

[AgantuposaHo n3 NOCT P 53113.1-2008, pasgen 3, nyHKT 3.21]

4.3.1.6

noTeHuuan Hapywutens (MHdopMaLMOHHOW Oe3onacHOCTU); NOTeHUuuan Hapy-
wwutena UB (3noymbiwneHHUK): Mepa ycunuin, 3aTpadvBaeMblX HapyLumMTenem npu peanu-

3aumm yrpo3 6e3onacHoOCTU NHOpPMaLUn B MHPOPMAaLIMOHHON cucteme.

[[20]]

4.3.1.7

HeraTuBHble AencTBuSA: [leNCcTBUS, BbIMNOMHSAEMbIE UCTOYHUKOM Yrpo3bl MO OTHOLLE-
HUIO K aKTUBaM.
[FTOCT P NCO/M3K 15408-1-2012, pasgen 3, nogpasgen 3.1, nyHkT 3.1.1]

4318

uHcaunaep: CoTpyaHMK NpeanpuaTus, KOTOPbIN NPUYMHSAET UMK NNaHUPYEeT NpUYMHe-

HVe ywepba akTBam opraHv3aumm Unm NomoraeT B TakoW akUMW BHELLUHEMY HapyLUMTEIO.

[[20]]

4319

HapyweHue 6e3onacHocTu nHdopmauum ((B MHpopmMaLMOHHON (aBTOMATU3UPO-
BaHHOW) cucteme, opraHusauumn). CoBOKYNHOCTb COBObITUMN Ge3onacHOCTM M (MnN) MHbIX
AaHHbIX MOHUTOPWHra, yKasbiBalllas Ha BO3MOXHOE HapylleHne KOH(UAEHLMAanbHOCTH,
LeNIOCTHOCTM U AOCTYNHOCTN MHAOPMaLMM UNN HapyLLleHne NPUHATON NONMTUKN Ge3onacHo-
cTn (MHpopmaunoHHom 6e3onacHOCTN) B CUCTEME.

[AgantupoBaHo n3 NOCT P Bawwmta nHpopmauun. MOHUTOPUHT MHOPMALNOHHOWN
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6esonacHocTn. ObLwime nonoxexus, pasgen 3, NyHKT 3.7]

4.3.1.10

MHUMAEeHT (MHdopmaumoHHon Ge3onacHocTu); unHumaeHT UB: HenpensuaeHHoe
UNn HexenartenbHoe cobbiTue (rpynna cobbiTnin) 6GesonacHoCTU, KOTopoe (KoTopble) NpuBe-
no (NpuBenn) K HeraTMBHbLIM NOCNEACTBUAM N5 aKTUBA OpraHm3auuu.

[AnantupoBaHo u3 [4], npunoxeHune Ne 1]

4.3.2 VHUnpeHTbI

4.3.2.1 KOMNLOTEPHbIA UHUMAEHT. PaKT HapylweHus 1 (MnNn) npekpalleHna gyHkK-
LMOHMPOBaHMS MHAPOPMAaLIMOHHOIO pecypca 1 (Mnn) HapyweHus 6e3onacHocTy, obpabathbl-
BaeMoW TaknM NMHPOPMALMOHHLIM PEeCcypcoM MHopmMaLmn, B TOM YuCrie NpousoLlesLllni B
pesyrnbTaTte KOMNbIOTEPHON aTaku.

4.3.2.2 KapTOo4YKa KOMMbIOTEPHOro uMHumaeHTta: [lokyMeHT yCTaHOBNEHHOW (POpMbI,
npegHasHa4YeHHbIN Ang opmMann3oBaHHOMO ONUCaHNA KOMMNbIOTEPHbIX MHUNOEHTOB.

4.3.2.3 KaTeropusi KOMNbLIOTEPHOro MHUMAeHTa: Pogosoe noHATne, obo3HavaoLee
obLwmn nprsHak akToB HapylleHuss U (Mnn) nNpekpalleHns OYyHKLUNMOHMPOBaHUS UHAOpMa-
LMOHHOro pecypca u (Mnv) HapyweHus G6esonacHocTM obpabaTbiBaeMon Takum UHgopma-
UMOHHBLIM PECYPCOM MHOpMaLnUK, B TOM YUCHe Npou3oenin B pesynbtaTte KOMMNboTep-
HOW aTaku.

4.3.2.4 3apaxxeHne BpPeOOHOCHbIM MNpPOrpaMMHbIM obecrnevyeHUeM; 3apaxeHue
BINO (kak kaTeropmsa KOMNbIOTEPHOro MHUuAeHTa): PakT ycnewHoro npumeHeHus Bl1O,
noBnekwnin 3a cobon npekpaweHne ¢YHKUMOHUPOBAHUS WHGOPMALWOHHOIO pecypca W
(vnn) HapyweHus 6GesonacHocTn obpabaTbiBAeMOW TakMM WHAOPMALMOHHBLIM PECYPCOM
MHd OpMaLNUK, B TOM YMCIie NPOM3OLLELLNIA B pe3dyNnbTaTe KOMMbIOTEPHOM aTaku.

4.3.2.5 pacnpocTpaHeHMe BPeAOHOCHOro NporpaMMHOro obecrnevyeHus; pacnpo-
ctpaHeHne BIO (kak kaTeropusi KOMNbHOTEPHOro MHuUuAaeHTta): ®akt nonydeHua BI1O
NHPOPMAaLMOHHBIMK pecypcamn nnu nepegaym BIMO nHdopMaUnOHHBIM pecypcam, B TOM
yucre npousoLweawnm B pesynbTaTe KOMNbLIOTEPHOW aTaku.

4.3.2.6 HapywleHue unu 3amenrieHne paboTbl MH(pOpMaLMOHHOIo pecypca (kKak
KaTeropusi KOMMNbTEPHOro MHUUAEHTa): PakT NnpuBeaeHUs MHPOPMaLIMOHHOIO pecypca B
COCTOSIHME, NPU KOTOPOM OH He CnocoOeH BbIMOMHATbL BO3MOXEHHYH Ha HEro (pyHKUMIo
AOIMKHBbIM 06pa3oM, B TOM YUCIe NPOM3OLIEALLMI B pedynbTaTe KOMMbIOTEPHON aTaku.

4.3.2.7 HeCaHKLMOHMPOBaHHbLIN AOCTYN B CUCTEMY (KaK KaTeropusi KOMNbLTeEp-

HOro uHuMAeHTa): GakT gocTyna kK UHOpMaUMM UM K MHPOPMAaLUMOHHOMY pecypcy, OCy-
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LLEeCTBNAEMOro C HapyLleHNneM yCTaHOBMEHHbIX Npas u/unu npasun OCTyna K nHdopmMaumm
UM K MHPOPMALMOHHOMY pPecypcy C UCMOMb30BaHMEM LUTATHLIX CPeAcTB, nNpeaocTasrse-
MbIX CpeACcTBaMW BbIYUCIUTENBHON TEXHUKW, B TOM 4ucCrie npousowenlivi B pesynbraTte
KOMMbIOTEPHOM aTaku.

4.3.2.8 cbop cBefieHUn c MCNONb30BaHUEM MH¢pOpPMaLIMOHHO-
KOMMYHUKaALUMUOHHbIX TEXHONOrMM (Kak KaTeropmsi KOMMbHOTEPHOro uMHumaeHta): Pakr
ocyLlecTBneHns cbopa mHpopMaumm C NpUMEHEeHNeM pasnu4YHbIX MeToOO0B, MPOLECCOB U
NPOrpaMMHO-TEXHUYECKMX CPEACTB, B TOM YMCIe Npou3oLlleawmi B pesynbTaTe KOMNboTep-
HOW aTaKu.

4.3.2.9 HapyLweHune 6e3onacHoOCcTN NH(popMaL MK (KaK KaTeropusi KOMNbLOTEPHOro
MHUMAaeHTa): PakT HapylweHna KOHMMAEHUManbHOCTU, LENOCTHOCTU U AOCTYMHOCTU WH-
dopmauum, B TOM YMcrie NpomsoLLeLlni B pesynbTaTe KOMMbLIOTEPHOW aTaku.

4.3.2.10 pacnpocTpaHeHue UH(popmauum ¢ HenpueMrieMbiM COAEPXUMbIM (Kak
KaTeropusi KOMMNbOTEPHOro MHUMAeHTa): PakT nonyvyeHna unum nepegayun mHgopmaumm c
HenpuemMnemMbiM COOEPXMMbIM, B TOM YUCHE NMPOM3OLLEALNA B pe3ynbTaTe KOMMbTEPHON
aTaku.

4.3.2.11 MOLWIEHHNYEeCTBO c Mcnonb3oBaHUEM MHopMaLMOHHO-
KOMMYHUKaALUUOHHbIX TEXHONOrMMU (Kak KaTteropums KOMMbIOTEPHOro uMHumaeHta): dakT
XULLLEHUS YYXKOro MHPOPMAaLIMOHHOIO akTMBa UnNu NpnobpeTeHne npasa Ha Yyxon nHpopma-
LUMOHHBIA akTMB nyTem obmaHa unu 3noynotpebneHns gosepuem ¢ NpUuMeHeHneM MeToo0B,
NPOLLECCOB M NPOrpamMMHO-TEXHUYECKNX CPEACTB, UHTErPUPOBAHHbIX C Lienbto cbopa, obpa-
BOTKM, XpaHeHUs1, pacnpoCTpaHeHns, OTOBPaxKeHNs U UCNOSb30BaHUSA MHOPMaLMKN, B TOM
yucne npousoLweini B pesynbtate KOMMNbITEPHOW aTaku.

4.3.2.12 TMIN KOMNbIOTEPHOro uMHumMaeHTa:. Knaccudukaums pasHoBuaHocTen dak-
TOB HapyLlleHus u (nv) npekpaweHus (PyHKUMOHMPOBaAHUA MHEOPMAaLMOHHOIO pecypca U
(vnn) HapyweHus 6GesonacHocTM obpabaTbiBaeMon TakMm MHGOPMAaLMOHHLIM Pecypcom
MHOpMaUUK, B TOM YMCe NPOM3OLLEALLMX B pe3ynbTaTe KOMMNbIOTEPHOW aTaku.

4.3.2.13 BHegpeHne B MHPOPMaLMOHHbLIN pecypc moayren BpeaoOHOCHOro npo-
rpamMmmHoOro obecneyeHus; BHegpeHne B MH(popmaUMoHHbIN pecypc moaynen BIMO (kak
TUN KOMMbIOTEPHOro MHuMAeHTa): PakT BHeAPEHUS B MH(OPMAaLMOHHBIN PeCypC 4acTu
NporpaMMHOro Koga nporpamMmmMHoro obecneyeHusi, npeaHasHa4YeHHOro A NonyyYeHnsa He-
CaHKUVMOHUPOBAHHOIO OOCTYyNa K ero BblMUCIUTENbHLIM pecypcam unum Kk obpabatbiBaemon
TakuM WH(POPMAaLMOHHBIM PECypCcoM WHOpMaunn, C LeNnbi HeCaHKUMOHUPOBAHHOIO WUC-

nosib3oBaHUA €ro pecypcoB unn npnvynHeEHMA Bpena (HaHeceva yu_l,ep6a) Blragernbly WUH-
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opMaLMOHHOIo pecypca, NyTEM KOMMPOBAHWUA, UCKaXKEHWUS, yaaneHus unnm nogMeHbl WH-
dopmaumm ¢ NnpUMeHeHneM MeTog0B, NPOLECCOB U NPOrPaMMHO-TEXHUYECKUX CPeacTB, VH-
TErpupoBaHHbIX C Lenbio cbopa, 06paboTkn, XpaHEHNS, pacnpOCTpaHEHUs, OTOBPaXeHUs n
Mcnonb3oBaHusa MHoOpPMaUMnM, B TOM YUcre npousoLlleilnm B pesyrbTate KOMMbITEPHON
aTaku.

4.3.2.14 ucnonb3oBaHue WMHPOPMaLUOHHOro pecypca ANl pacnpocTpaHeHus
BPEAOHOCHOro NpPorpaMMHoOro o6ecneyYyeHusi; UCNofb3oBaHMe MHPOPMALMOHHOIO pe-
cypca ana pacnpoctpaHeHuss BIO (kak TMn KOMNbLIHOTEPHOro MHuuAaeHTta): PakT uc-
NnoNb3oBaHNA MH(OPMaLMOHHOIO pecypca and nepegayn BMO gpyrmm mHdopmauymMoOHHbIM
pecypcamu C Lenbiko UX 3apaXXeHns, B TOM Yuicre npousowenni B pesynbtate KoMnbioTep-
HOW aTaku.

4.3.2.15 koMNblOTEpHaA aTaka TUNa «0TKa3 B 06CnyXMBaHUM», HanpaBfeHHasa Ha
KOHTpONUpyeMbii MHMOPMALMOHHbLIA pecypc (KaKk TUN KOMMbHOTEPHOro WHUUAOEH-
Ta): ®aKkT NpoBeAeHUs KOMNbITEPHOW aTaku, NOCNeACTBUS KOTOPOW NPUBESM K HaApYLUEHWUIO
paboTocnocobHOro NHPOPMaLMOHHOIO pecypca.

4.3.2.16 pacnpeneneHHas KOMNbIOTEPHasaA ataka TUNa «O0TKa3 B 00CNy)XXuBaHUU»
HanpaBfieHHaA Ha KOHTPONUpPyeMbIn MH(POPMALMOHHBLIN pecypc (Kak TUN KOMNbIOTEP-
HOro nHuuaeHTa): PakT NpoBeeHNS KOMMbIOTEPHOM aTaku Tuna «oTkas B 06Cny>xMBaHUnNY,
C ucnonb3oBaHMeM BOSbLIOTO Yncna CpPeacTB BbIYUCIUTENBHON TEXHWKW, MOCNeACTBUSA KO-
TOPOWN NPUBENN K HapyLLeHNo paboTocnocoBHOro MHOPMaLNOHHOIO pecypca.

4.3.2.17 HeCaAaHKLMOHNPOBaAHHbLIN BbiBOA MH(pOPMALMOHHOIro pecypca u3 cTpos
(kaKk TMN KOMNbITEPHOro uHumaeHTta): PakT npoBefeHUs KOMMbIOTEPHOW aTaku Ha MH-
dopMaLMOHHbIA pecypc, B pesynbTaTte KOTOPOW OH He CNocOBeH BbIMOMHATL BO3MNOXEHHYIO
Ha Hero oyHKUMIO LOMKHbIM 0B6pasom.

4.3.2.18 HenpegHamepeHHoe (6e3 3/moro ymbicna) OoTKn4YeHue MHMOpPMaLMOH-
HOro pecypca (Kak TMn KoMnblTepHOro nHuuAeHTa): Pakt HapyweHus paboTocnocobHo-
CTM MH(OPMALMOHHOIO pecypca, NpomsoLlleawero B peaynbtate HenpegHaMmepeHHblx (6e3
3710ro ymbicrna) 4eNCTBUn unm obCcToATENbCTB.

4.3.2.19 ycnewHasa 3kKcnsyatauusi ysa3BMMOCTUM B MH(poOpMaLMOHHOM pecypce
(kaK TMN KOMNbIOTEPHOro MHUMAeHTa): PakT NpoBedeHNS KOMMNbIOTEPHOW aTaku, B XO4e
KOTOPOW HapyLuTenb (3M0YMbILWMEHHUK) MCNOMb3yeT HEAOCTaTKU NPOrpaMMHON COCTaBns-
toLen aneMeHTa MHPOPMaLMOHHOIO pecypca, U B pesyrbTate KOTopon Obina peanv3oBaHa

yrpo3sa 6e3o0nacHoCTv MHGOPMaLMMK.
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4.3.2.20 komnpomMeTaumsa y4eTHOMN 3anmMcu B MHOpMaLMOHHOM pecypce (KakK Tvn
KOMNbIOTEPHOro MHUMAeHTa): PakT NpoBeaeHUA KOMMbIOTEPHOW aTaku, B XO4e KOTOpPOW
HapywuTenb (3NOyMbILWEHHUK) NONYYUIT MAEHTUUKALNOHHBIE WM/MNKN ayTEHTUMKaALNOH-
Hble AaHHble NoNb3oBaTens MHPOPMaLMOHHOIO pecypca.

4.3.2.21 npocnywuBaHue (3axBaTt) ceteBoro Tpadmka MHGpOPMaALMOHHOIO pe-
cypca (Kak TMn KOMNbIOTEPHOro nHumnAaeHTa): PakT npoBeaeHNss KOMNbIOTEPHOW aTaku, B
pesynbTaTte KOTOPOW HapylwmuTenb (3NnoyMbILNEHHNK) NPON3BEN NepexBaT U packpbiTue Co-
AepXaHusi ceTeBbIX NakeToB, NepegaBaeMblX B MH(POPMaLMOHHON NHPACTPYKType.

4.3.2.22 couymnanbHasa UHXeHepusi, HanpaBneHHass Ha KomnpomeTauuro UHdop-
MaLMOHHOro pecypca (Kak TMn KOMNbTEPHOro nHumMaeHTa): PakT npoBeaeHNss KOMMbHO-
TEPHON aTaku, B pe3ynbTaTe KOTOPOW HapyLMTENb (3MOYMbILSIEHHMK) MCMOMb3ysl COBOKYI-
HOCTb MPMEMOB, METOAOB M TEXHOMNOIMMIM CO34aHUsA NPOCTPaHCTBA, YCNOBUIA M OBCTOATENb-
CTB, KOTOpPblE MakCUMaribHO 3(PPEKTUBHO NPUBOAAT K KOHKPETHOMY HeO6Xo4MMOMY pesyrib-
TaTy, C UCNOSMb30BaHMEM COLIMOSIONMM U NCUXOSOMMKN NbiTanNcsa NonyyYnTb AOCTYN K MHdopMa-
LWOHHOMY pecypcy.

4.3.2.23 HeCaHKLUMOHNPOBaHHOE pa3srnaweHue uMHcgpopmaumm, obpabaTbiBaemMon
B UH(hopMaLMOHHOM pecypce (KaK TUM KOMMbITEPHOro nHuuaeHTta): ®akt o3Hakomre-
HUS NUL, C 3auLLaemMon MHopmMaumen He OONYLWEHHbIX K HEW, Npom3oLlleanm B pesyrib-
TaTe YMBbIWEHHbIX UMW HEOCTOPOXHbIX AENCTBMM C 3alumuiaemMon uHdopmauuen, B TOM
yucre B pesyrnbTaTe KOMMbIOTEPHON aTaku.

4.3.2.24 HeCaHKLUMOHNPOBaAHHOE U3MeHeHue UHcpopmauumu, obpabaTbiBaemMon B
MHOPMALUMOHHOM pecypce (Kak TN KOMMbHTEPHOro MHUMAeHTa): PakT n3MeHeHus
cogepxaHusa unHpopmaumm npu ee obpaboTke, XpaHeHUn UNU nepegadvye C HapylleHueMm
YyCTaHOBMEHHbIX MPaB 1 NpaBusl pasrpaHn4eHns 4oCTyna, B TOM Yucne npounsoLlleiwni B pe-
3ynbTaTe KOMMNbIOTEPHOW aTaku.

4.3.2.25 paccbinika cnam-coooOueHMn ¢ uHpopMauMOHHOro pecypca (Kak Tvn
KOMMNbIOTEPHOro MHUMAeHTa): akT paccbifikKn HesanpawmnmBaemMblX COOBLLEHUI 3NIEKTPOH-
HOW MOYTbI, COOAepXKaHNe KOTOPbIX MOXET BbITb BPEAOHOCHBIM U (MN) MOLLEHHUYECKNM.

4.3.2.26 nyonukauma B MHGOPMALMOHHOM pecypce 3anpeleHHOM 3aKoHoAa-
TenbCcTBOM P® umHdopmauum (kak TMN KOMNbLIOTEPHOro MHUMAEHTA): PakT pasmeLLeHus
B MH(pOPMaLMOHHOM pecypce MHGOopMauuu, KOTopasi HanpasfeHa Ha nponaraHgy BOWHbI,
pasxuraHve HaunoHarbHOW, pacoBOW UM PENUrMO3HON HEHABUCTU 1 BPaXdbl, @ TakKe MHOMU
MHopMauuK, 3a pacrnpocTpaHeHne KOTOpPOoW npeaycMOTpeHa YronoBHas UM agMUHUCTPa-

TUBHaA OTBETCTBEHHOCTb, B TOM 4YUCI1e HpOI/I3OLLI€D,LLIMI?1 B pe3ylnbTaTte KOMI'IbI-OTGpHOIZ aTaku.
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4.3.2.27 3noynoTpebneHne npu UCNONb30BaHMU WH(MOPMALIMOHHOIO pecypca
(kak TMN KOMNBLIOTEPHOro MHUMAeHTta): PakT co3HaTeNbHOro, HE3aKOHHOIO U KOPbLICTHOTO
NCMNOnNb30BaHUS COTPYOHMKOM OpraHuMsauun MHPOPMaLMOHHOIO pecypca, B pesynbTaTe Ko-
TOPOro NPOM3BOANTENBHOCTL MHPOPMALIMOHHOIO pecypca Obina cHuxkeHa (Morna 6biTb CHU-
XeHa).

4.3.2.28 nyonukauma B MHhopMaLMOHHOM pecypce MOLUEeHHU4YecKon uHepopma-
UMM (KaKk TUN KOMNbIOTEPHOro MHUuAeHTa): PakT pasmelleHns B MHPOPMaLMOHHOM pe-
cypce 3aBelOMO FOXHbIX AaHHbIX, NpeAHa3Ha4YeHHbIX 4N XUWEHNA UOeHTUMUKALMOHHBIX U
ayTEeHTUMUKALMOHHBIX JaHHbIX NyTeM obmaHa unu 3noynotpebneHns JoBepmem, B TOM YUC-

e npomsome,u,l.umﬁ B pe3yrnbTaTe KOMHbIOTepHOVI aTakKku.

4.3.3 KomnbloTepHble aTaku

4.3.3.1 koMmnblOTepHaa aTtaka: LleneHanpaBneHHoOe HeCaHKUMOHMPOBAHHOE CeTEBOE
KOMNbIOTEPHOE BO3AENCTBME (MMM UX NOcreaoBaTesibHOCTb) Ha MH(POPMAaLMOHHBIN pecypc,
OCYyLLeCTBNAeMoe Hapywmtenem C npuMeHeHWeM nporpaMmmHbiX U (UnM) NporpaMmmHoO-
annapaTtHbiX CpeacTB U WMHMOPMAUMOHHBIX TEXHOMOMMM B LEnsx peanusauun nonbITOK
HapyLweHus n (Mnun) npekpawieHns yHKLMOHUPOBAHNSA MHPOPMALMOHHOIO pecypca unm pe-
anunsauum yrpossl 6esonacHocTn nHgopmauumn, obpabaTbiBaeMOn Takum pecypcom.

4.3.3.2 XXM3HEHHbIW LMK KOMMNbIOTEPHOW aTaku: [locnegoBaTenibHOCTL LIAroB
OCYLLECTBIEHUS (peanuaaumn) ataku.

4.3.3.3 NICTOYHUK KOMNbLIOTEPHOMU aTaku: JInuo (UM MHUUMMPYEMLIM MM NPOLECC),
nposogsiee (NPOBOASALLNIN) aTaky.

4.3.3.4 KapTOUYKa KOMMbIOTEPHOU aTaku: [IoKyMeHT yCTaHOBSIEHHOM (hbopMbI, npea-
Ha3Ha4YeHHbIM ANnsa opmannM3oBaHHOIO ONUCAHUSA KOMMbIOTEPHbIX aTak.

4.3.3.5 kaTeropusi KOMMNbOTEPHOM aTaku: PogoBoe noHATMEe, obo3Hadvarowee 00-
WA NPU3HaK LieneHanpaBieHHbIX HECAHKLUNOHMPOBAHHbLIX CETEBbLIX KOMMbLIOTEPHbLIX BO34EN-
CTBMMA (MU KX NOCNeaoBaTenbHOCTb) Ha MHAOPMAUMOHHBLIA PECYPC, OCYLLECTBSEMbIX
BHELUHUM HapyLmTenem C npUMEHeHMeM MporpamMMHbIX U (MNKn) nporpaMmHo-annapaTHbIX
CPeAcTB Y MHPOPMALIMOHHBIX TEXHOMOMMIA B LIeNsSX peanusauumn nonbiToK HapyLweHus n (unu)
npekpaLLeHns yHKUMOHNUPOBaHUSA MHGAOPMAaLMOHHOIO pecypca unm cosgaHna yrposbl 6es-
0onacHoOCTK NHpopmaumm, obpadbaTbiBaeMON TakMM PeECYPCOM.

4.3.3.6 pacnpocTpaHeHue BpeAoOHOCHOro nporpamMmHoro o6ecnevyeHus; pacnpo-
ctpaHeHue BIO (kak kaTteropus KOMNbIOTEPHOW aTaku): KomnbioTepHas aTtaka, B xoae

KOTOPOW HapyLwnTenb (3MOyMbILLNEHHWUK) OCYLLECTBNSAN nepeaady (nonbiTku nepegayn) BMO
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NHPOPMaLMOHHOMY pecypcy C Lernbio ero AanbHeunwero pacnpoCcTpaHeHuss Mexay apyrumm
NHPOPMaLMOHHBIMKN pecypcamu.

4.3.3.7 c6op cBefieHUn c ucnosnib3oBaHNeMm MH¢pOopMaLIMOHHO-
KOMMYHUKaLMNOHHbIX TeXHONOornn (kak KaTteropwus KOMNbLIOTEPHOMN arta-
Kn): KomnbloTepHaa ataka, B Xo4e KOTOPOW HapylumTerb (3MOyMbILUNEHHNK) OCYLLEeCTBASN
cbop (nonbiTkn cbopa) MHpopmMaLmm C NPUMEHEHNEM METOA0B, NMPOLLECCOB U NPOrpamMMHO-
TEXHUYECKMX CPeACTB, MHTErpMpPOBaHHbIX C Lenbio cbopa, o6paboTkun, XpaHeHusa, pacnpo-
CTpaHeHus1, oTobpaXeHns 1 UCNoNb30BaHNA MHOPMaLIUN.

4.3.3.8 NONbITKM HECaHKLMOHUPOBAHHOIroO AOCTyna B CUCTEMY UNU K UH(popma-
UMM (KaK KaTeropmsa KOMNbOTEPHON aTaku): KomnbloTepHasa ataka, B Xo4e KOTOpOW Hapy-
WMTenNb (3M0YMbILLNIEHHMK) OCYLLECTBAAN NOMbITKA SOCTYNa K MHOopMauumn nnm K tHopma-
LMOHHOMY pecypcCy C HapyLleHMeM YCTaHOBMEHHbIX NpaB u/unu npasun gocTtyna K nHGop-
MauMM UM K MHOPMaLNOHHOMY Pecypcy C UCMOSb30BaHMEM LUTATHbLIX CPeacTs, npeno-
CTaBMnsieMbIX CPeACTBAMUN BbIYUCIUTENBHON TEXHUKMN.

4.3.3.9 HapyweHue unu 3amenrieHne paboTbl MH(pOpMaLMOHHOro pecypca (Kak
KaTeropusi KOMNbOTEpPHOU aTaku): KomnbioTepHasa aTaka, B Xo4e KOTOPOW HapyLuuTesb
(3MOYMBbILLINEHHMK) OCYLLECTBIAN NOMNbITKN LeneHanpaBneHHOro HeCaHKLUMOHUPOBAHHOMO Ce-
TEBOro BO34eNCTBUA (MNn MX NocnefoBaTeNbHOCTb) HA MHAOPMAUMOHHBLIN pecypc, B pe-
3ynbTaTe KOTOPbIX NHPOPMALMOHHBIA PeCcypc He CNOCOBEH BbIMOSHATL BO3MOXEHHYIO Ha He-
ro oyHKLMIO AOSMKHBIM 06pasom.

4.3.3.10 TakTMKN (NnpoBeAeHUA KoMnbioTepHon aTtaku). COBOKYNHOCTbL NPUEMOB U
cnocoboB 4ENCTBUI, UCNOMb3yeMbIX BHELUHMM HapyluMTenem Afis OCyLeCTBEeHMs LeneHa-
NpaBneHHOro HeCaHKUMOHMPOBAHHOIO CETEBOro BO3AEWCTBUS (MM MX NocrneaoBaTenbHO-
CTW) Ha MHMOPMALMOHHBIA Pecypc, C NMPUMEHEHNEM NPOrpaMmMHbIX U (Mn) NPOrpaMmHoO-
annapaTtHbiX CpeaCcTB UM WMH(OPMAUMOHHBIX TEXHOSMOMMWN B LENsX peanu3auumn MonbITOK
HapyLweHus n (Mnn) npekpaweHns PyHKUMOHMPOBaHUS MHAPOPMALMOHHOIO pecypca Unn co-
34aHna yrpo3bl 6esonacHocT nHpopmaumn, obpabaTbiBaeMon Takum pecypcom.

4.3.3.11 TexHUKM (NpoBeAeHUA KOMNbIOTEPHOW ataku). COBOKYNHOCTb U NOPSLOK
AENCTBUIA, NCNOSTb3yeMbIX BHELUHUM HapyLUMTeneM s OCYLEeCTBNEeHUs LeneHanpaBneHHo-
ro HecaHKUMOHMPOBAHHOIMO CETEBOro BO3AEWCTBMS (MM UX NOcCnenoBaTeNbHOCTU) Ha WH-
POpMaLMOHHbIN pecypc, C NPUMEHEHMEM MPOrpaMMHbIX KU (Mnn) NporpamMHO-annapaTHbIX
CPeAcTB Y MHPOPMALMOHHBIX TEXHOMOMMI B LIENSX peanu3auumn nonbiTOK HapyLweHus n (unn)
npekpaweHnsa PyHKLUMOHNPOBaAHUSA MHAPOPMALMOHHOIO pecypca MM co3gaHusa yrposbl 6es-

0onacHoOCTK NHpopmaumm, obpabaTbiBaeMOn TakMmM pPeCypcoMm.
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4.3.3.12 TMn KomnblTepHoM artaku: Knaccudukaums pasHOBUOHOCTEN LENeHa-
NpaBneHHbIX HECAHKUMOHMPOBAHHbIX CETEBbIX BO34ENCTBUIN (UNM UX NOCNeAoBaTENbHOCTb)
Ha MHOPMALMOHHbBIN PEecypc, OCYLLECTBISAEMbIX BHELUHUM HapylnTenem C npMMeHeHueM
NpOrpaMmHbIX U (MNK) NporpaMMHo-annapaTHbIX CPeaCcTB U MHPOPMALMOHHBIX TEXHOMOMNA B
Lensax peanusauumn NonbiTOK HapyLeHUs 1 (Mnu) npekpaweHns pyHKLUMOHUPOBaHUSA MHAOP-
MaLMOHHOIO pecypca unu cosganunsa yrposbsl 6e3onacHocTn nHgopmaumm, obpabaTtbiBaeMomn
TakuM pecypcom.

4.3.3.13 nonbITKN BHeApeHUsi moayrien BpPeAoOHOCHOro nporpamMMHoro ob6ecne-
YEeHUs1 B KOHTpONUpyeMbin UHHDOPMaLMOHHBIN pecypc; NONbITKU BHeAPEeHUA moaynen
BIMNO B koHTponupyembin UHPOPMaALMUOHHBLIA pecypc (Kak TUM KOMMbIOTEPHOM aTa-
kn): KomnbloTepHaa ataka, B Xofe KOTOPOW HapylumTenb (3MOyMbILNEHHNK) OCYLLEeCTBASN
NOMbITKN BHEOPEHUA B MHPOPMALMOHHBIN pecypc 4acTn NporpaMMHOro Koga nporpaMmmMHOro
obecneyeHuns, npegHasHaYeHHOro Ans NOMNyYeHUss HeCaHKUMOHWPOBAHHOIO AOCTyna K ero
BbIYMCIIMTENBHBIM pecypcam unu Kk obpabatbiBaemMon TakMm MHEAPOPMALMOHHLIM PECYPCOM
MHpopmauun, ¢ LeNb HECaHKLUMOHMPOBAHHOIO MCMOMb30BaHUSA €ro BblYMCIUTENbHbLIX pe-
CYpPCOB UIn NpUYUHEHNs Bpeaa (HaHeceHus yuwepba) BnagenbLly MHPOPMaLUMOHHOIoO pecyp-
ca, NyTEM KOMMPOBaHUA, UCKaXKEHWNSA, yaaneHus unv nogmMeHsl MHpopmauumn ¢ npuMeHeHneM
MeTOA0B, NPOLIECCOB N NMPOrpaMMHO-TEXHUYECKUX CPEeACTB, MHTENPUPOBAHHLIX C LieNbio cbo-
pa, 06paboTKkn, XpaHeHUs, pacnpoCTpaHEHUs, OoTobpaKeHUst N UCNONb30BaHNA MHGOpPMa-
uun.

4.3.3.14 ckaHnpoBaHue WH(MpOPMALMOHHOIO pecypca (Kak TN KOMNbIOTEPHOWU
ataku): KomnbloTepHas ataka, B Xo4e KOTOPOW HapywuTenb (3M0YyMbILWSIEHHUK) OCYLLEeCTB-
nAan AencTeus, HanpaBneHHble Ha onpeaeneHne KoHpUrypaumm cetu, a Takke ee Hegoctat-
KoB (ysi3BMUMOCTEN) (B TOM YMCIE€ KOMMOHEHTOB CETK) C MCMONb30BaHNEM CPEACTB CKaHWUPO-
BaHNA ceTew.

4.3.3.15 npocnywuBaHue (3axBaT ceTeBOro Tpacdmka) KOHTPONMPYEeMOro WH-
chopmaumoHHOro pecypca (Kak TMn KOMnbOTEPHOW aTtaku): KomnbloTepHasa aTaka, B XO-
Ae KOTOpOW HapylimTenb (3noyMbilUNIEHHMK) Npou3Ben (NbiTanca Npou3BeCTU) NepexBaT U
packpbiTUe coAepXXaHus coobLeHnn Unn NpuMeHeHne aHanuaa Tpaduka, OCHOBAHHOIO Ha
BbISIBIIEHUN afpecaTa, UCTOYHMKA COOOLLEHUs, YaCTOTbl UM ANIMTENBbHOCTU nepegayv AaH-
HbIX U OPYrMX NapameTpoB CBSA3M B XOA4e UH(POPMAaLMOHHOIO B3aMMOLEeNCTBUS KOMMNOHEHTOB
MHGOPMAaLMOHHOIO pecypca.

4.3.3.16 couymnanbHas MHXeHepusi, HanpaBneHHass Ha KomnpomeTauur UHdoOp-

MaUuMOHHOIo pecypca (KaK ™R KOMﬂbI-OTepHOﬁ aTaKM)I KOMI'IbPOTepHaﬂ aTaka, B Xoge Ko-
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TOPOW HapywuTenb (3NOyMbILUSIEHHNK) UCMOMb3Ys COBOKYMHOCTb NMPUEMOB, METOOOB N Tex-
HOMNOMMN CO34aHUSA MPOCTPAHCTBA, YCNOBUA U OBCTOATENLCTB, KOTOPblE MaKCUManbHO 3d-
(PEKTUBHO NPUBOAAT K KOHKPETHOMY HEOOXOAMMOMY pe3yrnbTaTy, C UCNOSNIb30BaHMEM COLIMO-
NOorMn 1 NCUXONOrMN NbiTancsa NONy4YnUTb JOCTYN K MHAOOPMALMOHHOMY pecypcy.

4.3.3.17 nonbITKN 3KcnsiyaTauum ysa3BMMOCTU B KOHTPONMpPyeMOM UHopmaum-
OHHOM pecypce (KaKk TUn KoMnbloTepHOM aTaku): KoMmnbioTepHas ataka, B Xofe KOTOPOW
HapywuTenb (3MOYMBbILWSIEHHUK) WCMONb3yeT HeaoCTaTKM MporpaMMHOM  COCTaBrsoLWen
anemMeHTa MH(POPMaLMOHHOIO pecypca C NpUMEHEHMEM U3BECTHOro cnocoba akcnnyaTtauum
YyS13BMMOCTM (3KCnsionTa).

4.3.3.18 nonbITKM aBTOpU3aLUMN B KOHTPOSNIMPyeEMOM UHMOPMaLMOHHOM pecypce
(kak TMN KOoMNbIOTEPHOMU aTaku): KomnbioTepHas ataka, B Xo4e KOTOPOW Hapywmtesb (31o-
YMbILLUTEHHUK) OCYLLECTBISIET NOMbITKA NOMy4YeHUst 4OCTyNa K MHPOPMaLUMOHHBIM pecypcaMm.

4.3.3.19 koMNbIOTEpPHaA aTaka TUNa «OTKa3 B 06CnyXMBaHUM», HanpaBfeHHasa Ha
KOHTpONUpyeMbii UH(pOPMaUMOHHLIN pecypc (Kak TWUM KOMMbIOTEPHOM aTta-
kn): KomnbloTepHas ataka, nocrneactemsi KOTOPoOW npmeenun (Mornv NpuBecTn) K HapyLLeHUHo
paboTOCNOCOOHOCTN MHGOPMALMOHHOIO pecypca.

4.3.3.20 pacnpeneneHHas KOMNbIOTEPHasA aTaka TUNa «0TKa3 B 006CNy)XUBaHUN,
HanpaBfieHHasA Ha KOHTPONUpyeMbIn UH(POPMaLIMOHHBLIN pecypc (Kak TUN KOMNbIOTEp-
HoM aTtaku): KomnbloTepHaa ataka, npoBoguMas C UCnonb3oBaHMeM OonbLIOro 4Yucna
CPEACTB BbIMMCIUTENBHOW TEXHUKW, MOCHEACTBUS KOTOPOW MpuBENU (MOMNU MNpUBECTU) K
HapyLeHuto paboTocnocobHOCTU MHAPOPMALMOHHOTO pecypca.

4.3.3.21 cnoco6 npoBeaeHUs1 KOMMbHOTEPHOM ataku: COBOKYMHOCTb M MNOPSLOK
AENCTBUI, UCMONb3YyEeMbIX BHELUHUM HapyLuuTenem A4S OCyLEeCTBNEeHUs LeneHanpaBieHHOo-
ro HeCaHKUWOHMPOBAHHOINO CETEBOro BO3AEWCTBUS (MMM UX MOCNnenoBaTeNbHOCTU) HA WH-
POpPMaLMOHHBIN pecypc, C NPUMEHEHMEM NPOrPaMMHbIX U (MnK1) NPorpamMMHO-annapaTHbIX
cpeacTB U MHPOPMaLMOHHBIX TEXHOMNOMIW B LIeNax peanusaumm nomnbITOK HapyLeHns 1 (Mnm)
npekpaLLeHns yHKUMOHUPOBaHUA MHGAOPMAaLMOHHOIO pecypca unm co3gaHna yrposbl 6es-
onacHocTM nHgopmaumm, obpadatbiBaeMON TakMM PECYPCOM.

4.3.3.22 cpepcTBa npoBefeHNA KOMNbIOTEPHOM aTtaku: [NporpammMHblie u (Mnn) Npo-
rpaMMHoO-annapaTHble cpeactBa U MHAPOPMALMOHHbIE TEXHOMOMMKN, NpeaHasHavYeHHble ans
OCYLLECTBMNEHUS BHELLUHMM HapylmnTenem LeneHanpaBneHHOro HeCaHKUMOHMPOBAHHOIO ce-
TEBOro BO3AENCTBUS (MNN MX NOCnefoBaTeNbHOCTb) HA MHAOPMALMOHHBIA PeECYpPC B LieNax

peanusaummn nomnbITOK HapyLleHns n (Mnun) npekpalleHnss dyHKUMOHUPOBaHUS MHdOpMaum-
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OHHOro pecypca unn cosgaHust yrpo3sbl 6esonacHoCTM UHdopMauun, obpabaTtbiBaeMon Ta-

KUM pecypcom.
4.3.3.23

6oTHeT: KoMmnbloTepHasa ceTb, Y3nbl KOTOPOWN coaepxaTt B cebe CKPbITHO (PYHKLIMOHK-
pytowme ak3emnnapbl BIM1O, npeaHasHadeHHOro AnA OCYLWEeCTBMEHUs HeneranbHOW aes-
TenbHOCTK: 06paboTKN MHAOPMALMM UM BPEAOHOCHOrO BO3AENCTBUA HA ApYrue yarbl KOM-
NbOTEPHON CeTU (paccCbifikn cnama, NPoBeAEHNsA aTak Tuna "pacnpefenéHHbin oTkas B 06-

cnyxvBaHumn" n 1.n.).

[[10]]

4.3.3.24 60T: BpegoHocHoe nporpaMmHoe obecneveHne, CKpbITHO yCTaHaBnMBaemMoe
Ha aTakyembl MHPOPMALMOHHBIA Pecypc AS1S OCYLLECTBNEHNA HeneranbHON AeATeNbHOCTU:
06paboTkn MHPopMaumMm unu BpeAOHOCHOrO BO3AENCTBUS Ha ApYyrue y3rnbl KOMMbOTEPHON
ceTun (pacchblfikv cnama, NpoBeAeHns atak Tuna "pacnpefenéHHbli oTkas B obcnyxmeaHmn' un
T.M.).

4.3.3.25 BpepoHocHoe nporpammHoe obGecneyeHue; BIO: lNporpamma, npegHa-
3HayeHHasa AOns HaHeceHus Bpeda (ywepba) obnagatento MHOPMaUUN, XpaHSLENCS Ha
CcpeacTBe BblYUCINTESNTIbHON TEXHWUKWU, NYyTEM ee HeCaHKUWOHMPOBAHHOIO KOMUPOBAaHWUS, YHU-
YTOXEHUS, MoaudrKaumn, BrIOKMPOBaHUS UM HENTPanM3aunmn UCrnonb3yemMblX Ha cpeacTse
BbIYUCIIUTENBbHON TEXHWKU CPEeACTB 3awuTbl MHOPMaUMK, Unu Ons nonyyeHnsa goctyna K
BbIYUCIIUTENBHBIM pecypcam CaMoro CpeacTBa BbIYUCIIUTENbHOW TEXHUKM C Lenbl UX He-
CaHKLMOHUPOBAHHOIO UCMOMb30BaHNA.

4.3.3.26 moaynb BpPEAOHOCHOro nporpamMmMHoro obGecne4vyeHusi; MoAynb
BMO: OtgenbHasa yactb koga, dparmeHT BIMO, KOTOPbIN MONMHOCTBD CAMOCTOATENBHO Bbl-
NOSTHAET CBOK 3ajady, 0OOPMIEHHbIN B BUAE OTAENbHOro dhansna ¢ MCXO4HbIM KOLOM UK
NOMMEHOBAHHOW HEMPEPLIBHOM €€ YacTu.

4.3.3.27

BUPYC (KOMNbLIOTEPHbIA, NporpamMmmMHbin). PasHoBmngHocTe BI1O, obnagatowas
CBOWCTBaMM HECAHKLMOHMPOBAHHOIO PacnpOCTPaHEHUS U CaMOBOCMNPOU3BEAEHNS, @ TakkKe
CO3[aH1s U BHEAPEHMS CBOUX KOMUW B (hawnbl, CUCTEMHbIE 06NacTn KOMMbOTEPa, KOMMbHO-
TEpPHbIX CETEN, a TaKKe OCYLLLECTBNEHUS MHbIX AECTPYKTUBHbIX 4EACTBUMN.

[AnantupoBaHo 13 [8], pa3gen 1]

4.3.3.28 ucnonHsaembin kop: Jltobaa nocnenoBaTenbHOCTb MPOrpaMMHbIX WUHCTPYK-

Lmn, KOTOpaAa npeaHa3Ha4dyeHa ansa BbINMOJIHEHUA B HeKOTopOIZ cpene.
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4.3.3.29

nporpaMmMHas 3aknagka: [lpegHamepeHHO BHECEHHbIN B NporpaMmHoe obecrneveHune
PyHKUMOHANbHbIA 0OBEKT, KOTOPbLIV NPY ONPeAerneHHbIX YCIOBUAX MHALMUPYET peannsauunto
He[eKnapupoBaHHbIX BO3MOXHOCTEN NporpaMMHoro obecneyeHus.

[FOCT P 51275-2006, pasgen 3, nyHKT 3.7]

4.3.3.30 akcnnowurt: lNporpammHoe cpefcTBO, hparMeHT NPOrpaMMHOro Koga unm no-
cnefoBaTenbHOCTb KOMaH, UCMNoNb3yemble AN aBTOMaTU3MPOBAHHOW 3KCnsyaTaumm yss-
BMMOCTEWN B NporpamMHOM obecrnevyeHun nnn obopyaoBaHuM 1 NpUMeEHseMble s npoBeae-
HUS KOMMbIOTEPHOW aTakn Ha MHCPOPMAaLMOHHBIN pecypc.

4.3.3.31 nnaruH: HezaBMcMMoO KOMNMNMpyeMbii NporpaMmMHbIA MOAYNb, ANHAMUYECKN
NoAKNtoYaeMbli K OCHOBHOWM MporpaMmme U npefHasHadeHHbIn NS pacluvmpeHus u/vnn umc-
Nofib30BaHNA €€ BO3MOXHOCTEN.

4.3.3.32 pamnep: KomnbioTepHas nporpaMmma, cosgarowasa ann ¢ nHdpopmaumnen o
COCTOSIHUM KOMMbIOTEPHOW CUCTEMBbI.

4.3.3.33 BbiMOraTenb (Bupyc BbiMoratensb): PasHoBugHocTb BIO obecneyeHus,
Grnokupylowero 4octyn K MHOpMaLMOHHOMY pecypcy unmn Kk obpabaTbiBaeMOn Ha HEM WUH-
dopmaumm n Tpebyowero CoOOTBETCTBYIOLLEE BO3HArpaXkaeHue 3a BOCCTAHOBIIEHME UCXO4-
HOro COCTOSIHNA MHEOPMAaLIMOHHOIO pecypca.

4.3.3.34 TpOSiH (TposiHCcKoe BUPYCHOeE nporpaMmmMmHoe obGecneve-
Hue): PasHoBuaHocTb BI1O, npoHukawowasa B KOMNbOTEP MOA4 BUAOM NErMTUMHONO npo-
rpammMHoro obecnedeHus.

4.3.3.35 yepBb (ceTeBom): PaszHoBmaHocTb BI1O, camocTossTensHO pacnpocTpaHsto-
Lierocq yepes fokasnbHble U rnobanbHble KOMMbIOTEPHbIE CETU.

4.3.3.36 bubnuoTteka: [porpammHbii  cbann, NpeacTaBnNAWMUIA NPUKNagHbIM  MPo-
rpammam Habop Hanbornee 4acTo UCNONb3yeMbIX PYHKLMIA M 3arpy>kaemblin Ha atane obpa-
LLIeHWs1 NporpamMMbl K OnepaumoHHON CUCTEME C 3asiBKOW Ha BbINONHEHWE (pyHKUMM 13 6mb-
NNOTEKMN.

4.3.3.37 pyTknT: Habop nporpammHbix cpeacts obecneumnBaroLmnx, MackMpoBky 00b-
€KTOB (npoueccos, hannos, Katanoros, ApanBepoB), ynpasneHme (cobbITuamMM, NPoMCxXoas-
LWMMK B cucteme) n cbop AaHHbIX (NapamMeTpoB CUCTEMDI).

4.3.3.38 63kpop: [lehekT anroputma, KOTOPbIM HAaMEPEeHHO BCTpamBaeTCA B HEro
pa3paboTymkom, NO3BOMSKOWMUA NONYYNTb HECAHKLMOHMPOBAHHBLIM OOCTYN K AaHHbIM WU
yaanéHHoOMy yrnpaBneHuo onepaumoHHON CUCTEMOW U MHEOPMALMOHHBIM PECYPCOM B Lie-

JIOM.
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4.3.3.39 ckpunT: [NlocnegoBaTeNbHOCTbL AEWUCTBUA, OMUCAHHbLIX C MOMOLLBLIO S3blKa
nporpaMMmnpoBaHus ANg aBTOMaTUYECKOro BbINOSTHEHNSA onpeaeneHHbIX 3agau.

4.3.3.40 ytunuTa: BcnomoraTtenbHasi KOMNbOTEPHasi nporpaMmMma B cocTaBe obLuero
nporpaMmmHoro obecneveHns ns BbIMNOSIHEHUSA CheunanmM3npoBaHHbIX TUNOBbLIX 3aday, CBs-
3aHHbIX ¢ paboTon obopyaoBaHNSA U onepaLmMoOHHON CUCTEMBI.

4.3.3.41 3arpy34uk: [lporpammHoe cpeacTBo, OTBevatroLlee 3a 3arpysky (nonyyveHue)
NCMNONHAEMbIX (0annoB 1 3anycK COOTBETCTBYOLLNX HOBbIX MPOLECCOB.

4.3.3.42

cnam: HesanpalumBaemble COOOLLEHMSA SNEKTPOHHOW MOYThl, COAEP)KaHWE KOTOPbIX
MOXET ObITb BP€4OHOCHbLIM U (USIN) MOLUEHHUYECKUM.
[FTOCT P NCO/M3K 27033-1-2011, pasgen 3, nyHkT 3.37]

4.3.3.43 moLwleHHU4YecKkumn pecypc: Pecypc, pasmelleHHbIn B ceTn «HTepHeT» (nnu
NHbIX MHGAOPMAaLMOHHO-TENEKOMMYHUKALUMOHHBIX CeTAX), coaepXaliuin 3aBeAoMO JOXHble
AaHHble, NpeAHa3HayYeHHbI NS XUWEHUA MAEHTUAUKALUMOHHBIX M ayTeHTU(UKALMOHHbIX
AaHHbIX NyTemM obmaHa unu 3noynotpebneHns goBepuveM C NpUMEHEHWeM MeTodoB, Mpo-
LLeCCOB M MPOrpamMMHO-TEXHUYECKMUX CPEACTB, MHTENPUPOBAHHBLIX C Lenbio cbopa, obpaboT-
KW, XpaHEHWs1, pacnpoCcTpaHeHns, 0TOBpaKeHNsa 1 NCNoNb30BaHUA NHoOpMaLnn.

4.3.3.44 NHCTPYMEHT yaaneHHoro gocrtyna: [lporpaMmHoe cpeacTBO Mnm dyHKLMO-
Han onepaumoHHbIX CUCTEM, MO3BONAOLMNE NONYYNTb YAANEHHBIA JOCTYN K UHAPOPMALMOH-
HOMY pecypcy Yyepes foKasbHY BblYUCIIUTENBHYIO CETb UK ceTb «AHTEepHET».

4.3.3.45 NHCTPYMEHT TEeCTUPOBAHUA Ha NMPOHUKHOBEHMe: [lporpammMHOe Mnu npo-
rpamMHoO-annapaTHoe CpeacTBO, NpefHa3Ha4YeHHoe AN KOHTPOMSA YPOBHS 3alUMLLEHHOCTMW,
obnapatoulee (PyHKUMOHANOM BbISBIIEHMS U aHanm3a U3BECTHbIX UMW paHee He U3BECTHbIX
YySiI3BUMOCTEN, OCHOBAHHOM Ha MOAENUPOBaHUM (MMUTaUMWN) AEWCTBUA NOTEHUManbHOro
HapywmnTens, KOTopble MOryT MCNOMb30BaTbCA ANs MNOMy4YeHUs HECAHKLUMOHMPOBAHHOIO O0-
cTyna K UH(OpMaLMOHHOMY pecypcy.

4.3.3.46 cpencTtBo ckaHuMpoBaHusa (ceTun): [lporpaMmHOe CpeacTBO, MPUMEHSIEMOE
ANga onpeaeneHnsa KoHUrypauumn ceTu.

4.3.3.47

ysa3BUMMOCTb. Hegoctatok (crnabocTtb) nporpamMmMHOro (nNporpaMMHO-TEXHUYECKOrO)
cpeacTBa MnNu MHAPOPMAaLNOHHON CUCTEMbI B LIENIOM, KOTOPbIV (KOTOpas) co3gaeT NoTeHuUu-
anbHble UM peanbHO CyLeCTBYHOLIME YCrOBUS ANs peanusauun yrpo3 6e30nacHOCTU WH-

dopmauum.
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[AnantupoBaHo n3 [4], npunoxeHune Ne 1]

4.3.3.48

YA3BUMOCTb «HYNeBOro AHA»: YA3BMMOCTb, KOTOpasi CTaHOBUTCS M3BECTHOM 4O MO-
MeHTa BblNycka pa3paboTyMKOM MpPOrpaMMHOro obecneyeHnss MHPOPMAaLNOHHOW CUCTEMBI
Mep 3aluMTbl UHCpOPMALUK NO ee YCTPaHEHMUIO, UCMPaBEeHM OWMOOK UM COOTBETCTBYHO-
LMX OOHOBNEHWN.

[[4], npunoxeme Ne 1]

4.3.3.49

HeAeKnapupoBaHHbIe BO3MOXXHOCTU (nporpammHoro obecneye-
HUA): PYHKUNOHANbHbIE BO3MOXHOCTW NPOrpaMmMHoOro obecneyeHusi, He onUcaHHbIe U He
COOTBETCTBYHOLLME OMNUCAHHbIM B AOKYMEHTaALUWUW, MPU UCMONb30BaHMMN KOTOPbIX BO3MOXHO
HapylweHne KoH(UAEHUNAanbHOCTN, OOCTYNHOCTU U (MNK) UenocTHocTn obpabaTbiBaeMomn
NHopMauuu.

[[9], pa3men 2, nyHkT 2.1]

4.3.3.50

aHanusaTop AaHHbIX (aHanu3aTop ceTeBbIX MakeToB, CETeBOW aHanusaTop, aHa-
nusatop ceTeBbiX NPOTOKonoB): [lporpamMmMHOe unyv NporpaMmmHo-annapaTHoe CpeacTBo,
obnapatoulee pyHKLMOHANOM nepexasarta u NPOTOKONMpPOBaHUA ceTeBoro Tpaduka, nepena-
BaAeMOro rno KOMMbTEPHOW CETM.

[AnantupoBaHo n3 [11], noccapuii]

4.4 MNpouecchbl, CBA3aHHble C OGHapy)XeHueM, npeaynpexaeHneMm U nUKBuaaLm-
el nocneacTBMMA KOMMLIOTEPHbLIX aTak U pearMpoBaHMEM Ha KOMNbIOTEPHbIe WHUMU-
OEeHTbI

441

MeToau4veckoe obecnevyeHne AeATENILHOCTU CYyOHLEKTOB rocyaapCTBEHHOW Ccu-
CTeMbl OOHapyXeHu s, npeaynpexaeHUa U NMKBMAauMm nocneacTtBUmM KOMMNbHOTEPHbIX
aTtak Ha uHdopmauuoHHble pecypcbl Poccunckon depepauun; metoauveckoe obec-
ne4vyeHue AeATenbHOCTU CyObeKkToB FocCOIlKA: CoBoKynHOCTb AOKYMEHTOB,
OMnMuCbIBaKOLWNX MpoLecchbl, MeTodbl BblbOpa M NPUMEHEHUS NPUEMOB ANt MOSyYeHus
cybbektamm NocCOIMKA KOHKpPETHbIX pe3yrbTaToB MO OOHapPY)XEHUK KOMMbIOTEPHbLIX aTak,
npeaynpexaeHnio 0 KOMMNbIOTEPHBIX aTakax, NMKB1ngauumn NocneacTBUA KOMMNbIOTEPHbIX aTak,

W pearpoBaHWsi Ha KOMMbIOTEPHblE WHUMAOEHTbI C Lenblo obecnedyeHuss 6e3onacHOCTM

31




roCTpP
(npoekm, nepeasi pedakyusi)

o6bekToB UN.
[AnantuposaHo n3 FOCT P 34.003-90, pasgen 2, nyHKT 2.4]

4.4.2 meToanYeckme pekomMeHaaLMmM No oueHKe cTeneHu 3aliuLlieHHOCTU OT KOM-
NbIOTEPHbIX aTak: [JoKyMEeHT, pernaMmeHTUpYOLWUI NpoLecCbl OBHapPYXXeHUS KOMMbITEPHbIX
aTak Ha MH(OPMAaLMOHHbIE PECYPChbl, KOTOPbIE OCYLLIECTBASTCA C UeSiblo NOBbILWEHUS CO-
CTOSIHUS 3aLUNLLEHHOCTU MH(POPMALIMOHHBIX PECYPCOB OT KOMMbIOTEPHbLIX aTak.

4.4.3 meToguYECKMe peKomMeHpauuMm Mo  OOHapyXeHUK  KOMMbHTEpPHbIX
aTtak: [IokyMeHT, pernaMeHTUpYoLMA NpoLEeCcChl OBHapYXeHMUS KOMMNbIOTEPHbIX aTak Ha WH-
dropMaLMOHHbIE pecypcCbl, KOTOpblE OCYLLECTBIISAITCA C LeNbio nNpefoTBpalleHuss HapyLue-
HUA 1 (MNKn) npekpaweHnss PYHKLMOHNPOBAHNA MHPOPMAaLIMOHHBIX PecypcoB u (unu) peanu-
3aumm yrpo3 6e3onacHocTn obpabaTbiBaeMon TakumMm pecypcamm MHopMauuu.

4.4.4 meTOAMYECKME peKOMeHAAaLUn No YCTaHOBMEHUIO MPUYMH U NUKBUAALUMN
nocneacTBMU KOMMbIOTEPHbIX WHLUMAEHTOB: [IOKYMEHT, pernameHTUpyloLWwui npoueccsl
pearMpoBaHuUs Ha KOMMNbIOTEPHbIE UHLUMOEHTbLI, KOTOPblE OCYLLECTBIATCA C Uernbk Nokanm-
3auUmMn KOMMbIOTEPHbLIX NHUWMAEHTOB U YCTPaHEHUS BbI3BaHHbIX MPUYMH, @ TaKke Hegonylle-
HWA ero NOBTOPHOIO BO3HUKHOBEHUSA B AalbHENLLEM.

4.4.5 ynpaBrneHne KOMMbIOTEPHbIM UHUMAEHTOM: MeponpuaTtnda, HanpasfieHHble
Ha perncrpauuio, aHanua, pearmpoBaHue U UCMonNb3oBaHWE MOMyYEeHHOro B pamMkax ykasaH-
HbIX MepOorpuUsaTU onbiTa Ang npegoTepaleHss NOBTOPHOIO BO3HUKHOBEHUS KOMIMbIOTEPHO-
ro MHUMaeHTa, noBblleHNa 3aPdPEKTUBHOCTU Npoueayp pearmpoBaHUS Ha KOMMbIOTEPHbLIN
NHUMOEHT.

4.4.6 peructpaumsi KOMNbLOTEPHOro MHumAaeHTa: [pouecc (npoueaypa, PyHKUMS)
aBTOMAaTU4EeCKOro (aBTOMaTMU3MPOBAHHOIO) 3aHECEHUSI B 9NEKTPOHHbIN XXypHan perncrpauunm
KOMMNbIOTEPHOro MHUMOEHTA 3arnMcu 0 KOMMbITEPHOM UHLUMAEHTE.

4.4.7 peructpaumsi NIOXKHOro0 KOMMNbIOTEPHOr0 MHUMAEHTAa: 3aperncTpupoBaHHbIN
KOMMNbIOTEPHBLIN UHUMAOEHT, HE OTHOCALLUMACSA K BUOAM KOMMNbIOTEPHOIO MHUMOEHTa U3-3a He-
npaBUbHON KOHUrypauum npasunia permctpaumm MHUMLEHTOB.

4.4.8 KpUTEPUN perncTpauum KOMMbIOTEPHOro MHuMAeHTa: [lpu3Hak mnu rpynna
NPU3HaKoB, HA OCHOBAHUW KOTOPOro (KOTOPbIX) NPOU3BOAUTCA OLEHKa, onpeferieHne vnu
Knaccuukaumsa KOMMNbOTEPHOrO NHUMOEHTA.

4.4.9 npaBuno perncrpauum KOMNbOTEPHOro uHumaeHta: Habop kputepues mnu
NpM3HaKoB, HEOBXOOUMbIX ANSA BbIABNEHUS COObITUIA 6€30MacHOCTU, OTHOCALLMXCA K KOMIMb-

IOTEPHOMY MHLMAEHTY.
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4.4.10 pearmpoBaHue Ha KOMMbIOTEPHbIN MHUMAEHT: Mpouecc (npoueaypa, dyHkK-
Luns) aBToOMaTUYECKON (aBTOMaTU3NPOBaAHHON) 06paboTKM KOMMbIOTEPHOIrO MHLUMAEHTA.

4.4.11 atanbl pearupoBaHusi (Ha KOMMbIOTEPHbLIN MHUMAEHT): OTaenbHble Oen-
CTBUSI, CBSI3aHHble C aHanu3oM CeTeEBOro Tpadmka, onpeneneHnemM npuUYnH MHUMOEHTa U
BO3MOXHbIX €ro NocneacTBuii, fiokanusaunen mHumgeHta n opmMupoBaHMEM pekoMeHaa-
UUK1 ONna nocrnegyowero pearmpoBaHns Ha MHUMOEHTHI.

4.4.12 Bpemsi pearupoBaHua (Ha KOMNbIOTEPHbLIA MHUMAEHT): Bpems peakumm Ha
WHUMAEHT, XapaKTepusyroLlee UHTepBan Mexay nosiyyeHmem yBeooMISIEHMsSI O Havane pea-
rMpPoOBaHUSA U Hayarnom paboT Mo BOCCTAHOBIIEHMIO MHAOPMALMOHHOIO pecypca oT yuepba,
HaHEeCEeHHOro KOMMNbTEPHbLIM UHLNOEHTOM.

4.4.13 meponpuaTMA MO  pearMpoBaHMilo (Ha  KOMMbKOTEPHbIA  UHLUMU-
AeHT): COBOKYNHOCTb OEWCTBUA, HanpaBfEHHbIX Ha MUWHMMMU3AUMIO (YMEHbLUEHME) Wn
yCTpaHeHMEe MOCNeaACTBUN KOMMbIOTEPHOIO MHUMAEHTA, BKNOYas OENCTBUS, NPeanpuHATbIE
Ans obecnevyeHnsa nnm BOCCTaHOBIEHNS (PYHKLUNMOHMPOBaHUS MHGOPMAaLMOHHOIO pecypca.

4.4.14

nnaH pearnpoBaHuA (Ha KOMNbIOTEPHbIA MHUMAEHT): Habop LOKYMEHTMPOBaHHbIX
npoueayp v MHCTPYKUUIA, onpeaensiowmx nopsagok peanvsaumm MeponpusTMn no pearnpo-
BaHMIO Ha KOMMbIOTEPHbIE MHUMAEHTbI MU OFPAHUYEHUIO MOCNEACTBUN KOMMbIOTEPHbLIX UHLK-
AEeHTOB Ha obbekTe UNW.

[AgantupoBaHo n3 [12], npunoxeHue D]

4.4.15 cpep>XXUBaHMe KOMMNbLIOTEPHOro MHUMAaeHTa: Mepbl, HanpaBfeHHbIE Ha He-
AonyLlweHne KoOMnpoMeTaunn SaHHbIX U CHUXKEHWE BNUSHUSA Ha OM3Hec-npouecchl ¢ NOMO-
LLIbO NnoKanM3aunm aTakoBaHHOrO y3ra u 6GroKMPOBKM BPEAOHOCHOM aKTUBHOCTW.

4.4.16 nepBUYHbIN aHanNu3 (KOMMNbIOTEPHOro MHUMAEHTAa): KomMnnekc meponpuaTum
no obpaboTke MHpopmaLMM O KOMNBIOTEPHOM MHUMAEHTE, NPOBOANMLIX C LENblO BbiSBNE-
HUS MPUYMH N UCTOYHMKOB BO3HUKHOBEHUSI MHUMAEHTa, 0COBEeHHOCTEN ero peanusauuu, uc-
NOSIb30BAHHbIX YSA3BUMOCTEN, a Takke OpYron AOCTYMHOM BXoasLwen nHgpopmaumm o6 nHum-
AEHTEe, HanpaBfeHHbIX Ha MNPUHATUE PEeLUeHUs O Havane AencTBuMK MO pearMpoBaHWMIO Ha
KOMMNbIOTEPHbBIN UHLMAEHT.

4.4.17 kOMNNEeKCHbIK aHanu3 (KOMNbIOTEPHOro MHUMAEHTA): ViccnegoBaHune psaaa
BbIABNEHHbIX KOMMbOTEPHbIX UHUMOEHTOB C LIENbIO BbISIBIEHUST 3aKOHOMEPHOCTEN MX BO3-
HUKHOBEHNSA N OANHAMUKMA pacnpocTpaHeHns, Knaccudukaumm n Tunudaumm, paspaboTkn mo-
Aenen pasBuTtus, NoAroTOBKM NPOrHO30B yrpo3 MHAOpPMaLUnoHHOM 6e3onacHOCTM 1 Ans npo-

Ynx 3afgad, CBA3aHHbLIX C NOBbILLEHNEM SCbeeKTI/IBHOCTI/I CTpaTeFI/IIZ npeaynpexngeHnA, obHa-
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PY>XEHUS N YCTAHOBMNEHUS NPUYMH KOMMbIOTEPHbLIX WHUWOEHTOB, pearMpoBaHUA Ha HUX W
NMKBMOALMM UX NOCNEACTBUN.

4.4.18 NOXHbIA KOMMNBLIOTEPHbLIA MHUMAEHT: 3aperucTpupoBaHHbIN KOMMbIOTEPHbIN
WHUWOEHT, KOTOPbIA Mocne aHanusa OOCTYNHOW WUHOopMauuKn, He NpUBOAUT K HapyLUEHWUIO
yCTaHOBMEHHbIX TpeboBaHW, KOMNpoMeTaL MM HpoOpMaLUN NN K CO34aHUI0 Yrpo3 UHAOpP-
MaLMOHHON 6e30nacHOCTH.

4.4.19 NOBTOPHbLIN KOMMNbIOTEPHbIA MHUMAEHT: KOMNbIOTEPHBLIN UHUWOEHT, UMEto-
LM CXOXME NPU3HAKN, YTO U paHee 3aperMCTpMpOBaHHbIA KOMMbIOTEPHbBIA MHUMAOEHT.

4.4.20 ycTpaHeHUe KOMNbOTEPHOro nHuuaeHta: Komnnekc mep, HanpasfieHHbIX Ha
MUHUMM3aUMIO yulepba n BoccTaHOBMNEHME UCxogHoro coctosiiua UC.

4.4.21 yctaHOBNEeHUe NPUYUH KOMNBLIOTEPHOro uHuMaeHTa: KoMmnnekc B3anMocBs-
3aHHbIX N COrfacoBaHHbIX MO LEeNnsaMm, 3agadam, MeCcTy U BpEMEHU, cunam 1 cpeactsam me-
POMPUATUI, HAaNpaBfeHHbIX HA YCTAHOBIIEHME TEXHUYECKUX NPUYMH U YCNOBUA BO3HUKHOBE-
HUSA KOMMNbIOTEPHbIX MHUMOEHTOB, a Takke NUKBMAaLmo NnocneacTsmm AaHHbIX MHUMOEHTOB.

4.4.22 pekomeHAaUum no yCTpaHeHuIo KOMMbIOTEPHOro MHUMAOEH-
Ta: COBOKYNHOCTb peKkoOMeHAyeMblX OEeNCTBUIN, HanpaBfEeHHbIX Ha CAepXuBaHue, yCcTpaHe-
HWe NocCneacTBUA U COCTaBMAIOLWMNX KOMMBIOTEPHOIO MHUMAEHTA, a Takke HeJonyLeHne no-
BTOPHOrO BO3HUKHOBEHNA NHUMAEHTA.

4.4.23 nuKBnaauma nocneacTtBMU KOMMbIOTEPHOro MHUuAeHTa: Komnnekc mepo-
NPUSTMI MO BOCCTAHOBIEHMIO LUTATHOMO pexumMa (PyHKLUMOHMPOBAHNSA NH(POPMALMOHHBIX pe-
cypcos nocrne KW.

4.4.24 nocneacTBuUA. HeraTuBHbIE SIBMEHUA, NpoLecchl, COBbITUS U COCTOAHNA 00b-
ekta NN, obycnoBneHHble BO3AEeNCTBMEM KOMMbIOTEPHOM aTaku Ha 06bekTbl .

4.4.25 BbISiBNeHne nocneacTtBUM KOMNbIOTEPHOro MHUMAeHTa: BoigBneHne dak-
TOB HECaHKLMOHUPOBAHHOIO PacKpbITUA, MOOAMMUKALNKN, YHUHTOXEHUA WHopMauun unm
BrnokMpoBaHNA JoCTyna K Hel U/unmn NoBpeXaeHuUst UnNn Kpaxkm MHOOPMaLMOHHBIX aKTUBOB.

4.4.26 aHanu3 pe3yribTaToB YCTPaHEHUSA MNOCIeACTBUA KOMMbHOTEPHOro WUHLUMU-
peHTa: ObobLieHHasa oueHka, BKMovawwasa B ceba aHanuad Bpeaa, NPUYNHEHHOro MHAOpP-
MaLMOHHOMY pecypcy W ero Briagernbly BO BPEMS KOMMbIOTEPHOrO MHUMAEHTA, HEOOCTaTKOB
B obecneveHnn 6e3onacHoCTn MHOpPMaLMn, CBOEBPEMEHHOCTN OOHAPYXXEHUST UHLUMAEHTA U
AENCTBUI NepcoHana npu nokanuvsaumm HUMAEHTA U IMKBUAALMN ero NocnencTeui.

4.4.27

BOCcTaHoBreHue: [Npouecc un cobbITne, 3aknvarlimecs B nepexoane obbekta u3
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HepaboTOCNOCOBHOro cocTossHNA B paboTocnocobHoe.
[FOCT 27.002-2015, pa3gen 3, nogpasgen 3.5, nyHKT 3.5.5]

4.4.28

BpeMsi BOCCTaHOBNeHusA: Bpems, 3aTpauvBaemMoe HenocpeacTBEHHO Ha BbIMOSIHe-
HWe onepaumi No BOCCTaHOBIIEHNIO 0ObEKTA.
[FTOCT 27.002-2015, pasgen 3, nogpasgen 3.3, nyHKT 3.3.9]

4.4.29 3aKpbIiTUe KOMNbLIOTEPHOro MHUMAEHTA: JTan pearnpoBaHns Ha KOMMbOTEP-
HbIN WHUMAEHT, BKOYAKOWMA Nokanusauuio (npefoTBpalleHre pacnpoCcTpaHeHus) UHUK-
AEeHTa U BOCCTaHOBJIEHME LUTATHOro (PyHKLUNOHMPOBaHUS MHOPMAaLMOHHOIO pecypca.

4.4.30 uHBeHTapusaumsa nHopmaLmMoHHOro pecypca: [leatenbHOCTb, HanpaseHx-
Has Ha cbop nHdopmauum 06 MHPOPMaLMOHHOM pecypce, B TOM YUCIe O COOTBETCTBYHOLLNX
cucTemMax, BKIoyas ucrnonb3yemMoe B HUX annapaTHoe 1 nporpammMHoe obecneveHue.

4.4.31 koHUrypaumsa wuHhpOpMaLMOHHbLIX pecypcoB: COBOKYMHOCTb  (PYHKLMO-
HasbHbIX YacTen cuctemMbl 06paboTKM MHGOPMaLUUKN N CBA3EN MeXay HUMK, 0BycroBreHHas
OCHOBHbIMW TEXHUYECKMMWN XapaKTepUCTUKaMN 3TUX PYHKLMOHAIbHbIX YacTen, a Takke Tpe-
B6oBaHNAMK peluaeMbix 3aav.

4.4.32 KOHTpONb (aHanu3) 3awuLeHHOCTU nHopmauum: AHanM3 N oueHka yHK-
UMoHMpoBaHus cuctembl 3V MHPOPMALNOHHOM CUCTEMBI, U3MEHEHUS yrpo3 6e3onacHoCTH
MHG OpMaLNK, 3aLLUULLEHHOCTM MHAOPMaLIMK, coepKallencs B MHPOPMaLMOHHON CUCTEME.

4.4.33 ayaut b6e3onacHocTu: HesaBncumasa oueHka coctosiiuss UMb ponyckarouwas
BO3MOXHOCTb (POPMUPOBAHNA NPOGECCUOHANBHOIO ayguTOPCKOrO CY>XAEHUA O COCTOSIHUMK
NB opraHusaumm.

4.4.34 TecTupoBaHue Ha NMpPOHUKHOBEHMe: MeTo KOHTPOSs YPOBHS 3alMLLEHHO-
CTW, OCHOBaHHbIN Ha BbISBIIEHUM U aHann3e U3BECTHbIX UMW paHee He U3BECTHbIX YA3BUMO-
CTEeN, KOTOpble MOryT UCNOMb30BaTbCA AN NOSlyYeHUs HECAHKUMOHMPOBAHHOIO OOCTyna K
MHOPMALNMOHHOMY pecypcy.

4.4.35 obHapyxeHue KOMNbITEPHbIX aTak: Komnnekc Meponpusitui No BbISIBIIEHNIO
M aHanu3y NpPU3HaKkoB KOMMbIOTEPHbLIX aTak U ornpegerieHno ee Tuna.

4.4.36 yBegomneHue o KoMmnblTepHOM aTtake: VIH(popmaums, cogepxawiasi ceege-
HMA O TUMe MPOBOAMMOM KOMMBIOTEPHOW aTaku, BPEMEHW ee perucTpaumm, UCTOYHUKE U
00bekTe KOMMNBIOTEPHOW aTaku, NnepegaBaemMasi B paMmkax MHPOpMaumMoHHOro obMeHa mexay
cybbektamm NocCOlMKA.
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4.4.37 pewawoliee npaBuno obGHapyXeHUsi KOMNbTEepHOU aTaku: COBOKYNHOCTb
XapaKTePHbIX NPU3HAKOB KOMMbIOTEPHOM aTakm, HAa OCHOBE KOTOPOM cuctemMa obHapyXeHus
aTak NnpMHMMaeT pelleHne 06 obHapyXeHUM KOMNbIOTEPHOM aTaku.

4.4.38

6a3a pewarowmx npasun: CoctaBHas 4acTb CUCTEMbl OBHapyXeHus aTak, coaep-
Xawas nHpopmaunio 0 BTOpXKEHUSIX (KOMMbIOTEPHbIX aTtakax) (CUrHaTypbl), HA OCHOBE KOTO-
pov cuctema ObHapy>XeHWs1 aTak NPUHMMAET peLUeHNEe O HanMYMM BTOPXEHUS (KoMnbloTep-
HOW aTakm).

[AnantupoBaHo 13 [6], pa3gen 1, nogpasgen 1.5]

4.4.39 npeaynpexaeHne KOMNbIOTEPHbIX aTak: Komnnekc npeBeHTMBHbIX Mepo-
NPUATUA, HaNPaBEHHbIX Ha CHUXKEHNE KONMMYecTBa KOMMbIOTEPHbIX MHLUMOEHTOB W NOBbILLE-
HME YPOBHS 3aLLMLLEHHOCTU MHPOPMALIMOHHbBIX PECYPCOB.

4.4.40 npu3HaK KOMMbIKOTEPHOMN aTaku: lHopMaumsi 0 TEXHUYECKUX OaHHbIX, Xa-
PaKTEPM3YIOLLMX KOMMBbIOTEPHYHO aTaky.

4.4.41 o6beKT BO3aencTBUA (KOMNbLIOTEPHOM aTtaku): VMIH(popmMauMOHHbIN pecypc,
Ha KOTOpPbIN HanpaBreHa KOMNbIOTEPHAs aTaka.

4.4.42

CUrHaTypa KOMMbLIOTEPHOW aTaKu: XapakTepHble MPU3HaKM KOMMbIOTEPHOW aTaku,
ncrnonb3yemMble CUCTEMOW OBHapYXeHWst aTak aAns ee obHapyXeHus.

[AnantupoBaHo u3 [6], pa3gen 1, nogpasaen 1.5]

4.4.43 obecneyeHme 6e3onacHoCcTU UHdOpPpMaLUN LIeHTpa rocyaapCTBEHHOWU CU-
CTeMbl OOHapyXeHus, npeaynpexaeHus U NMKBUAaALMU NOCNEeACTBUA KOMMbIOTEPHbIX
aTtak Ha uHdopmauuoHHble pecypcbl Poccunckon depepauun; obecneyeHue 6Ges-
onacHoctu uHcgopmauum ueHtpa NocCOINKA: Komnnekc mMeponpusatnin Nno NpUHATUIO Op-
raHU3aLUMOHHBIX U TEXHUYECKUX (NPOrpaMMHO-TEXHUYeCcKknx) mep no 3/ B pamkax cUCTEMBbI
3 ueHTpa (cermeHTa) NTocCOlKA.

4.4.44 aHanu3 gaHHbIX O COObITUAX 6e3onacHocTu: pouecc onpeaeneHnsa cobbl-
TN 6e30MacHOCTM, NPUBOASALLUNX K HAPYLUEHMIO YCTAHOBMNEHHbLIX TpeboBaHUM, KOMNpPoOMeTa-
Uuun nHopmaLumm nnu K cosganuto yrpos Ub.

4.4.45 aHanu3 yrpo3 6Ge3onacHoctun uHdopmauuu: lNpouecc onpegeneHuss BO3-
MOXHbIX CNOCOBOB peanusauun yrpo3 6esonacHoCcTM nHopMauun, BKoYasa onpegeneHune
BO3MOXHbIX CNOCOOOB NPOBEAEHUS] KOMMbIOTEPHBIX aTak Ha WH(POPMALNOHHYIO CUCTEMY C
y4eTOM OCODEHHOCTEN peanim3oBaHHbIX B HEW MHPOPMALMNOHHBLIX TEXHOMOMIN, a TaKke Co-

CTaBa ee TeEXHUN4YeCKux cpeacTs 1 nporpaMmmMmHoro obecneveHus.
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4.4.46

aHanu3 yrpo3 06e3onacHOCTU OOBbekTa MH(POPMaALMOHHOW MHQPPACTPYKTYpbI;
aHanus yrpo3 6esonacHoctn obbekTta UWU: OnpeneneHne BO3MOXHbIX CnocoboB peanu-
3aumn (BO3HMKHOBEHUS) U UCTOYHUKOB yrpo3 BesonacHoctn obbekty U, nocnencreBui mnx
peanu3auun (BO3HUMKHOBEHUS) C y4EeTOM cCOCTaBa MNofib3oBaTtenen U MxX MOSIHOMOYUIA, Mpo-
rPamMMHbIX 1 NpOrpaMMHO-annapaTHbIX CPEACTB, B3aMMOCBA3€N KOMMOHEHTOB obbekTa W,
B3anmMoaenctems ¢ uMHbiMn obbektamm W, a Takke ocobeHHoCcTen (YyHKLMOHMPOBAHUSA
obbekta NN.

[AnantupoBaHo 13 [3], pa3gen 2, nyHKT 11.1]

4.4.47 HenTpanusauma yrpo3s 6esonacHoctu uHdopmMauum: [1esTenbHOCTb,
HanpasreHHas Ha ycTpaHeHue (napupoBaHue) yrpo3 Ub opraHusaumm (BHyTPEHHUX U BHELL-
HUX) UM HA MUHUMKU3aUMIO yulepba OT BO3MOXHOW peanu3auumn Takux yrpos.

4.4.48 aHanu3 KoHdurypaumm: Npouecc NpoBepkn COOTBETCTBUA MHPOPMALIMOHHON
CUCTEMbI NN ee OTAENbHBIX KOMMIOHEHTOB JOKYMEHTaUUMN.

4.4.49 napameTp KoHcpurypaummn. BenmumHa, xapakrepuayrowlas 3Ha4yeHUss HacTpoek
nporpammHoro obecneveHus n cpeacts 3, cooTBeTCTBYOLWME onpeaeneHHbIM (OYHKLMAM.

4.4.50 HacTpoMka napameTpoB KoHdurypauuum: [pouecc Bbibopa N yTBEpXKOeHUS
HeobXoaUMbIX PYHKLMIA KOMNOHEHTOB NporpaMmHoro obecnedeHna n cpeacts 3U.

4.4.51 Bna koHduUrypaummn: NepeyeHb, COCTOSALWNN U3 HECKONbKMX 3apaHee onpene-
NEeHHbIX NapaMeTpoB KOHMUrypaumm, OOCTYMNHbIX UMW HELOCTYMHbIX 4515 USMEHEHUS.

4.4.52 6a3oBas KoHcurypaumsi napameTpoB 6e30nacHOCTU. YTBEPXKAEHHbIN OIS
NHPOPMALMOHHON CUCTEMbI C Y4ETOM €€ XapaKTepUCTUK U YCNoBUN (PYHKLMOHUPOBAHUS
CMMCOK HaCTpOeK nporpaMmmHoro obecneyveHnsa n cpeacts 31, obecneumBarowmin HenTpanum-
3aUM0 aKTyanbHbIX ANS aHHOW MH(OPMAaUMOHHON cucTeMbl yrpo3 GesonacHocTu MHdop-
Mauumn.

4.4.53 6e3onacHas KoHdurypauusa: BaammocBszaHHble CTPYKTYPHO—
YHKUMOHASbHbIE XapaKTePUCTUKN MHAOPMALNOHHOM CUCTEMBI, BKIOYaloLWmne CTPYKTYpY M
cocTaB MHMOPMaLMOHHON CUCTEMBI, Pn3nyeckune, rnorndeckme, OyHKUMOHArbHbIE U TEXHO-
norn4yeckne B3anMMOCBHA3N KOMMOHEHTOB WMH(OPMaLUNOHHOM CUCTEMbI CO CMEXHbIMU CUCTEe-
MaMn 1 MHGPOPMaLMOHHO—TENEKOMMYHNKALMOHHBIMU CETAMM, @ Takke COCTaB U 3HaYeHUd
napamMmeTpoB 6Ge3onacHOCTM nporpaMmHoro obecneveHns u cpeacts 3U, obecneumsarowmx
LEeNoCTHOCTb, AOCTYMHOCTb U KOHMAEHUNansHoCTb obpabaTbiBaemMon B MHPOPMaLMOHHOM

cucTeMe nHopmMauuu.
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4.4.54

aHanu3 yasBMMocTen: Meponpusatus No BbISBMAEHUIO, MAEHTUUKALUN N OLIEHKE
YA3BUMOCTEN MHPOPMALMOHHON CUCTEMbI B MHTEpecax onpeaesieHna BO3MOXHOCTU peanu-
3aumm yrpo3 6e3onacHocTn nHopmMauum 1 cnocoboB npeaoTBpaLLeHns ywepba.

[[4], npunoxexne Ne 1]

4.4.55 yBegomMmneHme o6 yaA3aBMMOCTU: DNEKTPOHHOe cooblieHne, cogepxallee MH-
dopmMauuio 0 BbIABNEHHOWN YSA3BUMOCTMU.

4.4.56 BbIABNeHne ya3BuUMOCTeN: [poLecc BbISIBNEHUS HELOCTaTKOB (BKMOYas yas-
BMMOCTM MPOrpaMMHOro Koga, OWwnbKM B HACTPOMKe, YSI3BUMOCTU apXUTEKTYpbl, OWMOKN B
peanusauun mep 3awuTbl MHOPMaUUK), KOTOPble MOrYyT WUCMNOMb30BaTbCA HapylumTenem
ANdA NpoBefeHNs KOMMNbIOTEPHbIX aTak.

4.4.57 oueHka yasBumocTen: Bug pabot no onpegeneHnio n naeHtTupmnkaummn yss-
BUMOCTEN MH(POPMALIMOHHON CUCTEMbI, MPUBOAALLNX K BO3HUKHOBEHUIO Yrpo3 6e3onacHoCcTu
NHopMauuu.

4.4.58 yctpaHeHne ysasBuMMocTen: [pouecc, HanpaBneHHbI Ha YCTpaHEHWE Heno-
cTtatkoB (crnabocTen) nporpammMHOro (NporpaMMHO-TEXHUYECKOr0) cCpeacTea Unu nMHgpopma-
LUMOHHOM CUCTEMbI B LIENIOM, C LIeSIbI0 UCKIMIYEHUA YCroBUM ON1s peanu3aumm yrpos 6es-
0OnacHOCTU NMHopMaLmn.

4.4.59 yctaHOoBKa obHoBneHun OGe3onacHocTu: [lpouecc, HanpaBfeHHbIN Ha WUC-
npaeneHne owmnbok (HegoCTaTKOB), KOTOPbLIE NPUBOAUNK K HapyLeHuto Vb.

4.4.60 obHoBneHue 6e3onacHocTU: KoMNnekT nporpaMMHOro Koga, BKNOYaoLWwun B
ceba ncnpasneHne ownbOK (He4OCTATKOB), KOTOPbIE NPUBOAUIM K HapyLieHuo UB.

4.4.61 6ronneteHb 6e3onacHocTu: CoobLEHNE O HanMMuuu U UCNpPaBnEHUN YS3BU-
MOCTM B MPOrpaMMHOM UM NporpamMHO-annapaTtHoM obecneyeHun, nybrvkyemoe npous-
BOAUTENEM.

4.4.62 napamMeTp YA3BMMOCTU: XapakTepuUCTUKa ysi3BMMOCTU, onpegenswoowiaa ane-
MEHT OMNCaHUS YSI3BMMOCTU.

4.4.63

cTeneHb onacHOCTU yA3BUMOCTMU!: Mepa CpaBHMTeJ'IbHOIZ BEJIMYNHbI, XapaKTepusy-
rowaa noaBepXXeHHOCTb I/IHd)OpMaLI,I/IOHHOIZ CUCTEMbI YA3SBUMOCTAM, NUCMNOJ1b30OBaAHNE KOTOPbIX

MOXeT NMPUBECTU K HAapyLUEHUIO CBONCTB 6€30MacHOCTM MHopMaLmK.

[[10]]
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4.4.64

6a30BbIN BEKTOpP YA3BMMOCTMU: TekcToBasd pbopmanu3oBaHHas 3anucb (CTpoka),
npeacrasnsaowas coborm KOMOMHMPOBaHHbIE AaHHbIE O Ba30BbLIX METPUKAX (KpUTepUsx) yaa-

BMMOCTH, HA OCHOBaAHWN KOTOpOVI onpependeTca YncneHHad ©a3oBas oLeHKa YA3BUMOCTMU.

[[10]]

4.4.65 vHTerpanbHbIN Nokasatenb ya3BMMOCTU: CyMMapHoe 3HayeHue BblsiBIEH-
HbIX Ha y3re yS3BMMOCTEN pasfnNyHbIX CTEMNeHen onacHoOCTU.
4.4.66

ayTcopcuHr: [epegaya opraHusaumnen onpeaenéHHbix GusHec-nNpoLeccoB unu npo-
N3BOACTBEHHbIX PYHKLMI AN BbINONHEHUSI UX APYron opraHn3auum.
[FTOCT P NCO 22301-2014, pasgen 3, NyHKT 3.34]

4.4.67 peaTenbHOCTb (KaK ycriyra) no pearupoBaHUiO Ha MHUUAEHTbI MH(popMa-
LMOHHON 6e30nacHOCTU; yCnyru no pearmpoBaHuio Ha HUuAeHTbl UB: [lesTensHOCTb
(pe3ynbTaThbl OeATenbHOCTU) opraHM3aunn, BbiNofNHAeMas (nonyvyaemble) B MHTepecax 3a-
Ka34ymKoB W/UINM 3auHTEpPeCcOBaHHbIX MWL ANS ONepaTUBHOrO pearmpoBaHUs Ha WUHUWOEHTbI
NB.

4.4.68 cornaweHue o0 B3aumMoAeuCTBUU LieHTpa rocyaapcTBEHHOU CUCTEeMbl 06-
HapyXeHusi, npeaynpexaeHus v nUKBMAauumn NocreacTBUA KOMMbIOTEPHbIX aTak Ha
MHcpopmaumnoHHblIe pecypcbl Poccunckon degepaumm ¢ HauMOHarNbHbIM KOOpAUHALM-
OHHbIM LEHTPOM MO KOMMbITEPHbLIM MHUMAEHTaM; cOrflalleHue O B3auMoaencTBUM
ueHTpa MNocCOINKA ¢ HKUKW: [JokymeHT, pernaMeHTUpyoLwmin Nopsaok B3anMoaencTams m
OCHOBHble HanpaBneHusa geatenbHocTn ueHTpa NocCOIMKA npu B3anmogenctemm ¢ HKLKA
Nno BpeMeHu 1 crnocobam BbINOSTHEHUSA MOCTABMEHHbIX 3a4a4y, a TakKe YyYuTbiBaloLWmMA Heob-
Xoaumble TpeboBaHus 1 06sa3aTenbCTBa CTOPOH.

4.4.69 pernamMeHT B3auMOAEUCTBUSA LEHTpa rocyfapCTBEeHHOM CUCTeMbl OOHa-
pPyXeHus, npeaynpexaeHusa v nMKkBMaauum nocneacTBMU KOMNbIOTEPHbIX aTak Ha UH-
chopmauuoHHblie pecypcbl Poccunckon depepauum ¢ HaumoHarnbHbIM KOOPAUHALMOH-
HbIM LIEHTPOM MO KOMMNbLITEPHbLIM MHUMAEHTaM; pernameHT B3aumopeuctTeusa loc-
COIMNKA ¢ HKUKMW: [lokymeHT, ycTaHaBNuBawLWmMM CPOKN, NOPSO0K M NocrneaoBaTesibHOCTb
AencTeuin npu ocywiecteneHmm saammogenctana ueHtpa NocCOMNKA ¢ HKLKW.

4.4.70 chopmaT AaHHbIX B3ammogencTBuA: Cneundukaums CTPYKTypbl OaHHbIX, KO-
TOpad ycTaHaBnNMBaeT COCTaB, COAepXKaHue U rnpeacTaBrieHne dneMeHTOB AaHHbIX B3auMO-
AENCTBUS N MOXET OblTb MCNONb30BaHa MHAOPMALMOHHLIMU CUCTEMAMU, YHaCTBYHOLLMMWN BO

B3aMMOOENCTBUMN,
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4.4.71 npoTokon B3aumogewucTBua. Habop npasun, onpegensowmnx CoaepXxmmoe,
dopmat, napameTpbl, NOCNegoBaTENbHOCTb U NPOBEPKY OLUMBOK B COOBLLEHMAX, KOTOPbIMK

obmeHuBatoTCA y4aCTHUKA B3aMMOOENCTBUSA.
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AncdaBuTHbIN yKa3aTesnlb TEPMUHOB Ha PYCCKOM fi3blke

aBTOMaTU3NPOBaHHbIE CUCTEMbI YINpaBJI1IeHNA

arperaumsa (cobbITun 6es3onacHoCcT)

agMUHUCTpaTop

akTuB (opraHusaumm)

aHalm3 AaHHbIX MOHUTOPWUHIA

aHanu3 AaHHbIX 0 coObITUAX Be3onacHOCTU

aHanu3 KoHdurypaumm

aHanu3 pe3ynbTaToB YCTPaAHEHWUsI NOCNEACTBUA KOMMbIOTEPHOIO MHUMAEHTA

aHanua yrpo3 6e3onacHocTV HgopmMaLmm

aHanus yrpo3 6e3onacHocTn o6bekTa MHOPMaLMOHHON MHPACTPYKTYpbI;

aHanus yrpo3 6e3onacHoctn obbekta A

aHanus ysi3BumMocTem

aHanua3aTop AaHHbIX (aHanM3aTop CeTeBbIX NakeToB, CETEBOW aHanm3aTop,

aHanmM3aTop ceTeBbIX I'IpOTOKOJ'IOB)

aHalnnTuK

aHTUBUPYCHOE CpencTBo; Cpencrteo aHTMBMpyCHOﬁ 3alnThbl

ayauT 6e3onacHocTu

4.2.1.10

4.2.3.17

4.2.4.3

4.2.1.18

4.2.3.18

4.4.44

4.4.48

4.4.26

4.4.45

4.4.46

4.4.54

4.3.3.50

4.1.1.20

42.2.3

4.4.33
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ayTCOPCUHT

6asa peluarowmx npasun

6asoBasi KOHUrypaumsa napameTpoB 6e3onacHoOCTH

6a30BblIi BEKTOP YA3BUMOCTU

B6esonacHas KoHpurypauma

oubnuoTeka

oot

OoTHeT

6akgop

OronneTeHb 6e3onacHocTu

BN, KOHpurypauum

BUPYC (KOMMbIOTEPHbLIA, MPOrpaMMHbIit)

BrnagenbLbl MHOPMaLMOHHbLIX PECYPCOB

BHeApPeHNe B MHPOPMaLMOHHbIV pecypc Moayrel BpeaoHOCHOMO NPOorpamMmmMHOro

obecneyeHus; BHegpeHne B MHOpMaLMOHHBIA pecypc mogynen BINO (kak Tmn

KOMMbIOTEPHOTO MHLMAEHTA)

BOCCTaHOBJ1IEHNE

BpemMA BOCCTAaHOBIIEHUA

42

4.4.66

4.4.38

4.4.52

4.4.64

4.4.53

4.3.3.36

4.3.3.24

4.3.3.23

4.3.3.38

4.4.61

4.451

4.3.3.27

4211

4.3.2.13

4.4.27

4.4.28
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BpeMs pearmpoBaHusi (Ha KOMMNbIOTEPHbIA MHUNOEHT)

BbIMOraTesnb (BUpYC BbIMOraTerb)

BbISIBIIEHME NOCNeacTBUN KOMMbOTEPHOIo MHUMNAOEHTA

BbiABJ1IEHNE yFI3Bl/IMOCTe|7|

rocyapcTBeHHas cuctema obHapyxeHus, npeaynpexaeHns u nukemgaunm

nocneacTaemm KOMMbOTEPHbIX aTakK Ha VIHCbOpMaLI,I/IOHHbIe pecypcCbl

Poccuinckon ®enepaunn; NocCOIMNKA

gamnep

JaHHbl€e MOHUTOPUHIa

AenTenbHOCTb (Kak ycnyra) no pearmpoBaHuio Ha UHUMAEHTbI MHAOPMaLNOHHOM

6e3onacHOCTK; yCnyri No pearMpoBaHuio Ha NHUMAeHTbl b

YXWU3HEHHbIN LMK KOMMNbIOTEPHOWN aTaku

3arpysumk

3aKpbITUE KOMMNbOTEPHOIro MHUMAeHTa

3aMKHYTad cpefa npenBaputesibHOro BblNMnoJsiHeHUA nporpamm («necqumu,a»)

3apaxeHue BpedoHOCHbLIM NporpaMMHbiM obecnedeHnem; 3apaxeHume BMO

(kak KaTeropmsi KOMMbTEPHOIrO NHUNAEHTA)

3awmaemas nHopmaums

3almuiaembln npouecc

4.4.12

4.3.3.33

4.4.25

4.4.56

4.1.1.6

4.3.3.32

4.2.3.3

4.4.67

4.3.3.2

4.3.3.41

4.4.29

4.2.2.13

4324

4.2.1.15

4.2.1.16
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3rnoynotpebneHne nNpu Mcnonb3oBaHUM MHPOPMAaLIMOHHOIO pecypca

(KaK TUM KOMMbOTEPHOIo VIHLI,VI,D,eHTa)

3Ha4YUMbI OOBEKT KPUTUYECKON MHAPOPMALIMOHHON MHAPACTPYKTYPbI;

3Ha4YnMbIN 06bekT KU

30Ha OTBETCTBEHHOCTM (CyObeKkTa rocyaapCTBEHHOM CUCTEMbI OBHapPYXeHMS,
npeaynpexaeHns n NukeMaaunm nocreacTBmMin KOMMbIOTEPHbBIX aTak Ha
MHopMaUMnoHHbIe pecypcbl Poccuinckon denepaummn; cybbekta NocCOIMMKA)
WHBEHTapu3aumns NHOPMaLNOHHOIO pecypca

NHOUKaTOp KOMMpoMeTaumm

nHcangep

WHCTPYMEHT TECTUPOBAHUSA Ha MPOHUKHOBEHME

WHCTPYMEHT yaaneHHoro goctyna

WHTerpanbHbI NOKa3aTeNb yA3BMMOCTH

NHpopMaLNOHHasa NHpPacTpyKTypa

MHJOPMaLMOHHAA cnuctema

NHOPMALMOHHO-TENEKOMMYHUKALIMOHHBLIE CETU

MHOPMaLMOHHOE B3auMoaencTBme (Cy0bekToB rocyJapCTBEHHOM CUCTEMbI
obHapyXeHusi, npegynpexaeHns 1 NnMKBugaumMm nocneacTBUn KOMMNbOTEPHbIX
aTak Ha nHdopMaumoHHble pecypcbl Poccuiickon degepaunmn; cydobekToB

MocCOIlKA)

NH(OPMAaLMOHHbIV pecypc
44

4.3.2.27

42111

41.1.5

4.4.29

4.2.3.13

4.3.1.8

4.3.3.45

4.3.3.44

4.4.65

4214

42.1.8

42.1.9

4.1.1.10

4212
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MHOpMaUNOHHbIE pecypcbl Poccuinckon degepaumm

NHGOPMAaLMOHHBIN akTUB

MHopMauma

NHUMAEHT (MHOopMaLmMoHHOM 6esonacHoCTK); MHUMAeHT Vb

NCNOSTHSAEMbIN KOO

MCNonb3oBaHne NHPOPMaLIMOHHOIO pecypca Afsi pacrnpoCTPaHeHNs

BPEAOHOCHOr0 NPOrpaMMHOro obecneyeHust; Mcnosib3oBaHne NHPOPMAaLMOHHOTO

pecypca ans pacnpoctpaHeHusi BINO (kak TMn KOMMNbOTEPHOro NHUNAEHTA)

MCTOYHUK KOMI'IblOTGpHOVI aTakun

MCTOYHUK Yrpo3bl (6e3onacHocTn nHpopmaunn)

KapTO4Ka KOMIMbOTEPHOIo MHUMOEHTA

KapTo4kKa KOMI'IblOTepHOIZ aTakn

KaTeropupoBaHue obbekTa KpUTui4eckon MHGPOpPMaLMOHHOM NHPPACTPYKTYpPbI;

KateropupoBaHue obbekta KN

KaTeropmsa KoOoMnbloTepHOro MHUMAeHTa

KaTeropusi KOMMNbOTEPHOWN aTakm

KMnacc LeHTpa rocyapCTBEHHOW CUCTEMbI OGHapYXeHUs, NpeaynpexaeHms

N NUKBUOALMM NOCNEACTBUN KOMMbIOTEPHbIX aTak Ha MHPOPMAaLMOHHbIE Pecypchbl

Poccuinckon ®epepaunn; knacc ueHtpa FocCOlMKA

4213

4.2.1.13

4.2.1.14

4.3.1.10

4.3.3.28

4.3.2.14

4.3.3.3

4.3.1.4

4.3.2.2

4.3.3.4

4.2.1.19

4.3.2.3

4.3.3.5

41.1.9
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KOMMMEKCHbIN aHanm3 (KOMMNbTEPHOro MHUMAEHTA) 4.4.17

KOMMnpomMeTauuna yHeTHOVI 3arnncum B VIHCbOpMaLI,VIOHHOM pecypce (KaK T™TnN

KOMMNbIOTEPHOIO MHUMOEHTA) 4.3.2.20

KOMMblOTEpHasa aTaka 4.3.3.1

KOMIMbOTEPHAA aTaka Tuna «0TKa3 B 06CJ'Iy)KI/IBaHI/II/I», HanpasJieHHaaA Ha

KOHTPOSNIMpPYEMbIN MHPOPMALMOHHBIA pecypc (Kak TUM KOMMbOTEPHOro nHuuaeHta) 4.3.2.15

KOMMNbOTEPHAA aTaka Tuna «0TKa3 B O6CJ'Iy)KVIBaHVII/I», HarnpaBJiEHHaA Ha

KOHTPOSNIMPYEMbIN MHPOPMALMOHHBI pecypc (Kak TUM KOMMbOTEPHOW aTakn) 4.3.3.19
KOMMbIOTEPHbIA NHLUMAOEHT 4.3.2.1
KOHTPOSIb (aHanu3) 3alnLLeHHOCTM NHpopMaumn 4.4.32
KOH(purypaumst "HpopMaLMOHHbBIX pecypcoB 4.4.31
Koppenaumsi cobbiTuin 6e3onacHoCcTn 4.2.3.19
KpUTEpUIA permcTpanmm KOMNbIOTEPHOro MHUMAEHTA 4.4.8
Kputnyeckas nHpopmauynoHHasa nHdppactpyktypa; KA 4.2.1.5
NMKBMAALMs NOCNeAcTBUN KOMMbIOTEPHOIO MHUMOEHTA 4.4.23
NOXHbIN KOMMNbIOTEPHbIA NHUMOEHT 4.4.18
MeXCeTeBOM 3KpaH 4.2.2.2
MEPONPUATUS NO pearnpoBaHuto (Ha KOMMBbIOTEPHbBIN NHUNOEHT) 4.4.13
MeTo4MYECKNE PEKOMEHZALMNN NO OOHAPYKEHNIO KOMMNBIOTEPHbIX aTak 4.4.3
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mMeToaAnveckne pekomeHgaunm no yCtaHoBNeHUo nNpuydnH 1N JIMKBMaaumnn

nocneacTBuM KOMMbIOTEPHbLIX NHUMOEHTOB 444

mMeToamnyeckoe obecrnevyeHne AesTenbHOCTU CyObekToB rocyapCTBEHHOW CUCTEMBI
oBHapyxeHus, NpeaynpexaeHns 1 nMKBMaaLmMm NocneacTBUA KOMMbIOTEPHbIX aTak

Ha MHdOpPMaUUNOHHbIE pecypcbl Poccunckon degepaumm; metognyeckoe

obecneyveHne gestenoHocTn cybbekToB N0cCOINMKA 4.4.1
mMogenb yrpo3 (6esonacHoCTn nHopmauun) 4.3.1.3
MOAYIb BPEAOHOCHOro nporpammMHoro obecneyeHus; moayns BrO 4.3.3.26
MOHUTOPUHI MHGOPMaLMOHHOW Be3onacHOCTU; MOHUTOPUHT VB 4.2.3.1
MOLLIEHHMYECKNIN pecypc 4.3.3.43

MOLUEeHHNYEeCTBO C UCMNOJ1b30BaHNEM I/IH(bOpMaLI,I/IOHHO-KOMMyHI/IKaLl,I/IOHHbIX

TEeXHOMOorin (Kak kKaTeropmsi KOMNbIOTEPHOIO MHLUMAEHTA) 4.3.2.11

HapyLLueHne 6e3onacHOCTM MHOPMAaLMK (Kak KaTeropust KOMMbIOTEPHOTO

WHUMAEHTA) 4.3.2.9

HapyLweHue 6e3onacHocTn nHdopmauum ((B MHOPMaLMOHHOM

(aBTOMaTU3NMPOBAHHOW) CUCTEME, OpraHn3aumnm) 4.3.1.9

HapyLLeHne unu samegneHne paboTtbl MHpOPMALIMOHHOIO pecypca (kak kaTeropusi

KOMMNbIOTEPHOIO MHUMOEHTA) 4.3.2.6

HapyLleHne unun sameaneHve paboTbl MHPOPMaLMOHHOIO pecypca (Kak kaTeropus

KOMMbIOTEPHOWN aTaku) 4.3.3.9

HapywwuTenb (MHpopmaunoHHon 6e3onacHocTn); HapywuTens Vb (3noymbiwneHHuk) 4.3.1.5
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HacCTpoKrKa napameTpoB KOH(UrypaLmnm 4.4.50

HaUMOHanbHbIA KOOPANHALMOHHBLINA LLEHTP NO KOMMbIOTEPHbIM MHUuaeHTam; HKLLKW  4.1.1.2

HeraTMBHblE OENCTBUS 4.3.1.7
HegeKknapupoBaHHblE BO3MOXHOCTU (MporpaMmHoro obecneveHms) 4.3.3.49
HenTpanmsauusa yrpo3 6e3onacHoOCTN MHGoOpMaLnm 4.4.47

HenpegHamMepeHHoe (663 3/10ro yMbICJ'Ia) OTKIMHO4EeHne I/IHCbOpMaLI,I/IOHHOFO pecypca

(kaK TN KOMMbIOTEPHOrO NHUNAEHTA) 4.3.2.18

HeCaHKLMOHUPOBaAHHOE n3MeHeHne nHpopmauum, obpabaTtbiBaemon B

MHOPMaLMOHHOM pecypce (Kak TUM KOMMbIOTEPHOIO MHUMAEHTA) 4.3.2.24

HeCcaHKLUMOHMpPOBaHHOe pa3rnalleHve nHgopmaummn, obpabaTtbiBaemon B

MHOPMALMOHHOM pecypce (Kak TUM KOMMNbIOTEPHOIO MHUMAEHTA) 4.3.2.23

HeCaHKLMOHMPOBaHHbIN BbIBOA MH(OPMAaLMOHHOIO pecypca U3 CTpost (Kak Tu

KOMMNbIOTEPHOIO MHUMOEHTA) 4.3.2.17

HecaHKLlMOHMpOBaHHbIIZ OOCTyNn B CUCTEMY (KaK KaTeropma KOMnblOTEpPHOro

WHUMAEHTA) 4.3.2.7
HeynonHOMOYEHHbIN CyOBLEKT AocTyna 4.2.4.7
HopManuaaumsi (4aHHbIX MOHUTOPUHIA) 4.2.3.16

obecneyeHne 6e30MacHOCTN MHpOPMALMKN LEHTPA roCy4apCTBEHHON CUCTEMbI
obHapyXeHusi, npeaynpexaeHns 1 NnMKBngaumMm nocneacTBuii KOMNbIOTEPHbIX aTak

Ha nHopmMaunoHHble pecypcbl Poccuiickon ®egepauun; obecnedeHme

6e3onacHocTn nHopmaumm ueHtpa NocCOlMNKA 4.4.43
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rocTtp

(npoekm, nepgasi pedakyusi)

oBHapyXeHne KOMMbITEPHbIX aTak

oOHoOBNeHne be3onacHoOCTuU

obpaboTka faHHbIX MOHUTOPUHIa

06bEKT BO34eNCTBUS (KOMMLIOTEPHOW aTaku)

obbekT gocTtyna

06BbEeKTbl MIHPOPMALMOHHON MHPPACTPYKTYPbI; 06bekTbl A

00BbEKTbI KPUTUYECKON MHGOPMALMOHHON MHPPACTPYKTYpbl; 06bekTbl KU

OopraHn3aunmoHHbIe MepPbl 3allNTbI I/IHCbOpMaLl,VII/I; opraHn3aunoHHbIE MepPbI 3

OLIeHKa YA3BUMOCTEN

napameTp KOHdurypaumm

napameTp ysI3BUMOCTH

nepBUYHbIA aHanNu3 (KOMNbITEPHOIO MHUMOEHTA)

nnarvH

nnaH pearnpoBaHus (Ha KOMMNbKOTEPHbIA MHUNOEHT)

NOBTOPHbIN KOMMBIOTEPHbIA NHLUMOEHT

nonuTuka 6esonacHocTV (MHOPMaLMKN B OpraHn3aLum)

noJsib3oBaTesib

4.4.35

4.4.60

4.2.3.14

4.4.41

42.1.17

4.2.1.6

4.2.1.7

4.25.3

4.4.57

4.4.49

4.4.62

4.4.16

4.3.3.31

4.4.14

4.4.19

4254

4242
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roCTpP
(npoekm, nepeasi pedakyusi)

NOMbITKN aBTOPU3aLUKN B KOHTPONIMPYEMOM MHAPOPMAaLIMOHHOM pecypce (Kak Tun
KOMMbIOTEPHOWN aTaku)

NOMbITKN BHEAPEHUS MOAYyNen BpeJOHOCHOro NporpamMmMHoro obecrneveHus B
KOHTPOSNMpYEMbIN MHGOPMALMOHHBIA PECYPC; NONbITKM BHeApeHus moaynen BIMNO B

KOHTPOSIMPYEMbIN MHOPMALMOHHBINA PeCypC (Kak TUM KOMMbIOTEPHOW aTaku)

NOMbITKA HECAHKLIMOHNMPOBAHHOIO AOCTYNa B CUCTEMY UNN K MHGOpMaLIMK

(kak KaTeropusi KOMMNbLIOTEPHOW aTaku)

NOMbITKXA 3KCNyataunn ya3BMMOCTU B KOHTPOJTMPpYEMOM I/IH(bOpMaLI,VIOHHOM

pecypce (Kak TN KOMNbIOTEPHOW aTakK)

nocrneacreuns

noTeHuuman HapywuTens (MHdopMaunoHHon 6e3onacHOCTK); NoTeHunan

HapywuTtens Vb (3noyMblLLNEHHNK)

NOTOK AaHHbIX 00 yrposax co,u,ep>|<aUJ,|/||7| MHOWKaATOPbl KOMMNpoOMeTaunun

NpaBuno permcTpaLmm KOMNLTEPHOrO NHLUMAEHTA

npaBuno perncrpaunm rnpmM3HakoB KOMMNbOTEPHbIX aTakK n/vnu KOMMNbKTEPHbIX

NHUWOEHTOB

npeaynpexgeHmne KOMNbTEePHbIX aTak

NpU3HaK KOMMNbIOTEPHON aTaku

nporpammMHas 3aknaaka

npocnywmnBaHue (3axeaT) ceTeBOro Tpadmka MHPOPMaLMOHHOIo pecypca (kak Tvn

KOMMNbIOTEPHOrO MHUMAEHTA)
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4.3.3.18

4.3.3.13

4.3.3.8

4.3.3.17

4.4.24

4.3.1.6

4.2.3.12

4.4.9

4.2.3.20

4.4.39

4.4.40

4.3.3.29

4.3.2.21



rocTtp

(npoekm, nepgasi pedakyusi)

npocnyLlimBaHme (3axeaT ceTeBoro Tpadmka) KOHTPONIMPYyeMoro MHPOPMaLNOHHOIO

pecypca (Kak TN KOMNbIOTEPHOW aTaku)

NPOTOKON B3aUMMOLENCTBUSA

ny6nvkaums B UHOOPMaLIMOHHOM pecypce 3anpeLLeHHoN 3akoHogaTenscteoM P

MHopMaunn (Kak TMn KOMMNbOTEPHOrO NHUNAEHTA)

nyGnunkauunsa B UHPOPMaLMOHHOM pecypce MOLLEHHNYECKON MHAopMaLuK (Kak

TUM KOMMNbIOTEPHOrO UHUMAEHTA)

pacnpegerneHHas KOMNblOTEpPHasa ataka Tuna «oTka3 B 06CnyxmsaHmm»

HanpaBfieHHast Ha KOHTPONMPYEMBbIN MHAPOPMALIMOHHbBIN pecypc (Kak Tun
KOMMNbIOTEPHOrO MHUMOEHTA)

pacnpegerneHHas KOMNbIOTepHasa ataka Tuna «oTka3 B 06CcnyXnBaHumy,
HanpaBfieHHasi Ha KOHTPONMPYEMBbIN MHAOPMALIMOHHbBIN pecypc (Kak Tun

KOMMbIOTEPHOW aTaku)

pacnpocTpaHeHue BpegoHOCHOro NPOorpamMmMHOro oGecneyeHns; pacnpocTpaHeHme

BIMO (kak kaTeropms KOMNbOTEPHOIO UHLMAEHTA)

pacnpoctpaHeHne BpegoHOCHOIro nporpaMmmHoro obecneveHus; pacnpocTpaHeHne

BIMO (kak kaTeropns KOMNbIOTEPHOW aTakK)

pacnpoctpaHeHne I/IH(*)OpMaLI,I/II/I C HenpuemMnemMmbiM coaePXUMbIM (KaK KaTeropumsa

KOMMNbKOTEPHOIO I/IHLI,I/I,D,eHTa)

paccblinka cnam-coobLeHni ¢ MHPOPMaLMOHHOIo pecypca (Kak Tuvn

KOMMNbOTEPHOIO I/IHLI,I/I,EI,eHTa)

pearmpoBaHune Ha KOMI'IbI-OTeprIIZ MHUNOEHT

peanusauuns yrposbl (6esonacHoCTM nHhopmawlmm)

4.3.3.15

4.4.71

4.3.2.26

4.3.2.28

4.3.2.16

4.3.3.20

4.3.2.5

4.3.3.6

4.3.2.10

4.3.2.25

4.4.10

4.31.2
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roCTpP
(npoekm, nepeasi pedakyusi)

perncTtpauna KOMnbrOTEPHOIo NHUMOEHTA

pernctpauua JIoOXXKHOro KOMnblOTEPHOIo MHUMOEHTA

pernameHT B3anMoOLeNCTBUS UeHTpa FOcyﬂapCTBeHHOﬁ CUCTEMBbI 06Hapy>KeH|/|;|,

npeaynpexageHnda n nMkengaunn nocneacTeum KOMMNbKOTEPHbIX aTaK Ha

MHOPMaLMOHHbIE pecypcbl Poccuinckon degepaumm ¢ HaumMoHanbHbIM

KoOopANMHaUMNOHHbIM LUEHTPOM NO KOMMbKOTEPHbIM NMHUMOEHTAM; perfnamMmeHT

B3anmopencteus NocCOINMKA ¢ HKLUKA

pekomeHgaunn no yCctpaHeHMo KOMMbOTEPHOIo MHUMAEHTa

pellatolLee nNpaBuio 06HapYKeHNUS1 KOMMNbIOTEPHOW aTaku

ponu nonb3oBaTenen MHPOPMaLUMOHHbBIX PECYPCOB

pykoBoguTesb

PYTKUT

c6Oop AaHHbIX MOHUTOPUHIa

060p OaHHbIX O BbIABJ1IEHHbIX YA3BUMOCTAX

cbop AaHHbIX O AENCTBUAX NONb3oBaTenemn

c60op AaHHbIX O pe3ynbTaTax KOHTPONSA NOTOKOB MHGOPMaLMK

c6Op AaHHbIX O pe3ynbTaTax KOHTPONSA COOTBETCTBUS HAaCTPOeK

cbop gaHHbIX 0 cobbITMAX Be3onacHOCTK

cbop AaHHbIX paboToCnoCcObHOCTH
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4.4.6

4.4.7

4.4.69

4.4.22

4.4.37

4241

4.1.1.23

4.3.3.37

4.2.3.2

4.2.3.6

4.2.3.8

4.2.3.10

4.2.3.7

4234

4.2.3.9



roCT P
(npoekm, nepgasi pedakyusi)

C60p cBeAEHNIN C NCMONb30BaHNEM I/IH(bOpMaLI,I/IOHHO-KOMMyHVIKaLl,I/IOHHbIX

TEXHOJOIMNI (KaK KaTeropmnsi KOMMbIOTEPHOTO MHLUMAEHTA) 4.3.2.8

cbop cBeaeHWI C NCNONb30BaHNEM MHPOPMALIMOHHO-KOMMYHMKALMOHHBLIX

TEXHOSIOrMmM (Kak KaTeropusi KOMnbITEPHOW aTaku) 4.3.3.7
cbop crnpaBOYHbIX AAHHbIX 4.2.3.11
caepXuBaHne KOMMbTEPHOro NMHUUMAEHTa 4.4.15
CUrHaTypa KOMMNbIOTEPHOWN aTaku 4.4.42

Cunbl FOCy}J,apCTBeHHOIZ CUCTEMDbI 06Hapy>KeH|/|9|, npeaynpexaeHnd n nnkengaunmn

nocneacTemm KOMMNbKOTEPHbIX aTakK Ha I/IH(bOpMaLI,I/IOHHbIe pecypcbl

Poccunckon ®epepaunn; cunbl FTocCONMKA 4111
cuctema 3awuTbl MHopmaumn; cuctema 3 4.25.1
CKaHMpoBaHME NHPOPMAaLIMOHHOIO pecypca (Kak TUN KOMMbIOTEPHOW aTakK) 4.3.3.14
ckpunT 4.3.3.39
cobbiTne 6esonacHoCTn (MHPOPMALIMOHHON) 4.2.35

cornalwleHue o B3auMoaencTBMn LeHTpa rocygapCTBEHHON cUCTEMbl OBHapPYXeHUs,
npegynpexneHust n nuKkengaLmMm nocrneacTBUn KOMMNbIOTEPHbIX aTak Ha

MHdOpMaLMnoHHbIE pecypcbl Poccunckon degepauum ¢ HaunoHanbHbIM

KOOPANHALMOHHBLIM LIEHTPOM MO KOMMbIOTEPHLIM MHUMAEHTaM; CornalleHne o
B3anmogencteum ueHtpa NocCOIMKA ¢ HKLUKK 4.4.68

coumnarnbHada MHXeHepuad, HarnpaBJieHHadA Ha KoMnpomeTauuio VIHCt)OpMaLl,I/IOHHOFO

pecypca (Kak TUMn KOMNbIOTEPHOrO MHLUMAEHTA) 4.3.2.22
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roCTpP
(npoekm, nepeasi pedakyusi)

coumnanbHas UHXeHepusl, HanpaBfeHHasi Ha KoMnpomMeTaunlo MHAOPMALIMOHHOTO

pecypca (Kak TN KOMNbITEPHOW aTakK) 4.3.3.16
cnam 4.3.3.42
crneunanuct 4.1.1.22
cneuuanuct no B3aMmMo4encTBUIO C NepcoHanom u rnonb3osaTenamm 41.1.14
cneuuanucTt no nNuKkBngauum nocneacTBUM KOMNbIOTEPHbBIX MHUMAOEHTOB 4.1.1.18
crneumnanunct no oGHapyXeHUO KOMMbIOTEPHbIX aTak U MHUMOEHTOB 41.1.15

cneunanuct no O6CJ'Iy)KI/IBaHI/II-O cpeacTB LeHTpa FOCWJ,apCTBeHHOIZ CUCTEMbI
06Hapy>|<eH|/|9|, npeaynpexageHnda n nmkengaumn nocneacTeui KOMMbOTEPHbLIX

atak Ha HopMauunoHHble pecypcbl Poccuickon ®enepaummn; cneymanunct no

obcnyxusaHuto cpeacts LeHTpa MocCOIMKA 4.1.1.16
cneunanucT no oueHke 3alluLLEeHHOCTH 41.1.17
cneumnanucT rno yCTaHOBMEHUIO MPUYNH KOMMNbIOTEPHbLIX MHUMOEHTOB 41.1.19

crneumanucTbl LeHTpa rocy4apCTBEHHOM CUCTEMbI OOHapPYXXeHUs, NpeaynpexaeHus
N NUKBMAALMN NOCNEeaCTBUIN KOMMNbIOTEPHbLIX aTak Ha MHPOPMAaLMOHHbLIE PEeCYpPCbI
Poccuiickon ®epepaunmn BTopon nuHum; cneumanuctbl ueHtpa NocCOlMNMKA

BTOPOW NUHUN 4.1.1.12

crneumnanucTbl LeHTpa rocygapCTBEHHON CUCTEMbI OBHapPYXXeHUs, npeaynpexXaeHns
N NNKBMOAUMKN NOCrneacTBUN KOMMNbIOTEPHBIX aTak Ha MHGOPMaLMOHHbIE PEeCypChI
Poccuinckon degepaunn nepBon nuHum; cneumanuctbl uenTpa NocCOlMNKA

nepBown NUHUK 4.1.1.11

cneunanncTbl LeHTpa rocyaapCTBEHHOM CUCTEMbI OOHAPYXXeHUs!, NpeaynpeXxaeHns

N NUKBMOALUUM NOCNECTBUN KOMMbKTEPHbIX aTaK Ha I/IHCbOpMaU,I/IOHHbIe pecypcbl
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rocTtp

(npoekm, nepgasi pedakyusi)

Poccuinckon degepaunn Tpetben NnHuKM; cneumanmctbl ueHTpa NocCOlMKA

TpeTben NMUHUK

crnocob npoBeaeHNs KOMMNbIOTEPHOW aTaku

CpeAcTBa rocygapCTBEHHOW CUCTEMbI OOHapYyXXeHns, npeaynpexaeHns

N NMUKBMAALMN NOCNEACTBUIN KOMMNBbIOTEPHbIX aTak Ha MHPOPMaLMOHHbIE PECYPChI
Poccunckon ®epepaunn; cpeactea NocCOlMMKA

cpeacTBa NpOBEeAEHNSA KOMMNbIOTEPHOW aTaku

CPeACTBO aHanusa 3aLuLLeHHOCTH

cpeacTteo And nMkBngauunm nocneacTeumn KOMMNbKOTEPHbIX aTakK; cpeacTtBo

NUKBUZAaLMM nocneacTBuin

CpPeacTBO AN 06HapYXeHNsi KOMMbIOTEPHbIX aTak; cpeAcTBO OBHapyXeHUs

(cpencTBo ynpaBreHust CobbITUAMN MHAPOPMaLIMOHHON Be30MacHOCTY;

cpeacTeo ynpasneHus cobbitnamm UB)

CPeaCTBO ANS NpeaynpexaeHns KOMMNbIoTEPHbIX aTak; CPeACcTBO NpeaynpexXaeHns

CPEACTBO JOBEPEHHO 3arpy3Kku

CpeacTBo 3awmThl MHPOpmaLumm; cpeacteso 3U

cpencTteo 3alnTbl OT HECAHKUMOHMPOBAHHOIO A0CTyna

CPEACTBO KOHTPOSIS CbeMHbIX MaLLUMHHBLIX HOCUTENE MHopmaLumm

cpeacTBO KOHTPONA NOAKNKYEHNA yCTpOIZCTB

CpencTBO KOHTPONA LEJTOCTHOCTU

4.1.1.13

43.3.21

4121

4.3.3.22

4.2.2.10

4124

41.2.2

41.2.3

4.2.2.6

4221

42211

4.2.2.7

42.2.8

42212
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roCTpP
(npoekm, nepeasi pedakyusi)

CcpeacTBO KpunTorpadouyeckon 3awmTbl MHpopmauum 4.2.2.4
cpeacTBo obmeHa nHdopmaumen (B pamkax rocyaapCTBEHHOM CUCTEMDI

obHapyxeHus, npeaynpexaeHns 1 NnMKkeungaumm nocneacTBUn KOMMbIOTEPHbIX

aTtak Ha nHdopmaLmoHHble pecypcbl Poccuiickon ®epepaunn; NocCOIMKA) 4.1.2.6

CpeacTBO OBHapyXeHus atak 4.2.2.9

CpencTBoO NMoncka npn3HakoB KOMIMbIOTEPHbLIX aTakK B CETAX 3JTIEKTPOCBA3N;

cpeactso NMKA 4.2.2.5
CpeacTBO CKaHMPOBAHUSA (CETH) 4.3.3.46
cpeacTBo ynpasneHus nHgopmaumen ob yrposax 6esonacHocTy nHgopmaumm 4.2.2.5
CpeacTBo ynpaBneHus cobbiTnamm 6e3onacHocTn 4.2.2.14
cTeneHb ONacHOCTU ySA3BMMOCTU 4.4.63

CTPYKTYPHas eanHuLa rocy4apCcTBEHHON cucTeMbl 0BHapyXXeHus, NpeaynpexaeHums
N NMKBMOALMM NOCNEACTBUMA KOMMbIOTEPHBIX aTak Ha MHPOPMAaLMOHHbIE PECYPCbI

Poccurckon ®epepaunn; ctpyktypHas eanHuua NocCOMKA 4.1.1.7

cybbekT goctyna 4244

Cy6'beKTbI Focyﬂ,apCTBeHHOVI CUCTEMBbI 06Hapy>KeH|/|;|, npeaynpexneHnd n

nukeugaumm nocneacTeum KOMMNbKOTEPHbIX aTakK Ha I/IHC*)OpMaLI,MOHHbIe pecypchbl

Poccuirickon ®epepaunn; cydbvektol FTocCOINMKA 4.1.1.4
CYOBEKTBI KpUTUYECKON MHAPOPMALMOHHON MHAPACTPYKTYpbl; cybbekTbl KA 4.2.1.12
TakTUKM (NPOBEAEHNS] KOMMbIOTEPHOW aTakn) 4.3.3.10
TecTMpoBaHMe Ha NPOHUKHOBEHME 4.4.34
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rocTtp

(npoekm, nepgasi pedakyusi)

TEXHUKN (MpoBeAeHUs KOMMbIOTEPHOM aTaku)

TeXHUYecKas MHPaCTPYKTypa HaLuMOHaNbHOTO KOOPAMHALMOHHOIO LIEHTPa No

KOMMbIOTEPHbLIM UHUMAEHTaM; TexHndeckas nHdpactpykrypa HKLIKU

TEeXHUYECKMEe Mepbl 3allnThbl I/IH(bOpMaLI,VII/I; TEXHUNYECKMNe Mepbl 3

TEXHUYECKUM IKCnepT

TN KOMMNBbKOTEPHOIo NHUMOEHTA

TUN KOMMNbIOTEPHOM aTaku

TPOSIH (TPOSIHCKOE BMPYCHOE NporpaMmmHoe obecnevyeHune)

yBeZIOMIIEHNE O KOMMbIOTEPHOWN aTake

yBegomrieHne 06 yA3BUMOCTU

yrposa (6e3onacHoCcTn nHdopmMauumn)

yI'IOJ'IHOMO‘-IeHHbIﬁ HeI'IpI/IBI/IJ'IeFVIpOBaHHbIIZ Cy6'beKT OOCTyna

YNOSTHOMOY€EHHbIN NPUBMIENMPOBaHHLIN CyObEKT AocTyna

ynpasneHne KOMnbTEPHbIM MHUNOEHTOM

ycneluHasi 3Kkcnyataumus ysa3BMMoCcT B MHGOPMaLMOHHOM pecypce (kak Tun

KOMMNbOTEPHOIO I/IHLI,I/I,EI,eHTa)

yCTaHOBKa 0OHOBMEHNN 6e30nacHOCTM

yCTaHOoBJ1IEHNE NPUYNH KOMMbOTEPHOIo MHUMOEHTA

4.3.3.11

41.1.3

4252

41.1.21

4.3.2.12

4.3.3.12

4.3.3.34

4.4.36

4.4.55

4311

4245

4.2.4.6

4.4.5

4.3.2.19

4.4.59

4421
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roCTpP
(npoekm, nepeasi pedakyusi)

yCTpaHeHe KOMMbITEPHOro MHUMAEHTa 4.4.20
yCTpaHeHue ysa3BMMOCTeN 4.4.58
yTunurta 4.3.3.40
YA3BMMOCTb 4.3.3.47
YA3BUMOCTb «HYNEBOro AHA» 4.3.3.48
GunbTpaums (AaHHbIX MOHUTOPUHIA) 4.2.3.15
dopmaT faHHbIX B3aUMOAENCTBUS 4.4.70

LIleHTp rocy4apCTBEHHON cucTeMbl 0BHapyXXeHUs, NpeaynpexaeHus

M NMKBMOALMM NOCNEACTBUMA KOMMbIOTEPHBIX aTak Ha MHPOPMaLMOHHbIE PeCYpPCbl

Poccuinckon ®egepaunn; ueHtp NocCOIMNKA 4,1.1.8
yepBb (CeTeBON) 4.3.3.35
aKcnnout 4.3.3.30
aTanbl pearnpoBaHuns (Ha KOMNbIOTEPHbBIN UHLUWAEHT) 4411
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[MpunoxeHne A
(cnpaBo4HoE)

rocTtp

(npoekm, nepgasi pedakyusi)

Kl'IaCCVI(bVIKaLIVIOHHbIe CXeMbl NOHATUN npep,meTHoﬁ obnactu «06Hapy)|(eHv|e, npeaynpexgeHue n nukBngauuma nocneacTBumn

KOMNbHOTEPHbLIX aTakK N pearmposaHnsa Ha KOMNbOTEPHbIe MHUNUOEHTbI»

Ctpykrtypa pasgenoB NOCT

TepmuHbl U onpegenexHns

Peanusauusa yrpos

Mpoueccol, cBs3aHHbIE C
o6HapyxeHuem, npegynpexaeHvem
1 nukBuaauuen nocneactenm KA n
pearvpoBaHuem Ha KA

MHUMaeHTbI

KomnbtoTepHble
aTaku

OpraHu13aumoHHO- MHdopmaumoHHble
TexHu4eckasi CTpyKTypa pecypcbl Kak 06beKTbI
FrocCOlMKA aTaku
Cunbl CpenctBa Obuwue
FocCOIlMKA [ocCOIMKA TEPMUHBI
KOMMOHEHTHI MoHuTopuHr
_ Mepbl 3aLmnThI
WHOPMAaLMOHHBIX WHOpMaLMOHHOM
MHpopmaumm
pecypcos 6e3onacHocTn

MICTOUHVMKM JaHHbIX AN
perucTpaumm npusHakos
KA n/vnu KU

Pornn
nonb3oatenen NP
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roCTP

(npoekm, nepgasi pedakyusi)

B3anmocBs3b TepMUHOB, onpeaeneHHbix B noapasaene NOCT 4.1.1 «Cunbl rocyaapcTBEHHON CUCTEMbI OOHapyXeHus, npeay-

npexaeHnsa n nMKkBngaumun nocneacTBumn KOMMNbIOTEPHbLIX aTakK Ha VIHCbOpMaLIVIOHHbIe pecypchbl Poccuinckon CDen,epame»

CTpyKTypHas eanHuua
unbl [ M
Cute FecERrla I AccoLMaTUBHbIE OTHOLLEHNS Bl FocCOlKA Poposble
MapTnTMBHLIE OTHOLLEHUA
OTHOLLEHMS
LleHtp
HKLIKIA FocCOMKA FocCOTlMKA
CybbekTbl AccoumnaTtusHble
PRI FocCOlKA OTHOLLIEHUSA
AccoumaTueHble .| Knacc ueHTpa CreuuanucTsl
OTHOLUEHMA 0622;4,\,,6:: "Ml TocCOmKA uenTpa TocCOTMKA
MapTUTUBHbIE OTHOLLEHMS
TexHun4yeckas 30H3 OTBETCTBEHHOCTH MHdopmaumoHHoe |
MHdpacTpyKTypa 6 FocCOTMKA B3auMopencTene CneuunanucTbl = Cneunanuctbl = Cneunanuctbl
HKLIKWA (cybvexta loc ) (cy6bektos MocCOlKA) ueHTpa NocCOrNKA = ueHTtpa NocCOrlMKA = ueHTtpa NocCOIMKA
nepBon IMHUK g BTOPOW NINHWU % TpeTben NMNHUN
% Crieliyaniot no '% Cneuuvanuct no '%
o B3aumopeitctemoc | o OLCHKE . AHannTvk
° nepcoHarnom u a 3
= nonb3oBaTensmMu o S8 ey HaeTY & -
5 s S TexHnyeckuii
3 Cneuuanuct no E Cneuuanuct no E_ aKenept
§ obHapyxeHuto KA n I‘:“ nukeuaauum |<:5 —
g MHUWOEHTOB nocnenctenn KM Cneumanuct
& Cneumanuct no
C o6 CyKMBAHMIO Cneuwnanuct no
—  YCTaHOBIEHWIO PykoBoguTtens
CpPeACTB LieHTpa npvanH KIA
[TocCOTlMKA
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rocTtp

(npoekm, nepgasi pedakyusi)

B3aumocBsa3b TepMMHOB, onpeaeneHHbix B noapasaene NOCT 4.1.2 «CpeactBa rocyaapCTBEHHOW CUCTEMbI OOHapyXeHus,

npeaynpexpneHusa u nnkBnaauunuu nocneacTteumn KOMNbHOTEPHbLIX aTaK Ha MHd)OpMaLWIOHHbIe pecypcChbl Poccuinckoun CDe,qepau,MM»

Cpenctea N'ocCOIMKA

MapTUTUBHBIE
OTHOLLEHUS

CpegncTBo Ang
npeaynpexaeHns
KOMMbIOTEPHbIX aTak

CpepncTBo ans
oBHapyxeHus
KOMMbIOTEPHbIX aTak

Cpeacteo IMIMKA

CpepncTBO ans

NVKBMOAL MW NOCneacTBuit
KOMMbIOTEPHBLIX aTak

CpepncTtBo 0bmeHa
MHd opMaumen
(8 pamkax N'ocCOTIMKA
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roCTP

(npoekm, nepgasi pedakyusi)

B3anmocBasb TepMUHOB, onpeaeneHHbIX B noapasgene NOCT 4.2.1 «kKoMnoHeHTbI MH(POPMaLIMOHHBLIX pecypcoB»

e prr i P e[| oo
WHOPMALWMOHHBIX |- P ?ac -y P pecypcbl Poccuiickoi
pecypcoB pecyp depepauum
AKTVB MapTUTUBHbIE OTHOLLEHWS!
AccoumnaTuBHblE
. Kputnyeckas
AccounaTtnsHble HdpopmaLMOHHbIN MHdopmaumoHHas OTHOLLCHN P
-t - WHOpMaLMOHHast
OTHOLLEHMS aKmB nHppacTpykTypa
NHdpacTpyKTypa
WHdbopmaums MapTUTUBHbIE OTHOLLEHUSA MapTutnBHLIE
OTHOLLUEHUSI
ObBbeKTI
AccoumnaTtBHble O6bekT gocTyna .
WH(OPMaLMOHHOWM O6bexTbl KA
OTHOLLUEHMNS
MHOPaCTPYKTYpPbl
Sawuaemasn
uepopNaLps PoaoBble AccouuaTtuBHble
NHdbopmaLmoHHo- OTHOLLEHUS OTHOLUEHMNSA
MHdbopmaupmoHHas
AccoumaTtuBHble TENEeKOMMYHUKALWMOHHbIE cpopmaLy CybbekTbl
OTHOLLEHUS cet cucrema K o6bekT KA
AccoumnaTuBHble
3aLumLaembiii npoLiecc OTHOLLIEHUS
AsTOMaTU3NpPOBaHHAs
cucrema yn p:BJ'IeHVIﬂ KaTeropuponatise
g o6bekra KM
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MexceTeBow skpaH

CpeAcTBo KpunTorpadpryeckom
3aWmThl MHpopMaLMK

AHTVBUPYCHOE CPEaCTBO;
Cpe[cTBO aHTUBMPYCHOM 3aLUUThI

roCT P
(npoekm, nepgasi pedakyusi)

MbOTEPHbLIX aTakK n/vunu KOMNbHOTEPHbLIX UHUMAEHTOB»

CpepacTBo 3aWmThl
nHpopmaLmu

Poposble
OTHOLLEHUSA

CpencTBo JOBEPEHHOI 3arpy3Ku

CpeAcTBo ynpaeneHusi
MHGopmaumen 06 yrposax
6esonacHoCTV nHdopMaLmm

CpeacTBO KOHTPONSI NOAKITHOHEHNS
YCTPOWCTB

B3anmocBs3b TepMUHOB, onpeaerneHHbIX B noapasaene NOCT 4.2.2 «MACTOYHUKM AaHHbIX AN peructpauum npM3HakoB KOM-

CpeLcTBO KOHTPOMS CbEMHbIX
MaLUMHHBbIX HOCUTENEN
MHcbopmaLmm

3amkHyTas cpeaa
npeaBapuTENbHOTO BbIMOSTHEHNS
nporpaMm («necoyHuLa)

CpeAcTBo ynpaeneHust cobbiTusimm
©esonacHoCTu

CpeacTeo 3awmThl OT
HeCaHKLIMOHMPOBaHHOIO J0CTyna

CpencTBo KOHTPOMS LENIoCTHOCTH

CpencrBo obHapyxeHus atak

CpencrTBo aHanusa
3alMLLEeHHOCTU
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roCTP

(npoekm, nepgasi pedakyusi)

B3aumocBsa3b TepMMHOB, onpeaeneHHbix B noapasaene NOCT 4.2.3 «MoHUTOpUHr MHOpMaLMOHHON 6e30nacHOCTU»

MoHUTOPUHI MHCpOpMaLIMOHHON

64

AccouunaTtneHble

OTHOLWLEeHusd

OTHOLUEeHnA

AccouunaTueHble

6esonacHocTu
MapTutnBHLIE
OTHOLLEHMNSA
AccounaTuBHble
OTHOLLEHMNSA
C6op AaHHbIX O6paboTka AaHHbIX
[aHHble MOHUTOPUHIa  |<— P& B &
MOHUTOPUHIa MOHUTOPUHra
MapTuTnBHBIE MapTuTnBHBIE
OTHOLLEHUSI OTHOLLEHUSI
C06op AaHHbIX O C6op AaHHbIX O CO6op AaHHbIX O COop AaHHbIX O dunbTpaums Arperauus (CoBbImuii
cobbITUAX BbISIBMEHHbIX pesynbTaTax KOHTpors OencTBusAX (maHHbIX rp6eaor|aCHocw|)
6esonacHocTu YA3BMMOCTSAX COOTBETCTBUS HACTPOEK nonb3oBarenen MOHUTOPUHFa)
AccoumaTmBHble
OTHOLLEHUS
C6op AaHHbIX O Hopmanusauus
C60p oaHHbIX AHanu3 gaHHbIX
pe3ynbTaTax KOHTPOrIs (maHHbIX
CobbiTne paborocnocobHocTM MOTOKOR MHEPOPMALIN MOHUTOPUHra MOHATOpMHIA)
6e3onacHocTu pMaLl P
MNoTok HHbIX r X . [NpaBuna perncr] aunn
€8ap Tk Adikle o8 yrpes WHoukatop Koppensaums cobbitn P P P
CNpaBOYHbIX [«@—P CcofepXXalnii UHOUKATOPb!  [<—P KOMMPOMSTALIMMN Geoanao oom AccoumaTtuHble | MPVSHAKOB KOMIMBIOTEPHBLIX
JaHHbIX KomnpomeTaLum P OTHOLLEHUS arak/ HuMaeHToB




rocTtp

(npoekm, nepgasi pedakyusi)

B3aunmocBa3b TepMUHOB, onpeaeneHHbIX B noapasaene NOCT 4.2.4 «Ponu nonb3oBatenen HoOpMaLUOHHBLIX pecypcoB»

[Nonb3oBaTenb

Ponu nonb3oBatenen
VHOPMaLWOHHBIX
pecypcoB

Poposble
OTHOLlEHUs

CybGbekT gocryna

Poposble
OTHOLWlEeHus

[——P

YNONMHOMOYEHHBbI
HenpUBMIErMpOBaHHbI
cyObekT goctyna

HeynonHoMo4eHHbI
CcyObeKT gocTyna

AccoumnaTueHble

OTHOLWIEeHnA

YNONMHOMOYEHHbIN
NPUBMIEMMPOBaHHbBIN
cyObeKT goctyna

[ ———

AomuHucTpaTtop

AccouunaTueHble

OTHOLWEeHUA
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roCTP

(npoekm, nepgasi pedakyusi)

66

B3anmocBsi3b TepMUHOB, onpeaeneHHbIX B noapasaene NOCT 4.2.5 «Mepbl 3aWiuTbl MHoOpMauumn»

CucTtema 3awmThl
NHdopmaLmm

TexHudeckne Mepbl
3aWwmnTHI
MHcopmaumm

PopoBble
OTHOLWIEHUSs

OpraHu3zaLumoHHbIe
Mepbl 3aLWnThI
MHcopmaumm

AccounaTuBHble
OTHOLLEeHUd

Monutuka
GesonacHocTn
(MHbopmaumm B
opraHu3auum)




rocTtp

(npoekm, nepgasi pedakyusi)

B3aumocBsa3b TepMMHOB, onpeaeneHHbix B noapasaene NOCT 4.3.1 «O6wme TepMUHbI»

NcTOYHMK yrposbl
(6e3onacHocTn
MHopmaumn)

/

Peanusaums yrposbl
(6esonacHocTH
WHcpopmaumn)

AccoumnaTtuBHble
OTHOLWIEHUA

Mogenb yrpos

HeratuBHble AccouvaTueHbie & Yrpo3sa (besonacHocTtu
nencTeus OTHOLUEHS nHdopmaLmn)
Hapywwurens b
(3MOYMBbILLIEHHUK)
MoTteHuman . NHUMAEHT MHdOpMaLMOHHOM
HapywmnTena VB ViHcanpep
Py 6e3onacHocTy

(3noyMblILLNEHHWKA)

AccoumnaTuBHble

AccounaTmnBHble

OTHOLWIEeHUA

AccouunaTuBHble
OTHOLLIEHVS

OTHOLUEHUA

HapyweHune 6e3onacHocTn

WHpopmaumm
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roCcT P
(npoekm, nepgasi pedakyusi)

B3aumMocBA3b TepMUHOB, onpeaeneHHbix B nogpasaene NOCT 4.3.2 « AHUMAEHTbI»

nHUMOeHTa

KapTouka komnbloTepHoro -

AccoLmaTuBHbIE OTHOLLEHUS .
>

KomnbloTepHbIn
VHUMAOEHT

AccoLmaTUBHbIE OTHOLLEHUS

MapTUTUBHbI
OTHOLLEHUSI

Karteropus
KOMMbIOTEPHOTO
VHUMOEHTa

MapTuTNBHbIE
OTHOLUEHUS

TWA KOMABIOTEPHOTO
VHUMAEHTa

68

e

PopoBble oTHOLLEHUSA

3apaxeHvie BpeaoHOCHLIM
nporpaMMHbIM obecneveHvem

PacnpocTtpaHeHve
BPEAOHOCHOIO NPOrpamMMHOro
obGecrneyeHust

HapyLieHve unu samegneHuve
pabotbl IP

BHegpeHue B MHpopMaLMOHHbIN pecypc Mmoaynen
BPEAOHOCHOro NporpaMMHoro obecneveHns

—| Wcnonb3osaHne P ans pacnpocTtpaHexus BMO k

- —| KomnbloTepHas ataka Tuna oTka3s B 06CnyxuBaHum

- —

Pacnpep,eneHHaﬂ KOMMNbIOTEPHasA aTaka Tuna OoTka3

B 06Cny>XuBaHun

HecaHKUMOHUPOBaHHbIV AOCTYN
B cucTemy

-

HecaHkunoHnpoBaHHbI BbiBog VP 13 ctpos

HenpenHamepeHHoe (6e3 3noro ymeicna)
oTknoyexne NP

|

YcnelwHas akcnnyartauus yassumocTu B P

C6op cBefeHuii ¢
ncnonb3oBaHvem VKT

|

KomnpomeTaums yyetHow 3anmcu B P

—

MpocnywwnBaHve (3axBaT) ceTeBoro Tpacuka NP

N

HapyleHue 6esonacHocTtu
MHbopmaLmm

CoumanbHas UHXeHepus, HanpasneHHas Ha
komnpomeTauuo VP

napTMTMBHbIe OTHOLWUEHUSA

HecaHkunoHupoBaHHOe pasrnallieHue
MHopmauum, obpabatsiBaemon B IP

PacnpocTpaHeHne nHdopmaumm
C HenpuemnembiM CoAepXMMbIM

HecaHKUMOHNPOBAHHOE N3MEHEHWE MHPOpMaLUK,
obpabaTtbiBaemoli B VP

- —

Paccbinka cnam-coo6uieHnnii ¢ NP

MoLueHHn4ecTBO C
ncnonb3oBaHvem VKT

My6nukaumsa B P 3anpeLueHHom
3akoHofaTenscTeoM PP nHcopmavumm

- —

3noynoTpebneHune npu ncnons3osaHumn NP

L

L — I My6nukauns B VP MoweHHu4eckon uHcgopmaumm |

PopoBble oOTHOLWEHUS

=@
MapTnTnBHBLIE
OTHOLLEHNS

Tvn KOMABIOTEPHOTO
MHUnAeHTa




B3aunmocBa3sb TepMUHOB, onpeaeneHHbiX B noapasaene NOCT 4.3.3 «kKoMmnbloTepHble aTaku»

rocTtp

(npoekm, nepgasi pedakyusi)

KapTouka - P> KomnbloTepHas <& > 2
KOMMbHOTEPHOW — aTaka — AccoumnaTnBHblE
aTaKm MapTuTBHbIE MapTuTuBHLIE OTHOLUEHUS
OTHOLLEHUS! MonbITkN BHEAPEHWS OTHOLLEHMS!
PacnpoctpaneHue B[O |—— — o "
pocTp: mopyneit BMO & NP o YKN3HEHHbIN u,vufn
McTouHmk - » KOMMbOTEPHOIA
KOMMbIOTEPHOM aTaku
aTaku —| CkaHupoBaHue VP
__| Mpocnywmsanve (saxsat
C60p cBeaeHui ¢ ceTeBoro Tpadwuka) NP
AccouuaTuBHble ucrnonssosaHmem VKT
OTHOLLEHWSt = g -
s T CoumanbHas uHxeHepus, s
Kateropus o 3 HanpaBreHHas Ha o
TakTMkn [«&—P KOMMbIOTEPHOM 3 <E|> ] P ™~ 3
aTakn Q = komnpomeTauuio VP 2 Tur KoMIBIOTEPHON
5 ° 5 araku
[} o [0}
MapTUTMBHLIE 2 __z_ | TonuiTkmakcnnyataumm |~ 3 A
OTHOLLEHUSI S Monbimkn HCA 8 cvcTemy S ysi3BuMocTH B VP S AccoumnaTnBHbIe
- = OTHOLLEHVWSA
Tun i} & UMK K MHGopMaumm 5 g  J
KOMMBHOTEPHOW = Cnoco6
araku — "~ — [onbITkn aBTOpPU3aLmn B P TexHukn |- - npoBeaeHUs
AHanmsatop KOMMbIOTEPHOMN
OaHHbIX A A aTaku
] KA Tvna oTka3s B CCoLMaTNBHBI
HOB obcnyxunsaHum  J OTHOLLEHMA
Hapywenue nnmn Cpeactea
3amegnenHve pabotsl NP npoBeaeHus
L PacnpegenenHas KA tuna _
0TKa3 B 0GCNyKMBAHUN KOMbIOTEPHOM aTakit
MapTUTVBHbIE OTHOLLEHUS!
| BotHeT | | BMO | | MnarnH | Oamnep TposH PyTkut | Y1unuta | | 3arpysumk | Cnam
A A
AccoumnaTtneHble
u Skecnnout Bupyc Yepsb | Bakpop | | Ckpunt | WHCTPYMeHT MporpamMmHast
OTHOLLEHWS
Y \ A TECTUPOBaHUSA Ha 3aknagka
Bor Mogynb [ Buimoratens | | Bubnmoteka | CpegcTeo MolLueHHUYeckuit MpOHMKHOBEHME
BMO CKaHWpoBaHNs pecypc A
AccouunaTtuBHble 1} [ WHcTpymeHT
Mcnonnaembin OTHOLLEHUS [ - yAaneHHoro
P YAsBuMOCTb
Koa ! -t poctyna
Ya3BUMOCTb

«HYNeBOro gHA»

PopoBble oTHOLIEHUSs
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roCcT P
(npoekm, nepgasi pedakyusi)

B3aumocBa3b TepMUHOB, onpeaeneHHbix B nogpasaene NOCT 4.4 «[pouecchl, cBA3aHHbIe C OOHapyXeHuem, npeaynpexaeHu-

eM U NIMKBuaauuen nocrnencTtBmmn KOMNbHOTEPHbLIX aTaK U pearmpopaHmemMm Ha KOMNbOTEePHbIe MHUNAOEHTbI»

MeToanyeckoe obecneyeHne
aearensHocTn cybbekToB NocCOMKA

napTI/ITI/IBHbIe OTHOLWWEeHuA

MeTogunyeckne pekomeHaaunm no MeTogunyeckne pekomeHaauunmn no
MeToanyeckne pekomeHgaumu no
OuUEeHKe cTeneHn 3alnueHHoCTn OT YCTaHOBJIEHUIO NMPUYNH N NUKBUOAUNN
o6Hapy>|<eH|mo KOMMbKOTEPHbIX aTakK o
KOMMbKOTEPHbIX aTak nocneacTBnn KOMNbOTEPHbIX MHUMOEHTOB
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MHUNOEHTOM

yn paBneHne KOMMbTEPHbLIM

I

AccoumatunBHble

I

PearnpoBaHne Ha K

ST1ansl pearmpoBaHuns
(Ha KW)

AccoumaTtmBHble
OTHOLLEHMNS

/

roCT P
(npoekm, nepgasi pedakyusi)

CoepxuBaHue KM

YcTtpaHeHue KA

MapTUTUBHbIE OTHOLLEHUS I OTHOLLEHNS
Pernctpauus
Pernctpauusa KN («a——» pau
noxHoro K1
Bpems pearvpoBaHus | . MapTuTneHbIe |
(Ha KI) KpuTepui OTHOLLEHNS Mpasuno
pernctpauum K permctpaunm KA
PopoBble
Meponpustusa no OTHOLUEHWS lMnaH pearnpoBaHus
pearmpoBaHuto (Ha K) (Ha KWN) _
JToXHbI
AccoumaTmBHble KM
| @ OTHOWCHNR ] Ananus K1 Ponosbie
OTHOLUEHNS
lMoBTOpPHbIN
Poposbie K
OTHOLLEHNS

YctaHoBneHne
npunynH KA
PekomeHgaumu no
ycTpaHeHunio KA

Ma PTUTUBHbIE OTHOLUEHUA

O

KA

MepBU4HbBIN aHanu3

KomnnekcHbIn aHanua
KA
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roCcT P
(npoekm, nepgasi pedakyusi)
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O

AccoumaTtuBHbie

napTMTMBH ble OTHOLUEeHNA

BbigBneHue
nocneacteun KN

OTHOLUEeHUA
P

NocneacTteus

AccoumaTtuBHble

JlnkBugauus
nocneacteun K

AccounaTmBHble

AccouunaTtuBHble

OTHOLUEeHUA
————P

BoccTtaHoBneHune

OTHOLUEeHUA
P

3akpbiTve KM

Bpewms
BOCCTaHOBJIEHNSA

OTHOLIEeHUA
——P

AHanuns pesynbTaTtoBs
yCTpaHeHus
nocrnieactenn K




DyHKUMK LieHTpa
[FocCOTMIKA

napTMTI/IBH bleé OTHOLIEHWNA

rocTtp

(npoekm, nepgasi pedakyusi)

O6ecnevyeHne 6e3onacHoCTH
ueHTpa N'ocCOrlKA

MpepynpexaeHue
KOMMbIOTEPHbIX aTak

| AccouunaTtmnBHble
OTHOLLEHNS
MHBeHTapusauund :
WHOPMaLMOHHBIX pecypcoB

AccouunaTmBHble

KoHTponb (aHanus)
3aLUULLEHHOCTM MHpopMaLun

KoHdomrypaums

MHDOPMAaLMOHHBIX PECYPCOB

OTHOLUEHUNA
——————— P

Ayaut 6esonacHocTu

Ponosbie

TecTnpoBaHue Ha
NPOHVKHOBEHNE

OTHOLUEeHuA

O6HapyxeHne

KOMMbIOTEPHbIX aTakK

AccounaTtmsHble
OTHOLLEHUS

YBegomneHue o

KOMMbIOTEPHON aTake

PewatoLee npasuno
06HapyXeHUs1 KOMMbTEPHbIX
artak

MapTuTnBHLIE
OTHOLLUEHNS

Mpn3HaK KOMMNbIOTEPHON
aTaku

basa pewatowmx npasun

O6bekT BO3aencTBUA
(komnblOTEPHON aTaku)

Poposbie
OTHOLLIEHNS

CurHaTypa KOMMbIOTEPHON
aTtaku
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roCcT P
(npoekm, nepgasi pedakyusi)

DyHKUMM LIeHTpa

[FocCOTIKA
MapTUTUBHbBIE OTHOLLEHNUS | AccoumnaTnBHble
| | | OTHOLLEHUSA
Al MaTUBHbI .
AHanu3 gaHHbIX AHARNS Cgfr:loua_‘leHmn € AHanus yrpos AHanus yrpo3 6e3onacHocTu HenTpanu3aums yrpos
0 cobbITUAX I Ge3onacHocTn 00beKkTa MHPOPMALIMOHHON  |<—— 6es3onacHocTn
Oe3onacHocTn rypau MHdopmaLun NMHGPaCTPYKTYpbI NHopMaumm
| MapTUTUBHbBIE OTHOLLEHWS |
[MapameTpbl .
P P Bug koHdurypaumii
Ponosble | KOH(Urypaumm
OTHOLLEHUS |
. BasoBas koHdbUrypaums
HacTpoiika napameTpoB curypau PopoBble oTHOLIEHUSI BesonacHas
KOHdUrypauum NapameTpos KOHUrypauns
Oe3onacHocTn
Ananus g P [MapameTp yss3BUMOCTU

YA3BMMOCTEN AccoumnaTnBHbIE OTHOLLEHUS
BuisiBnenune OueHka YBegomMmneHve
yA3BUMOCTE yA3BUMOCTEN! 06 ySI3BMMOCTH Poposble

OTHOLLEHUSA
Poposbie = —
YcTpaHeHue OTHOLIEHMS CTteneHb onacHocTH Ba3soBbi BekTOpP WHTerpanbHbIf
ysi3BUMOCTEN YySI3BUMOCTM YA3BUMOCTU nokasaTternb ys3BUMOCTHU
PopoBble oTHOLLEHUS
YcTtaHoBka 06HOBNEHN I OO6HoBNEHME BronneTeHb
©e3onacHocTu ©e3onacHocTn ©e3onacHocTn
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AyTcopcuHr

AccouunaTueHble
OTHOLWWEHUA

[eaTrensHoCTb (kak
ycnyra) no
pearvpoBaHuio Ha
nHUMaeHTbl b

CornawleHue o B3aumMogencTeum
ueHTpa NocCONMKA ¢ HKLKA

PopoBble

OTHOLUEHUA

PernameHT B3anmogencTeus
ueHTtpa NocCOTIMKA ¢ HKLUKK

PopoBble oTHOLLIEHMS

dopmaT gaHHbIX
B3aMMOeNncTBuUs

lMpoTokon
B3aUMOOENCTBMS

roCTP
(npoekm, nepgasi pedakyusi)
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roCTpP
(npoekm, nepeasi pedakyusi)

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]
[11]
[12]
[13]
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Bubnuorpadun

depepanbHbin 3akoH Poccunckon denepaumm ot 26 mnona 2017 r. Ne 187-d3 «O 6e3-
OMacHOCTU KPUTUYECKOM WHGOpMaUnoHHOM UHGpacTpykTypbl Poccunckon depepa-
LUy,

depepanbHbin  3akoH  Poccunckon Pepepaummn ot 27 uwona 2006 r. Ne 149-03
«O6 MHdopmaLmmK, MHPOPMALMOHHBIX TEXHOSNOMMAX U 3almnTe MHoOpMaLny.

Mpukasz CTIK Poccum ot 25.12.2017 Ne 239 (pea. o1 26.03.2019) «O6 yTBEpXOEHUM
TpeboBaHui no obecneyeHnto 6€30NacHOCTU 3HAYMMbIX OOBHLEKTOB KPUTUYECKOW WH-
dopmaumoHHon uHGpacTpykTypbl Poccuiickon ®depepaunny (3apernctpupoBaHo B
MuHiocTte Poccum 26.03.2018 Ne 50524).

MeTogunyeckmn gokymeHT PCTIK Poccun «Mepbl 3awmTbl MHpOpMauun B rocygap-
CTBEHHbIX MHOPMALMOHHBIX cnctemax», 11.02.2014 .

MeToaunyecknn gokymeHT PCTOK Poccun. Mpodunb 3awmtbl CpeacTtB aHTUBUPYCHOWN
3aWmThl.

MeTogunyecknin aokymeHT ®CTIK Poccuun. MNpodune 3awmTbl cuctem obHapyXeHus
BTOPXXEHUMN.

PykoBoasiwmin gokymeHT ["octexkommucenn Poccun. PykoBoacTtBo no paspaboTtke npo-
dovnen 3awmTbl 1 3agaHnin no 6esonacHoctu, 2003 roa.

BasoBaa mogenb yrpo3 6e30nacHOCTM NepcoHarnbHbIX AaHHbIX Npu nx obpaboTke B
NHPOPMALMOHHBIX CUCTEMaX NepCoHanbHbIX AaHHbIX (YTB. 3amectutenemMm gupekropa
®CTIK Poccum ot 15.02.2008 r.).

Pykosoaswmin gokymeHT Moctexkommccum Poceumn. 3awmta oT HeCaHKLMOHUPOBAHHOIO
poctyna. Yactb 1. lNporpammHoe obecneveHne cpeacTs 3awmTbl MHGopmaumn. Knac-
cudukaunsa nNo ypoBHKO KOHTPOMS OTCYTCTBUS HEAEKNapUpPOBaHHbIX BO3MOXHOCTEW,
1999 rog.

BaHk gaHHbIX yrpo3 6esonacHocTy nHpopmaummn (https://bdu.fstec.ru/).

COBIT 5. [Ans nidopmaumoHHon 6e30nacHOCTH.

NIST SP 800-34 (2002).

MoctaHoBneHue lNpasutensctea PP ot 08.02.2018 Ne 127 (pea. ot 13.04.2019) «O6
yTBepxaeHun [lpaBun KaTteropMpoBaHUA OOBLEKTOB KPUTMYECKOW WHGOpPMaLMOHHOM
NHpacTpyKTypbl Poccuinckon denepaumm, a Takke nepeyHs nokasaTtenen Kputepues
3HAYMMOCTM OOBEKTOB KPUTMYECKON MH(OPMaLUMOHHOW MHGPACTPYKTYpbl Poccuinckon

depepauunm n X 3Ha4YEeHUN».


https://bdu.fstec.ru/

roCT P
(npoekm, nepgasi pedakyusi)

YK 004.622:006.354 OKC 35.020
KnioueBble crnosa: 3awuta uHdopmaumm, cobbitTne 6e3onacHoOCTU, KOMMbIOTEPHasa artaka,

KOMI'IbI-OTGprIVI MHUUOEHT, yrpo3a, MOHUTOPUHT, 06Hapy>KeHme, perncrpauund, pearnpoea-

HWe, NpeaynpexaeHue, NMKBuaauns
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